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Enhanced Multiply-Accumulate Unit (EMAC)

Operand Y Operand X

Shift 0,1,-1

| Accumulator(s)

Y
Figure 4-1. Multiply-Accumulate Functionality Diagram

4111 Introduction to the MAC

The MAC is an extension of the basic multiplier in most microprocessors. It is typically implemented in
hardware within an architecture and supports rapid execution of signal processing algorithms in fewer
cycles than comparable non-MAC architectures. For example, small digital filters can tolerate some
variance in an algorithm’s execution time, but larger, more complicated algorithms such as orthogonal
transforms may have more demanding speed requirements beyond scope of any processor architecture and
may require full DSP implementation.

To balance speed, size, and functionality, the ColdFire MAC is optimized for a small set of operations that
involve multiplication and cumulative additions. Specifically, the multiplier array is optimized for
single-cycle pipelined operations with a possible accumulation after product generation. This functionality
is common in many signal processing applications. The ColdFire core architecture is also modified to
allow an operand to be fetched in parallel with a multiply, increasing overall performance for certain DSP
operations.

Consider a typical filtering operation where the filter is defined as in Equation 4-1.

N-1 N-1
y(i) = Z a(k)y(i-k)+ Zb(k)x(i*k) Eqn. 4-1
k=1 k=0

Here, the output y(i) is determined by past output values and past input values. This is the general form of
an infinite impulse response (IIR) filter. A finite impulse response (FIR) filter can be obtained by setting
coefficients a(k) to zero. In either case, the operations involved in computing such a filter are multiplies
and product summing. To show this point, reduce Equation 4-1 to a simple, four-tap FIR filter, shown in
Equation 4-2, in which the accumulated sum is a past data values and coefficients sum.
3
y() = 3b()x(i—k) = b(0)x()+ b(1)x(i~1)+b(2)x(i~2) +b(3)x(i~3) Eqn. 4-2

k=0
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Enhanced Multiply-Accumulate Unit (EMAC)

4.2 Memory Map/Register Definition

The following table and sections explain the MAC registers:
Table 4-1. EMAC Memory Map

BDM' Register ‘?S:;r; Access | Reset Value | Section/Page
0x804 MAC Status Register (MACSR) 32 R/W | 0x0000_0000 4.2.1/4-3
0x805 MAC Address Mask Register (MASK) 32 R/W | OXFFFF_FFFF 4.2.2/4-5
0x806 MAC Accumulator 0 (ACCO) 32 R/W Undefined 4.2.3/4-6
0x807 MAC Accumulator 0,1 Extension Bytes (ACCext01) 32 R/W Undefined 4.2.4/4-7
0x808 MAC Accumulator 2,3 Extension Bytes (ACCext23) 32 R/W Undefined 4.2.4/4-7
0x809 MAC Accumulator 1 (ACC1) 32 R/W Undefined 4.2.3/4-6
0x80A MAC Accumulator 2 (ACC2) 32 R/W Undefined 4.2.3/4-6
0x80B MAC Accumulator 3 (ACC3) 32 R/W Undefined 4.2.3/4-6

" The values listed in this column represent the Rc field used when accessing the core registers via the BDM port. For more
information see Chapter 33, “Debug Module.”

4.2.1 MAC Status Register (MACSR)

The MAC status register (MACSR) contains a 4-bit operational mode field and condition flags.
Operational mode bits control whether operands are signed or unsigned and whether they are treated as
integers or fractions. These bits also control the overflow/saturation mode and the way in which rounding
is performed. Negative, zero, and multiple overflow condition flags are also provided.

BDM: 0x804 (MACSR) Access: Supervisor read/write
BDM read/write

31 30 29 28|27 26 25 24|23 22 21 20|19 18 17 16|15 14 13 12|11 10 9 8 7 6 5 4 3 2 1 0

Rjojo0|0|0|0O|O|O|O|O|OfO|O|O|O|O|O|0O|O]|O]|O
w

PAVn |OMC|S/U| F/l |RT|N|Z |V |EV

Reset 0 0 0 00 O O OO O O O|O O OO/OOOO|OO0OO 0| O 0O O 0|0 0 0 O
Figure 4-2. MAC Status Register (MACSR)

Table 4-2. MACSR Field Descriptions

Field Description

31-12 Reserved, must be cleared.

11-8 Product/accumulation overflow flags. Contains four flags, one per accumulator, that indicate if past MAC or
PAVn MSAC instructions generated an overflow during product calculation or the 48-bit accumulation. When a

MAC or MSAC instruction is executed, the PAVn flag associated with the destination accumulator forms the
general overflow flag, MACSR[V]. Once set, each flag remains set until V is cleared by amove .1, MACSR
instruction or the accumulator is loaded directly.

Bit 11: Accumulator 3

Bit 8: Accumulator 0

4-3 Freescale Semiconductor



Enhanced Multiply-Accumulate Unit (EMAC)

Table 4-2. MACSR Field Descriptions (continued)

Field

Description

omMC

Overflow saturation mode. Enables or disables saturation mode on overflow. If set, the accumulator is set
to the appropriate constant (see S/U field description) on any operation that overflows the accumulator.
After saturation, the accumulator remains unaffected by any other MAC or MSAC instructions until the
overflow bit is cleared or the accumulator is directly loaded.

S/U

Signed/unsigned operations.

In integer mode:

S/U determines whether operations performed are signed or unsigned. It also determines the accumulator

value during saturation, if enabled.

0 Signed numbers. On overflow, if OMC is enabled, an accumulator saturates to the most positive
(0x7FFF_FFFF) or the most negative (0x8000_0000) number, depending on the instruction and the
product value that overflowed.

1 Unsigned numbers. On overflow, if OMC is enabled, an accumulator saturates to the smallest value
(0x0000_0000) or the largest value (OXFFFF_FFFF), depending on the instruction.

In fractional mode:

S/U controls rounding while storing an accumulator to a general-purpose register.

0 Move accumulator without rounding to a 16-bit value. Accumulator is moved to a general-purpose
register as a 32-bit value.

1 The accumulator is rounded to a 16-bit value using the round-to-nearest (even) method when moved to
a general-purpose register. See Section 4.3.1.1, “Rounding”. The resulting 16-bit value is stored in the
lower word of the destination register. The upper word is zero-filled. This rounding procedure does not
affect the accumulator value.

F/l

Fractional/integer mode. Determines whether input operands are treated as fractions or integers.

0 Integers can be represented in signed or unsigned notation, depending on the value of S/U.

1 Fractions are represented in signed, fixed-point, two’s complement notation. Values range from -1 to
1 - 2715 for 16-bit fractions and -1 to 1 - 23! for 32-bit fractions. See Section 4.3.4, “Data
Representation.”

R/T

Round/truncate mode. Controls rounding procedure for move.1 ACCx, Rx, or MSAC.L instructions when

in fractional mode.

0 Truncate. The product’s Isbs are dropped before it is combined with the accumulator. Additionally, when
a store accumulator instruction is executed (move.1 ACCx, Rx), the 8 Isbs of the 48-bit accumulator
logic are truncated.

1 Round-to-nearest (even). The 64-bit product of two 32-bit, fractional operands is rounded to the nearest
40-bit value. If the low-order 24 bits equal 0x80_0000, the upper 40 bits are rounded to the nearest even
(Isb = 0) value. See Section 4.3.1.1, “Rounding”. Additionally, when a store accumulator instruction is
executed (move.1l ACCx, Rx), the Isbs of the 48-bit accumulator logic round the resulting 16- or 32-bit
value. If MACSR[S/U] is cleared and MACSR[R/T] is set, the low-order 8 bits are used to round the
resulting 32-bit fraction. If MACSR[S/U] is set, the low-order 24 bits are used to round the resulting 16-bit
fraction.

Negative. Set if the msb of the result is set, otherwise cleared. N is affected only by MAC, MSAC, and load
operations; it is not affected by MULS and MULU instructions.

NN | Z2w

Zero. Set if the result equals zero, otherwise cleared. This bit is affected only by MAC, MSAC, and load
operations; it is not affected by MULS and MULU instructions.

Freescale Semiconductor 4-4



Enhanced Multiply-Accumulate Unit (EMAC)

Table 4-2. MACSR Field Descriptions (continued)

Field Description

1 Overflow. Set if an arithmetic overflow occurs on a MAC or MSAC instruction, indicating that the result
cannot be represented in the limited width of the EMAC. V is set only if a product overflow occurs or the
accumulation overflows the 48-bit structure. V is evaluated on each MAC or MSAC operation and uses the
appropriate PAVn flag in the next-state V evaluation.

0 Extension overflow. Signals that the last MAC or MSAC instruction overflowed the 32 Isbs in integer mode
EV or the 40 Isbs in fractional mode of the destination accumulator. However, the result remains accurately
represented in the combined 48-bit accumulator structure. Although an overflow has occurred, the correct
result, sign, and magnitude are contained in the 48-bit accumulator. Subsequent MAC or MSAC operations
may return the accumulator to a valid 32/40-bit result.

Table 4-3 summarizes the interaction of the MACSR[S/U,F/ILR/T] control bits.
Table 4-3. Summary of S/U, F/l, and R/T Control Bits

S/U | F/l | RIT Operational Modes

0 0 X | Signed, integer

0 1 0 | Signed, fractional
Truncate on MAC.L and MSAC.L
No round on accumulator stores

0 1 1 | Signed, fractional
Round on MAC.L and MSAC.L
Round-to-32-bits on accumulator stores

1 0 x | Unsigned, integer

1 1 0 | Signed, fractional
Truncate on MAC.L and MSAC.L
Round-to-16-bits on accumulator stores

1 1 1 | Signed, fractional
Round on MAC.L and MSAC.L
Round-to-16-bits on accumulator stores

4.2.2 Mask Register (MASK)

The 32-bit MASK implements the low-order 16 bits to minimize the alignment complications involved
with loading and storing only 16 bits. When the MASK is loaded, the low-order 16 bits of the source
operand are actually loaded into the register. When it is stored, the upper 16 bits are all forced to ones.

This register performs a simple AND with the operand address for MAC instructions. The processor
calculates the normal operand address and, if enabled, that address is then ANDed with {OxFFFF,
MASK]15:0]} to form the final address. Therefore, with certain MASK bits cleared, the operand address
can be constrained to a certain memory region. This is used primarily to implement circular queues with
the (An)+ addressing mode.

This minimizes the addressing support required for filtering, convolution, or any routine that implements
a data array as a circular queue. For MAC + MOVE operations, the MASK contents can optionally be
included in all memory effective address calculations. The syntax is as follows:

mac.sz Ry,RxSF,<ea>y&,Rw

4-5 Freescale Semiconductor



Enhanced Multiply-Accumulate Unit (EMAC)

The & operator enables the MASK use and causes bit 5 of the extension word to be set. The exact
algorithm for the use of MASK is:

if extension word, bit [5] = 1, the MASK bit, then

if <ea> = (An)

oca = An & {0OxXFFFF, MASK}
if <ea> = (An)+

oa = An

An = (An + 4) & {OxXFFFF, MASK}
if <ea> =-(An)

oca = (An - 4) & {OxFFFF, MASK}

An = (An - 4) & {0xFFFF, MASK}
if <ea> = (d16,An)

oa = (An + se dlé6) & {0OxFFFFOx, MASK}

Here, oa is the calculated operand address and se_d16 is a sign-extended 16-bit displacement. For
auto-addressing modes of post-increment and pre-decrement, the updated An value calculation is also

shown.
Use of the post-increment addressing mode, {(An)+} with the MASK is suggested for circular queue
implementations.

BDM: 0x805 (MASK) Access: User read/write
BDM read/write

31 30 29 28|27 26 25 24|23 22 21 20|19 18 17 16|15 14 13 12‘11 10 9 8‘ 7 6 5 4‘ 3 2 1 0
Ri1 {111 {11 (1|11 ({1|1|1][1[1]1]1

MASK

Reset11111111111111111111‘1111‘1111‘1111
Figure 4-3. Mask Register (MASK)

Table 4-4. MASK Field Descriptions

Field Description

31-16 Reserved, must be set.

15-0 Performs a simple AND with the operand address for MAC instructions.
MASK

4.2.3 Accumulator Registers (ACC0-3)

The accumulator registers store 32-bits of the MAC operation result. The accumulator extension registers
form the entire 48-bit result.

Freescale Semiconductor 4-6



Enhanced Multiply-Accumulate Unit (EMAC)

BDM:

Reset

0x806 (ACCO0) Access: User read/write
0x809 (ACCH1) BDM read/write
0x80A (ACC2)
0x80B (ACC3)

31 30 29 28‘27 26 25 24‘23 22 21 20‘19 18 17 16‘15 14 13 12‘11 10 9 8‘ 7 6 5 4‘ 3 2 1 0

Accumulator

Figure 4-4. Accumulator Registers (ACC0-3)

Table 4-5. ACCO0-3 Field Descriptions

Field

Description

31-0
Accumulator

Store 32-bits of the result of the MAC operation.

4.2.4 Accumulator Extension Registers (ACCext01, ACCext23)

Each pair of 8-bit accumulator extension fields are concatenated with the corresponding 32-bit
accumulator register to form the 48-bit accumulator. For more information, see Section 4.3, “Functional

Description.”

BDM:

0x807 (ACCext01) Access: User read/write
BDM read/write

31 30 29 28‘27 26 25 24|23 22 21 20‘19 18 17 16|15 14 13 12‘11 10 9 8|7 6 5 4’ 3 2 1 0

ACCoU ACCoOL ACC1U ACC1L

Reset

Figure 4-5. Accumulator Extension Register (ACCext01)

Table 4-6. ACCext01 Field Descriptions

Field

Description

31-24
ACCoU

Accumulator 0 upper extension byte

23-16
ACCOL

Accumulator 0 lower extension byte

15-8
ACC1U

Accumulator 1 upper extension byte

7-0
ACC1L

Accumulator 1 lower extension byte

Freescale Semiconductor



Enhanced Multiply-Accumulate Unit (EMAC)

BDM: 0x808 (ACCext23) Access: User read/write
BDM read/write
31 30 29 28‘272625 24|23 22 21 20‘19 18 17 16[15 14 13 12‘11 10 9 8(7 6 5 4‘3 2 1 0
R
W ACC2u ACC2L ACC3U ACC3L
Reset - - — -[- - - -[- - - - - - - -]---- - - - -[---- - - - -
Figure 4-6. Accumulator Extension Register (ACCext23)
Table 4-7. ACCext23 Field Descriptions
Field Description
31-24 Accumulator 2 upper extension byte
ACC2uU
23-16 Accumulator 2 lower extension byte
ACC2L
15-8 Accumulator 3 upper extension byte
ACC3U
7-0 Accumulator 3 lower extension byte
ACC3L

4.3 Functional Description

The MAC speeds execution of ColdFire integer-multiply instructions (MULS and MULU) and provides
additional functionality for multiply-accumulate operations. By executing MULS and MULU in the MAC,
execution times are minimized and deterministic compared to the 2-bit/cycle algorithm with early
termination that the OEP normally uses if no MAC hardware is present.

The added MAC instructions to the ColdFire ISA provide for the multiplication of two numbers, followed
by the addition or subtraction of the product to or from the value in an accumulator. Optionally, the product
may be shifted left or right by 1 bit before addition or subtraction. Hardware support for saturation
arithmetic can be enabled to minimize software overhead when dealing with potential overflow conditions.
Multiply-accumulate operations support 16- or 32-bit input operands in these formats:

» Signed integers
* Unsigned integers
» Signed, fixed-point, fractional numbers

The EMAC is optimized for single-cycle, pipelined 32 x 32 multiplications. For word- and
longword-sized integer input operands, the low-order 40 bits of the product are formed and used with the
destination accumulator. For fractional operands, the entire 64-bit product is calculated and truncated or
rounded to the most-significant 40-bit result using the round-to-nearest (even) method before it is
combined with the destination accumulator.

For all operations, the resulting 40-bit product is extended to a 48-bit value (using sign-extension for
signed integer and fractional operands, zero-fill for unsigned integer operands) before being combined
with the 48-bit destination accumulator.

Freescale Semiconductor 4-8



Enhanced Multiply-Accumulate Unit (EMAC)

Figure 4-7 and Figure 4-8 show relative alignment of input operands, the full 64-bit product, the resulting
40-bit product used for accumulation, and 48-bit accumulator formats.

OperandY 32

X OperandX 32

Product 40 03 0
Extended Product B 40
+
Accumulator 3 10 8
Extension Byte Upper [7:0] Accumulator [31:0] Extension Byte Lower [7:0]

Figure 4-7. Fractional Alignment

OperandY 32
X OperandX B2
Product 24 B2
Extended Product s 3 >
+
Accumulator 8 B 2
Extension Byte Upper [7:0] Accumulator [31:0]

Extension Byte Lower [7:0]
Figure 4-8. Signed and Unsigned Integer Alignment

Therefore, the 48-bit accumulator definition is a function of the EMAC operating mode. Given that each
48-bit accumulator is the concatenation of 16-bit accumulator extension register (ACCextn) contents and
32-bit ACCn contents, the specific definitions are:

if MACSR[6:5] == 00 /* signed integer mode */

Complete Accumulator[47:0] = {ACCextn[1l5:0], ACCn[31:0]}
if MACSR[6:5] == 01 or 11 /* signed fractional mode */

Complete Accumulator [47:0] = {ACCextn[l5:8], ACCn[31:0], ACCextn([7:0]}
if MACSR[6:5] == 10 /* unsigned integer mode */

Complete Accumulator[47:0] = {ACCextn[15:0], ACCn[31:0]}

The four accumulators are represented as an array, ACCn, where n selects the register.

4-9 Freescale Semiconductor



Enhanced Multiply-Accumulate Unit (EMAC)

Although the multiplier array is implemented in a four-stage pipeline, all arithmetic MAC instructions
have an effective issue rate of 1 cycle, regardless of input operand size or type.

All arithmetic operations use register-based input operands, and summed values are stored in an
accumulator. Therefore, an additional MOVE instruction is needed to store data in a general-purpose
register. One new feature in EMAC instructions is the ability to choose the upper or lower word of a
register as a 16-bit input operand. This is useful in filtering operations if one data register is loaded with
the input data and another is loaded with the coefficient. Two 16-bit multiply accumulates can be
performed without fetching additional operands between instructions by alternating word choice during
calculations.

The EMAC has four accumulator registers versus the MAC'’s single accumulator. The additional registers
improve the performance of some algorithms by minimizing pipeline stalls needed to store an accumulator
value back to general-purpose registers. Many algorithms require multiple calculations on a given data set.
By applying different accumulators to these calculations, it is often possible to store one accumulator
without any stalls while performing operations involving a different destination accumulator.

The need to move large amounts of data presents an obstacle to obtaining high throughput rates in DSP
engines. Existing ColdFire instructions can accommodate these requirements. A MOVEM instruction can
efficiently move large data blocks by generating line-sized burst references. The ability to load an operand
simultaneously from memory into a register and execute a MAC instruction makes some DSP operations
such as filtering and convolution more manageable.

The programming model includes a mask register (MASK), which can optionally be used to generate an
operand address during MAC + MOVE instructions. The register application with auto-increment
addressing mode supports efficient implementation of circular data queues for memory operands.

4.3.1 Fractional Operation Mode

This section describes behavior when the fractional mode is used (MACSRJ[F/I] is set).

43.1.1 Rounding

When the processor is in fractional mode, there are two operations during which rounding can occur:

1. Execution of a store accumulator instruction (move.1 Accx,Rx). The Isbs of the 48-bit accumulator
logic are used to round the resulting 16- or 32-bit value. f MACSR[S/U] is cleared, the low-order
8 bits round the resulting 32-bit fraction. If MACSR[S/U] is set, the low-order 24 bits are used to
round the resulting 16-bit fraction.

2. Execution of a MAC (or MSAC) instruction with 32-bit operands. [f MACSR[R/T] is zero,
multiplying two 32-bit numbers creates a 64-bit product truncated to the upper 40 bits; otherwise,
it is rounded using round-to-nearest (even) method.

To understand the round-to-nearest-even method, consider the following example involving the rounding
of a 32-bit number, RO, to a 16-bit number. Using this method, the 32-bit number is rounded to the closest
16-bit number possible. Let the high-order 16 bits of RO be named R0.U and the low-order 16 bits be RO.L.

* IfRO.L is less than 0x8000, the result is truncated to the value of R0.U.
» IfRO.L is greater than 0x8000, the upper word is incremented (rounded up).

Freescale Semiconductor 4-10



Enhanced Multiply-Accumulate Unit (EMAC)

« IfRO.L is 0x8000, RO is half-way between two 16-bit numbers. In this case, rounding is based on
the Isb of R0.U, so the result is always even (Isb = 0).

— If the Isb of RO.U equals 1 and RO.L equals 0x8000, the number is rounded up.
— If the Isb of R0.U equals 0 and RO.L equals 0x8000, the number is rounded down.

This method minimizes rounding bias and creates as statistically correct an answer as possible.

The rounding algorithm is summarized in the following pseudocode:

if RO.L < 0x8000
then Result = R0.U

else if RO.L > 0x8000
then Result = RO.U + 1

else if 1lsb of RO.U = 0 /* RO.L = 0x8000 */
then Result = R0.U

else Result = R0O.U + 1

The round-to-nearest-even technique is also known as convergent rounding.

4.3.1.2 Saving and Restoring the EMAC Programming Model

The presence of rounding logic in the EMAC output datapath requires special care during the EMAC’s
save/restore process. In particular, any result rounding modes must be disabled during the save/restore
process so the exact bit-wise contents of the EMAC registers are accessed. Consider the memory structure
containing the EMAC programming model:

struct macState {
int accO;
int accl;
int acc?2;
int acc3;
int accext01;
int accext02;
int mask;
int macsr;

} macState;

The following assembly language routine shows the proper sequence for a correct EMAC state save. This
code assumes all Dn and An registers are available for use, and the memory location of the state save is

defined by A7.
EMAC state save:
move.l macsr,d7 ; save the macsr
clr.1l do ; zero the register to
move.l dO,macsr ; disable rounding in the macsr
move.l acc0,d0 ; save the accumulators
move.l accl,dl
move.l acc2,d2
move.l acc3,d3
move.l accext0l,d4 ; save the accumulator extensions
move.l accext23,d5
move.l mask,d6 ; save the address mask
movem.l #0xO00ff, (a7) ; move the state to memory

This code performs the EMAC state restore:

EMAC state restore:
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Enhanced Multiply-Accumulate Unit (EMAC)

movem.l (a7),#0x00ff ; restore the state from memory
move.l #0,macsr ; disable rounding in the macsr
move.l d0,accO ; restore the accumulators

move.l dl,accl

move.l d2,acc2

move.l d3,acc3

move.l d4,accext01 ; restore the accumulator extensions
move.l d5,accext23

move.l d6,mask ; restore the address mask

move.l d7,macsr ; restore the macsr

Executing this sequence type can correctly save and restore the exact state of the EMAC programming
model.

4.3.1.3 MULS/MULU

MULS and MULU are unaffected by fractional-mode operation; operands remain assumed to be integers.

4.3.1.4 Scale Factor in MAC or MSAC Instructions

The scale factor is ignored while the MAC is in fractional mode.

4.3.2 EMAC Instruction Set Summary

Table 4-8 summarizes EMAC unit instructions.
Table 4-8. EMAC Instruction Summary

Command Mnemonic Description
Multiply Signed muls <ea>y,Dx Multiplies two signed operands yielding a signed result
Multiply Unsigned mulu <ea>y,Dx Multiplies two unsigned operands yielding an unsigned result
Multiply Accumulate mac Ry,RxSF,ACCx Multiplies two operands and adds/subtracts the product

msac Ry,RxSF,ACCx to/from an accumulator

Multiply Accumulate mac Ry,Rx,<ea>y,Rw,ACCx | Multiplies two operands and combines the product to an
with Load msac Ry,Rx,<ea>y,Rw,ACCx |accumulatorwhile loading a register with the memory operand
Load Accumulator move.l {Ry,#imm},ACCx Loads an accumulator with a 32-bit operand
Store Accumulator move.l ACCx,Rx Writes the contents of an accumulator to a CPU register
Copy Accumulator move.l ACCy,ACCx Copies a 48-bit accumulator
Load MACSR move.l {Ry, #imm},MACSR Writes a value to MACSR
Store MACSR move.l MACSR,Rx Write the contents of MACSR to a CPU register
Store MACSR to CCR | move.1l MACSR,CCR Write the contents of MACSR to the CCR
Load MAC Mask Reg move.l {Ry,#imm},MASK Writes a value to the MASK register
Store MAC Mask Reg | move.l MASK,Rx Writes the contents of the MASK to a CPU register
Load Accumulator move.l {Ry,#imm},ACCext01 | Loads the accumulator 0,1 extension bytes with a 32-bit
Extensions 01 operand
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Table 4-8. EMAC Instruction Summary (continued)

Command Mnemonic Description
Load Accumulator move.l {Ry,#imm},ACCext23 | Loads the accumulator 2,3 extension bytes with a 32-bit
Extensions 23 operand
Store Accumulator move.l ACCext0l,Rx Writes the contents of accumulator 0,1 extension bytes into a
Extensions 01 CPU register
Store Accumulator move.l ACCext23,Rx Writes the contents of accumulator 2,3 extension bytes into a
Extensions 23 CPU register

4.3.3 EMAC Instruction Execution Times

The instruction execution times for the EMAC can be found in Section 3.3.5.6, “EMAC Instruction
Execution Times”.

The EMAC execution pipeline overlaps the AGEX stage of the OEP (the first stage of the EMAC pipeline
is the last stage of the basic OEP). EMAC units are designed for sustained, fully-pipelined operation on
accumulator load, copy, and multiply-accumulate instructions. However, instructions that store contents
of the multiply-accumulate programming model can generate OEP stalls that expose the EMAC execution
pipeline depth:

mac.w Ry, Rx, AccO

move. 1l AccO, Rz

The MOVE.L instruction that stores the accumulator to an integer register (Rz) stalls until the
program-visible copy of the accumulator is available. Figure 4-9 shows EMAC timing.

Three-cycle
<
regBusy stall
DSOC ‘ mac move | move

AGEX mac move
EMAC EX1 mac

EMAC EX2 mac

EMAC EX3 mac
EMAC EX4 mac

Accumulator 0 old >< new

Figure 4-9. EMAC-Specific OEP Sequence Stall

In Figure 4-9, the OEP stalls the store-accumulator instruction for three cycles: the EMAC pipleline depth
minus 1. The minus 1 factor is needed because the OEP and EMAC pipelines overlap by a cycle, the
AGEX stage. As the store-accumulator instruction reaches the AGEX stage where the operation is
performed, the recently updated accumulator 0 value is available.
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As with change or use stalls between accumulators and general-purpose registers, introducing intervening
instructions that do not reference the busy register can reduce or eliminate sequence-related store-MAC
instruction stalls. A major benefit of the EMAC is the addition of three accumulators to minimize stalls
caused by exchanges between accumulator(s) and general-purpose registers.

4.3.4 Data Representation

MACSR][S/U,F/I] selects one of the following three modes, where each mode defines a unique operand
type:
1. Two’s complement signed integer: In this format, an N-bit operand value lies in the range 2(N-1)
< operand < 2N-D_ 1. The binary point is right of the Isb.

2. Unsigned integer: In this format, an N-bit operand value lies in the range 0 < operand < 2N_1. The
binary point is right of the Isb.

3. Two’s complement, signed fractional: In an N-bit number, the first bit is the sign bit. The remaining
bits signify the first N-1 bits after the binary point. Given an N-bit number, ay_;an. ay.3... aya;ay,
its value is given by the equation in Equation 4-3.
N-2
value = —(1-ay_;)+ 22“”“N>~ai Egn. 4-3

i=0

This format can represent numbers in the range -1 < operand <1 - o(N-1).

For words and longwords, the largest negative number that can be represented is -1, whose internal
representation is 0x8000 and 0x8000 0000, respectively. The largest positive word is Ox7FFF or (1 - 2715y,
the most positive longword is 0x7FFF_FFFF or (1 - 2° 1).

4.3.5 MAC Opcodes

MAC opcodes are described in the ColdFire Programmer s Reference Manual.

Remember the following:

* Unless otherwise noted, the value of MACSR[N,Z] is based on the result of the final operation that
involves the product and the accumulator.

* The overflow (V) flag is managed differently. It is set if the complete product cannot be represented
as a 40-bit value (this applies to 32 x 32 integer operations only) or if the combination of the
product with an accumulator cannot be represented in the given number of bits. The EMAC design
includes an additional product/accumulation overflow bit for each accumulator that are treated as
sticky indicators and are used to calculate the V bit on each MAC or MSAC instruction. See
Section 4.2.1, “MAC Status Register (MACSR)”.

* For the MAC design, the assembler syntax of the MAC (multiply and add to accumulator) and
MSAC (multiply and subtract from accumulator) instructions does not include a reference to the
single accumulator. For the EMAC, assemblers support this syntax and no explicit reference to an
accumulator is interpreted as a reference to ACCO0. Assemblers also support syntaxes where the
destination accumulator is explicitly defined.
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» The optional 1-bit shift of the product is specified using the notation {<<|>>} SF, where <<1
indicates a left shift and >>1 indicates a right shift. The shift is performed before the product is
added to or subtracted from the accumulator. Without this operator, the product is not shifted. If the
EMAC is in fractional mode (MACSR[F/I] is set), SF is ignored and no shift is performed. Because
a product can overflow, the following guidelines are implemented:

— For unsigned word and longword operations, a zero is shifted into the product on right shifts.

— For signed, word operations, the sign bit is shifted into the product on right shifts unless the
product is zero. For signed, longword operations, the sign bit is shifted into the product unless
an overflow occurs or the product is zero, in which case a zero is shifted in.

— For all left shifts, a zero is inserted into the Isb position.

The following pseudocode explains basic MAC or MSAC instruction functionality. This example is
presented as a case statement covering the three basic operating modes with signed integers, unsigned
integers, and signed fractionals. Throughout this example, a comma-separated list in curly brackets, {},
indicates a concatenation operation.

switch (MACSR[6:5]) /* MACSR[S/U, F/I] */
{
case 0: /* signed integers */
if (MACSR.OMC == 0 || MACSR.PAVn == 0)
then {

MACSR.PAVn = 0
/* select the input operands */

if (sz == word)
then {if (U/Ly == 1)
then operandY[31:0] = {sign-extended Ry[31], Ry[31l:16]}
else operand¥Y[31:0] = {sign-extended Ry[15], Ry[15:0]}
if (U/Lx == 1)
then operandX[31:0] = {sign-extended Rx[31], Rx[31:16]}
else operandX([31:0] = {sign-extended Rx[15], Rx[15:0]}
}
else {operand¥Y[31:0] = Ry[31:0]
operandX[31:0] = Rx[31:0]

}

/* perform the multiply */
product[63:0] = operand¥Y[31:0] * operandX([31:0]

/* check for product overflow */
if ((product[63:39] != 0x0000 00 0) && (product[63:39] != Oxffff ff 1))
then { /* product overflow */
MACSR.PAVn = 1
MACSR.V = 1

if (inst == MSAC && MACSR.OMC == 1)
then if (product[63] == 1)
then result[47:0] = 0x0000 7fff ffff

else result[47:0]
else if (MACSR.OMC == 1)
then /* overflowed MAC,
saturationMode enabled */
if (product[63] == 1)
then result[47:0] = Oxffff 8000 0000
else result[47:0] = 0x0000 7fff ffff

Oxffff 8000 0000
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/* sign-extend to 48 bits before performing any scaling */
product[47:40] = {8{product[39]}} /* sign-extend */

/* scale product before combining with accumulator */

switch (SF) /* 2-bit scale factor */
{
case 0: /* no scaling specified */
break;
case 1: /* SF = “< 17 *x/
product[40:0] = {product([39:0], 0}
break;
case 2: /* reserved encoding */
break;
case 3: /* SF = “>> 17 %/
product[39:0] = {product([39], product[39:1]}
break;
}
if (MACSR.PAVn == 0)
then {if (inst == MSAC)

then result[47:0] ACCx[47:0] - product[47:0]
else result[47:0] = ACCx[47:0] + product[47:0]

/* check for accumulation overflow */
if (accumulationOverflow == 1)
then {MACSR.PAVn = 1
MACSR.V = 1
if (MACSR.OMC == 1)
then /* accumulation overflow,
saturationMode enabled */
if (result[47] == 1)
then result[47:0] = 0x0000 7fff ffff
else result[47:0] Oxffff 8000 0000

}

/* transfer the result to the accumulator */
ACCx[47:0] = result([47:0]

MACSR.V = MACSR.PAVn
MACSR.N = ACCx[47]

if (ACCx[47:0] == 0x0000_0000_0000)
then MACSR.Z = 1
else MACSR.Z = 0
if ((ACCx[47:31] == 0x0000 0) || (ACCx[47:31] == Oxffff 1))
then MACSR.EV = 0
else MACSR.EV = 1
break;
case 1,3: /* signed fractionals */
if (MACSR.OMC == | | MACSR.PAVn == 0)
then {
MACSR.PAVn = 0
if (sz == word)
then {if (U/Ly == 1)
then operandY[31:0] = {Ry[31:16], 0x0000}
else operandY[31:0] = {Ry[15:0], 0x0000}
if (U/Lx == 1)
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then operandX[31:0] = {Rx[31:16], 0x0000}
else operandX([31:0] = {Rx[15:0], 0x0000}
}
else {operandY[31:0] = Ry[31:0]

operandX[31:0] = Rx[31:0]
}
/* perform the multiply */
product[63:0] = (operandY[31:0] * operandX[31:0]) << 1
/* check for product rounding */
if (MACSR.R/T == 1)
then { /* perform convergent rounding */
if (product[23:0] > 0x80_0000)
then product[63:24] = product[63:24] + 1
else if ((product[23:0] == 0x80 0000) && (product[24] == 1))
then product[63:24] = product[63:24] + 1
}
/* sign-extend to 48 bits and combine with accumulator */
/* check for the -1 * -1 overflow case */
if ((operandY[31:0] == 0x8000 0000) && (operandX[31:0] == 0x8000 _0000))
then product[71:64] = 0x00 /* zero-fill */
else product[71:64] = {8{product[63]}} /* sign-extend */
if (inst == MSACQC)
then result[47:0] = ACCx[47:0] - product[71:24]
else result[47:0] ACCx[47:0] + product[71:24]
/* check for accumulation overflow */
if (accumulationOverflow == 1)
then {MACSR.PAVn = 1
MACSR.V = 1
if (MACSR.OMC == 1)
then /* accumulation overflow,
saturationMode enabled */

if (result[47] == 1)
then result[47:0] = 0x007f ffff £f00
else result[47:0] = 0x£f£80 0000 0000

}
/* transfer the result to the accumulator */
ACCx[47:0] = result[47:0]
}
MACSR.V = MACSR.PAVn
MACSR.N = ACCx[47]
if (ACCx([47:0] == 0x0000_0000_0000)
then MACSR.Z =1
else MACSR.Z = 0
if ((ACCx[47:39] == 0x00 0) || (ACCx[47:39] == Oxff 1))
then MACSR.EV = 0

else MACSR.EV =1
break;
case 2: /* unsigned integers */
if (MACSR.OMC == || MACSR.PAVn == 0)
then {

MACSR.PAVn = 0
/* select the input operands */

if (sz == word)
then {if (U/Ly == 1)
then operandY[31:0] = {0x0000, Ry[31:16]}
else operandY[31:0] = {0x0000, Ry[15:0]}
if (U/Lx == 1)
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then operandX[31:0] = {0x0000, Rx[31:16]}
else operandX[31:0] {0x0000, Rx[15:0]}

}
else {operandY¥[31:0] = Ry[31:0]
operandX[31:0] = Rx[31:0]

/* perform the multiply */
product[63:0] = operandY[31:0] * operandX([31:0]

/* check for product overflow */
if (product[63:40] != 0x0000_00)
then { /* product overflow */
MACSR.PAVNn = 1
MACSR.V = 1

if (inst == MSAC && MACSR.OMC == 1)
then result([47:0] = 0x0000 0000 0000
else if (MACSR.OMC == 1)

then /* overflowed MAC,
saturationMode enabled */
result[47:0] = Oxffff ffff ffff

/* zero-fill to 48 bits before performing any scaling */
product[47:40] = 0 /* zero-fill upper byte */

/* scale product before combining with accumulator */

switch (SF) /* 2-bit scale factor */
{
case 0: /* no scaling specified */
break;
case 1: /* SF = “< 17 */
product[40:0] = {product([39:0], 0}
break;
case 2: /* reserved encoding */
break;
case 3: /* SF = “>> 17 *x/
product[39:0] = {0, product[39:1]}
break;

/* combine with accumulator */
if (MACSR.PAVn == 0)
then {if (inst == MSAC)
then result[47:0]
else result[47:0]

ACCx[47:0] - product[47:0]
ACCx[47:0] + product[47:0]

/* check for accumulation overflow */
if (accumulationOverflow == 1)
then {MACSR.PAVn = 1
MACSR.V = 1

if (inst == MSAC && MACSR.OMC == 1)
then result([47:0] = 0x0000 0000 0000
else 1if (MACSR.OMC == 1)

then /* overflowed MAC,
saturationMode enabled */
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result[47:0] = Oxffff ffff ffff

/* transfer the result to the accumulator */
ACCx[47:0] = result[47:0]
}
MACSR.V = MACSR.PAVn
MACSR.N = ACCx[47]
if (ACCx[47:0] == 0x0000 0000 0000)
then MACSR.Z = 1
else MACSR.Z 0
if (ACCx[47:32] == 0x0000)
then MACSR.EV 0
else MACSR.EV 1

break;
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Chapter 5
Cryptographic Acceleration Unit (CAU)

5.1 Introduction

The cryptographic acceleration unit (CAU) is a ColdFire coprocessor implementing a set of specialized
operations in hardware to increase the throughput of software-based encryption and hashing functions.

5.1.1 Block Diagram
Figure 5-1 shows a simplified block diagram of the CAU.

CA0-CA3 | DES/
~| AES Row
) CAx > Result
Register
;:|—> File CAA 5
- ALU—
> Hash > >

Operandi >H

Command ——> Decode Datapath
Go ——> Control

Figure 5-1. Top Level CAU Block Diagram

5.1.2 Overview

The CAU supports acceleration of the following algorithms:

« DES
* 3DES
« AES
« MD5
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* SHA-I

This selection of algorithms provides excellent support for network security standards (SSL, [Psec).
Additionally, using the CAU efficiently permits the implementation of any higher level functions or modes
of operation (HMAC, CBC, etc.) based on the supported algorithm.

The CAU is an instruction-level ColdFire coprocessor. The cryptographic algorithms are implemented
partially in software with only functions critical to increasing performance implemented in hardware. The
ColdFire coprocessor allows for efficient, fine-grained partitioning of functions between hardware and
software.

* Implement the innermost round functions by using the coprocessor instructions

* Implement higher-level functions in software by using the standard ColdFire instructions
This partitioning of functions is key to minimizing size of the CAU while maintaining a high level of
throughput. Using software for some functions also simplifies the CAU design. The CAU implements a

set of 22 coprocessor commands that operate on a register file of eight 32-bit registers. It is tightly coupled
to the ColdFire core and there is no local memory or external interface.

5.1.3 Features

The CAU includes these distinctive features:
» Supports DES, 3DES, AES, MD5, SHA-1 algorithms
+ Simple, flexible programming model

5.2 Memory Map/Register Definition

The CAU only supports longword operations and register accesses. All registers support read, write, and
ALU operations. However, only bits 1-0 of the CASR are writeable. Bits 31-2 of the CASR must be
written as 0 for compatibility with future versions of the CAU.

Table 5-1. CAU Memory Map

Code Register ﬂ ﬂ I 8 Access | Reset Value | Section/Page
Q| < |5 |=
0 CAU status register (CASR) el e e R/W | 0x1000_0000 5.2.1/5-3
1 CAU accumulator (CAA) — | — | T a R 0x0000_0000 5.2.2/5-3
2 General purpose register 0 (CA0) C |[WO| A | — R 0x0000_0000 5.2.3/5-4
3 General purpose register 1 (CA1) D |W1| B b R 0x0000_0000 5.2.3/5-4
4 General purpose register 2 (CA2) L (w2| C c R 0x0000_0000 5.2.3/5-4
5 General purpose register 3 (CA3) R |W3| D d R 0x0000_0000 5.2.3/5-4
6 General purpose register 4 (CA4) — | — | E | — R 0x0000_0000 5.2.3/5-4
7 General purpose register 5 (CA5) — | — | W | — R 0x0000_0000 5.2.3/5-4

5-2 Freescale Semiconductor



Cryptographic Acceleration Unit (CAU)

5.2.1 CAU Status Register (CASR)

CASR contains the status and configuration for the CAU.

Register 0x0 (CASR) Access: Read/write
code: via CAU commands
31 30 29 28|27 26 25 24|23 22 21 20|19 18 17 16|15 14 13 12|11 10 9 8|7 6 5 4|3 2 1 0
R| VER ojofojo|jojojojo|o0|0f0O|jO|lO|O|O|O|O|O|O|OfO|O|O|0O]|O]|O
DPE| IC
wi [ ][]

Reset 0 0 0 1/ 0 O O OO0 O O O|O O O O|O OOO|OOOUOOOOOOO0O O o
Figure 5-2. CAU Status Register (CASR)

Table 5-2. CASR Field Descriptions

Field Description

31-28 | CAU version. Indicates CAU version
VER | Ox1 Initial CAU version (This is the value on this device)
0x2 Second version, added support for SHA-256 algorithm

27—-2 | Reserved, must be cleared.

1 DES parity error.
DPE |0 No error detected
1 DES key parity error detected

0 lllegal command. Indicates an illegal instruction not found in Section 5.3.3, “CAU Commands,” has been executed.
IC 0 No illegal commands issued
1 lllegal coprocessor command issued

5.2.2 CAU Accumulator (CAA)

CAU commands use the CAU accumulator for storage of results and as an operand for the cryptographic
algorithms.

Register 0x1 (CAA) Access: Read/write
code: via CAU commands
31 30 29 28‘27 26 25 24‘23 22 21 20‘19 18 17 16‘15 14 13 12‘11 10 9 8’7 6 5 4‘3 2 1 0
R
ACC
W

Resetoooo\oooo\oooo\oooo\oooo\oooo\oooo\oooo
Figure 5-3. CAU Accumulator Register (CAA)

Table 5-3. CAA Field Descriptions

Field Description

31-0 | Accumulator. Stores results of various CAU commands.
ACC
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5.2.3 CAU General Purpose Registers (CAn)

The six CAU general purpose registers are used in the CAU commands for storage of results and as
operands for the various cryptographic algorithms.

Register 0x2 (CAO
code: 0x3 (CA1
0x4 (CA2

) Access: Read/write
)
)
0x5 (CA3)
)
)

via CAU commands

0x6 (CA4
0x7 (CA5

31 30 29 28‘27 26 25 24‘23 22 21 20‘19 18 17 16‘15 14 13 12‘11 10 9 8‘ 7 6 5 4 ‘3 2 1 0

R
W
Resetoooo\oooo\oooo\oooo\oooo\oooo\oooo\oooo

CAn

Figure 5-4. CAU General Purpose Registers (CAn)

Table 5-4. CAn Field Descriptions

Field Description

31-0 | General purpose registers. Used by the CAU commands. Some cryptographic operations work with specific
CAn |registers.

5.3  Functional Description

5.3.1 Programming Model

The CAU is an instruction-level coprocessor. It has a dedicated register file, a specialized ALU, and
specialized units for performing cryptographic operations. The CAU design uses a simple, flexible
accumulator-based architecture. Most commands, including load and store, can specify any register in the
register file. Some cryptographic operations work with specific registers.

5.3.2 Coprocessor Instructions

Operation of the CAU is controlled via standard ColdFire coprocessor load (cpOld) and store (cpOst)
instructions. The CAU has a dedicated register file accessed using these instructions. The load instruction
loads CAU registers and specifies CAU operations. The store instruction stores CAU registers. The
example assembler syntax for the CAU is:

cpO0ld.1 <ea>, <CMD> ; coprocessor load
cplOst.1 <ea>, <CMD> ; coprocessor store

The <ea> field specifies the source operand (operandl) for load instructions and destination (result) for
store instructions. The basic ColdFire addressing modes {Rn, (An), -(An), (An)+, (d16,An)} are supported
for this field. The <CMD> field is a 9-bit value that specifies the CAU command for an instruction.
Table 5-5 shows how the CAU supports a single command (STR) for store instructions and 21 commands
for the load instructions. The CAU only supports longword operations. A CAU command can be issued
every clock cycle.
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5.3.3

CAU Commands

The CAU supports the commands shown in Table 5-5. All other encodings are reserved. The CASR[IC]
bit is set if an undefined command is issued. A specific illegal command (ILL) is defined to allow software
self-checking. Reserved commands should not be issued to ensure compatibility with future

implementations.

The CMD field specifies the CAU command for the instruction.

Table 5-5. CAU Commands

Cryptographic Acceleration Unit (CAU)

Inst Type COI\E n:;nd Description cmb Operation
8|7 |6 |5 |4|3|2|1]0
cpOld CNOP No Operation 0x000 —
cpOld LDR Load Reg 0x01 CAXx Op1 — CAx
cpOst STR Store Reg 0x02 CAXx CAx — Result
cpOld ADR Add 0x03 CAXx CAx + Op1 — CAx
cpOld RADR Reverse and Add 0x04 CAXx CAx + ByteRev(Op1) — CAXx
cpOld ADRA Add Reg to Acc 0x05 CAXx CAx + CAA — CAA
cpOld XOR Exclusive Or 0x06 CAXx CAx /" Op1 — CAx
cpOld ROTL Rotate Left 0x07 CAXx CAx <<< Op1 — CAx
cpOld MVRA Move Reg to Acc 0x08 CAx CAx — CAA
cpOld MVAR Move Acc to Reg 0x09 CAXx CAA — CAx
cpOld AESS AES Sub Bytes 0x0A CAx SubBytes(CAx) — CAx
cpOld AESIS AES Inv Sub Bytes 0x0B CAXx InvSubBytes(CAx) — CAXx
cpOld AESC AES Column Op 0x0C CAXx MixColumns(CAx)"Op1—> CAXx
cpOld AESIC AES Inv Column Op 0x0D CAXx InvMixColumns(CAx"Op1) —> CAXx
cpOld AESR AES Shift Rows 0x0EO ShiftRows(CA0-CA3) — CA0-CA3
cpOld AESIR AES Inv Shift Rows 0x0FO0 InvShiftRows(CA0-CA3)—>
CA0-CA3
cpOld DESR DES Round 0x10 IP | FP | KS[1:0] | DES Round(CA0-CA3)—>CA0-CA3
cpOld DESK DES Key Setup 0x11 0 | 0 |CP|DC | DES Key Op(CA0-CA1)—>CA0-CA1
Key Parity Error & CP — CASR][1]
cpOld HASH Hash Function 0x12 0 HF[2:0] Hash Func(CA1-CA3)+CAA—CAA
cpOld SHS Secure Hash Shift 0x130 CAA <<< 5—> CAA,
CAA—>CAO0, CA0—>CAT,
CA1 <<< 30 > CA2,
CA2—CA3, CA3—CA4
cpOld MDS Message Digest Shift 0x140 CA3—CAA, CAA—CAT1,
CA1—CA2, CA2—CAS,
cpOld ILL lllegal Command O0x1FO0 0x1—>CASRJ0]
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Section 5.4.2, “Assembler Equate Values,” contains a set of assembly constants used in the command
descriptions here. If supported by the assembler, macros can also be created for each instruction. The value
CAx should be interpreted as any CAU register (CASR, CAA, CAn) and the <ea> field as one of the
supported ColdFire addressing modes {Rn, (An), -(An), (An)+, (d16,An)}. For example, the instruction to
add the value from the core register D1 to the CAU register CAO is:

cp0ld.1 %d1l, #ADR+CAO ; CAO0=CAO0+dl

5.3.3.1 Coprocessor No Operation (CNOP)

cp0ld.1l #CNOP

The cNOP command is the coprocessor no-op defined by the ColdFire coprocessor definition for
synchronization. It is not actually issued to the coprocessor from the core.

5.3.3.2 Load Register (LDR)

cp0ld.1 <ea>, #LDR+CAx

The LDR command loads CAx with the source data specified by <ea>.

5.3.3.3 Store Register (STR)

cplOst.1 <ea>, #STR+CAx

The STR command stores the value from CAx to the destination specified by <ea>.

5.3.3.4 Add to Register (ADR)

cp0ld.1 <ea>, #ADR+CAx

The ADR command adds the source operand specified by <ea>to CAx and stores the result in CAx.

5.3.3.5 Reverse and Add to Register (RADR)

cp0ld.1 <ea>, #RADR+CAx

The RADR command performs a byte reverse on the source operand specified by <ea>, adds that value to
CAXx, and stores the result in CAx. Table 5-6 shows an example.

Table 5-6. RADR Command Example

Operand CAx Before CAXx After

0x0102_0304 | 0xAOBO_CODO | 0xA4B3_C2D1

5.3.3.6 Add Register to Accumulator (ADRA)

cp0ld.1l #ADRA+CAX

The ADRA command adds CAx to CAA and stores the result in CAA.

5.3.3.7 Exclusive Or (XOR)

cp0ld.1 <ea>, #XOR+CAx
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The XOR command performs an exclusive-or of the source operand specified by <ea> with CAx and stores
the result in CAX.

5.3.3.8 Rotate Left (ROTL)

cp0ld.1 <ea>, #ROTL+CAx

ROTL rotates the CAx bits to the left with the result stored back to CAx. The number of bits to rotate is the
value specified by <ea> modulo 32.

5.3.3.9 Move Register to Accumulator (MVRA)

cp0ld.1 #MVRA+CAX

The MVRA command moves the value from the source register CAx to the destination register CAA.

5.3.3.10 Move Accumulator to Register (MVAR)

cp0ld.1 #MVAR+CAX

The MVAR command moves the value from source register CAA to the destination register CAXx.

5.3.3.11 AES Substitution (AESS)

cp0ld.1 #AESS+CAx

The AESS command performs the AES byte substitution operation on CAx and stores the result back to
CAx.

5.3.3.12 AES Inverse Substitution (AESIS)

cp0ld.1 #AESIS+CAX

The AESIS command performs the AES inverse byte substitution operation on CAx and stores the result
back to CAx.

5.3.3.13 AES Column Operation (AESC)

cp0ld.1 <ea>, #AESC+CAx

The AESC command performs the AES column operation on the contents of CAx then performs an
exclusive-or of that result with the source operand specified by <ea> and stores the result in CAx.

5.3.3.14 AES Inverse Column Operation (AESIC)

cp0ld.1 <ea>, #AESIC+CAx

The AESIC command performs an exclusive-or operation of the source operand specified by <ea> on the
contents of CAx followed by the AES inverse mix column operation on that result and stores the result
back in CAx.
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5.3.3.15 AES Shift Rows (AESR)

cp0ld.1 #AESR

The AESR command performs the AES shift rows operation on registers CAO, CA1l, CA2, and CA3.

Table 5-7 shows an example.

Table 5-7. AESR Command Example

Register

Before

After

CAO0

0x0102_0304

0x0106_0B00

CA1

0x0506_0708

0x050A_0F04

CA2

0x090A_0BOC

0x090E_0308

CA3

0xODOE_OF00

0x0D02_070C

5.3.3.16  AES Inverse Shift Rows (AESIR)
cp0ld.1 #AESIR

The AESIR command performs the AES inverse shift rows operation on registers CA0, CA1, CA2 and
CA3. Table 5-8 has an example.

Table 5-8. AESIR Command Example

Register Before After
CAO0 01060B00 01020304
CA1 050A0F04 05060708
CA2 090E0308 090A0B0OC
CA3 0D02070C ODOEOF00

5.3.3.17 DES Round (DESR)

cp0ld.1 #DESR+{IP}+{FP}+{KSx}

The DESR command performs a round of the DES algorithm and a key schedule update with the following
source and destination designations: CAO0=C, CA1=D, CA2=L, CA3=R. If the IP bit is set, DES initial
permutation performs on CA2 and CA3 before the round operation. If the FP bit is set, DES final
permutation (inverse initial permutation) performs on CA2 and CA3 after the round operation. The round
operation uses the source values from registers CAO and CA1 for the key addition operation. The KSx field
specifies the shift for the key schedule operation to update the values in CAO and CA1. Table 5-9 defines
the specific shift function performed based on the KSx field.

Table 5-9. Key Shift Function Codes

KSx KSx . .
Code Define Shift Function
0 KSL1 Left 1
1 KSL2 Left 2
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Table 5-9. Key Shift Function Codes (continued)

KSx KSx . .
Code Define Shift Function
2 KSR1 Right 1
3 KSR2 Right 2

5.3.3.18 DES Key Setup (DESK)
cp0ld.1l #DESK+{CP}+{DC}

The DESK command performs the initial key transformation (permuted choice 1) defined by the DES
algorithm on CAO and CA1 with CAO containing bits 1-32 of the key and CA1 containing bits 33—64 of
the keyl. If the DC bit is set, no shift operation performs and the values C(, and Dy, store back to CAO and
CA1 respectively. The DC bit should be set for decrypt operations. If the DC bit is not set, a left shift by
one also occurs and the values C; and D, store back to CA0 and CA1 respectively. The DC bit should be
cleared for encrypt operations. If the CP bit is set and a key parity error is detected, CASR[DPE] bit is set;
otherwise, it is cleared.

5.3.3.19 Hash Function (HASH)
cp0ld.1 #HASH+HFx

The HASH command performs a hashing operation on a set of registers and adds that result to the value in
CAA and stores the result in CAA. The specific hash function performed is based on the HFx field as
defined in Table 5-10.

Table 5-10. Hash Function Codes

(I:-Iol-:jxe D:::e Hash Function Hash Logic
0 HFF MD5 F() (CA1 & CA2) | (CAT & CA3)
1 HFG MD5 G() (CA1 & CA3) | (CA2 & CA3)
2 HFH MD5 H(), SHA Parity() CA1 /2 CA2/CA3
3 HFI MD5 1() CA2 /A (CA1 | CA3)
4 HFC SHA Ch() (CA1 & CA2) A (CAT & CA3)
5 HFM SHA Maj() (CA1 & CA2) A (CA1 & CA3) A (CA2 & CA3)

5.3.3.20 Secure Hash Shift (SHS)
cp0ld.1 #SHS

The SHS command does a set of parallel register-to-register move and shift operations for implementing
SHA-1. The following source and destination assignments are made: CAA=CAA<<<5, CAO=CAA,
CA1=CA0, CA2=CA1<<<30, CA3=CA2, CA4=CA3.

1.The DES algorithm numbers the most significant bit of a block as bit 1 and the least significant as bit 64.
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5.3.3.21 Message Digest Shift (MDS)

cp0ld.1 #MDS

The MDS command does a set of parallel register-to-register move operations for implementing MDS5. The
following source and destination assignments are made: CAA=CA3, CA1=CAA, CA2=CA1, CA3=CA2.

5.3.3.22 lllegal Command (ILL)

cp0ld.1 #ILL

The ILL command is a specific illegal command that sets CASR[IC]. All other illegal commands are
reserved for use in future implementations.

5.4  Application/lnitialization Information

5.4.1 Code Example

A code fragment is shown below as an example of how the CAU is used. This example shows the round
function of the AES algorithm. Core register A0 is pointing to the key schedule.

cp0ld.1 #AESS+CAOQ ; sub bytes w0
cp0ld.1 #AESS+CAl ; sub bytes wl
cp0ld.1 #AESS+CA2 ; sub bytes w2
cp0ld.1l #AESS+CA3 ; sub bytes w3
cp0ld.1 #AESR ; shift rows

cp0ld.1 ($a0) +, #AESC+CAO0 ; mix col, add key wO
cp0ld.1l ($a0) +, #AESC+CA1l ; mix col, add key wl
cp0ld.1 (%a0) +, #AESC+CA2 ; mix col, add key w2
cp0ld.1l (%a0) +, #AESC+CA3 ; mix col, add key w3

5.4.2 Assembler Equate Values

The following equates ease programming of the CAU.

; CAU Registers (CAx)

.set CASR, 0x0
.set CAA, Ox1
.set CA0, 0x2
.set CAl, 0x3
.set CA2,0x4
.set CA3, 0x5
.set CA4, 0x6
.set CA5, 0x7

; CAU Commands

.set CNOP, 0x000
.set LDR, 0x010
.set STR, 0x020
.set ADR, 0x030
.set RADR, 0x040
.set ADRA, 0x050
.set XOR, 0x060
.set ROTL, 0x070
.set MVRA, 0x080
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.set MVAR, 0x090
.set AESS, 0x0A0
.set AESIS, 0x0BO
.set AESC, 0x0CO
.set AESIC, 0x0DO
.set AESR, 0x0EO
.set AESIR, 0x0FO
.set DESR, 0x100
.set DESK, 0x110
.set HASH, 0x120
.set SHS, 0x130
.set MDS, 0x140
.set ILL,0x1FO

; DESR Fields

.set IpP,0x08 ; initial permutation

.set FP, 0x04 ; final permutation

.set KSL1,0x00 ; key schedule left 1 bit
.set KSL2,0x01 ; key schedule left 2 bits
.set KSR1,0x02 ; key schedule right 1 bit
.set KSR2, 0x03 ; key schedule right 2 bits

; DESK Field
.set DC, 0x01 ; decrypt key schedule
.set CP,0x02 ; check parity

; HASH Functions Codes

.set HFF, 0x0 ; MD5 F() CAl&CA2 | ~CAl&CA3

.set HFG, 0x1 ; MD5 G() CAl&CA3 | CA2&~CA3

.set HFH, 0x2 ; MD5 H(), SHA Parity () CA1"CA2"CA3
.set HFI, 0x3 ; MD5 I() CA2" (CA1|~CA3)

.set HFC, 0x4 ; SHA Ch() CAl&CA2 ~ ~CA1l&CA3

.set HFM, 0x5 ; SHA Maj () CAl&CA2 ~ CA1&CA3 ~ CA2&CA3
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Chapter 6
Random Number Generator (RNG)

6.1 Introduction

This chapter describes the random number generator (RNG), including a programming model, functional
description, and application information.

6.1.1 Overview

The random number generator (RNG) module is capable of generating 32-bit random numbers. It complies
with Federal Information Processing Standard (FIPS) 140 standards for randomness and non-determinism.
The random bits generate by clocking shift registers with clocks derived from ring oscillators. The
configuration of the shift registers ensures statistically good data (data that looks random). The oscillators
with their unknown frequencies provide the required entropy needed to create random data.

CAUTION

There is no known cryptographic proof showing that this is a secure method
of generating random data. In fact, there may be an attack against the
random number generator if its output is used directly in a cryptographic
application (the attack is based on the linearity of the internal shift registers).
In light of this, it is highly recommended to use the random data produced
by this module as an input seed to a NIST-approved (based on DES or
SHA-1) or cryptographically-secure (RSA generator or BBS generator)
random number generation algorithm.

It is also recommended to use other sources of entropy along with the RNG

to generate the seed to the pseudorandom algorithm. The more random

sources combined to create the seed the better. The following is a list of

sources that can be easily combined with the output of this module.

— Current time using highest precision possible

— Mouse and keyboard motions (or equivalent if being used on a cell phone or PDA)
— Other entropy supplied directly by the user

NOTE

See Appendix D of the NIST Special Publication 800-90 “Recommendation
for Random Number Generation Using Deterministic Random Bit
Generators” for more information: http://csrc.nist.gov
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6.2

Memory Map/Register Definition

Random Number Generator (RNG)

Table 6-1 shows the address map for the RNG module. Detailed register descriptions are found in the

following section.

Table 6-1. RNG Block Memory Map

IPoist I(:tR Register ‘?S::; Access | Reset Value | Section/Page
0x1F_0000 |RNG Control Register (RNGCR) 32 R/W | 0x0000_0000 6.2.1/6-2
0x1F_0004 |RNG Status Register (RNGSR) 32 R 0x0010_0000 6.2.2/6-3
0x1F_0008 |RNG Entropy Register (RNGER) 32 0x0000_0000 | 6.2.3/6-4
0x1F_000C | RNG Output FIFO (RNGOUT) 32 R 0x0000_0000 6.2.4/6-4

6.2.1 RNG Control Register (RNGCR)

Immediately following reset, the RNG begins generating entropy (random data) in its internal shift
registers. Random data is not pushed to the output FIFO until after the RNGCR[GO] bit is set. After this,
a random 32-bit word is pushed to RNGOUT every 256 cycles.

IPSBAR 0x1F_0000 (RNGCR)

Offset:

R
w

Access: User read/write

31 30 29 28|27 26 25 24|23 22 21 20|19 18 17 16|15 14 13 12|11 10 9 8|7 6 5 4 |3 2 1 0
ojojo0jo0j0|0|0f0Oj0O|0O|0O|O|lOjO|O|O|O|O|O|O|O|OfO]O
SLM IM |HA |GO
Cl
Reset 0 0 0 0|0 0 O O|O O O 0|0 O O O|O O OOOOOOOOO O|O 0 0 O

Figure 6-1. RNG Control Register (RNGCR)

Table 6-2. RNGCR Field Descriptions

Field Description
31-5 Reserved, must be cleared.
4 Sleep mode. The RNGA can be placed in low power mode by setting this bit. When this bit is set, the oscillators are
SLM | disabled.Clearing this bit causes the RNGA to exit sleep mode. RNGOUT is not pushed while the RNGA is in sleep
mode.
0 RNGA is not in sleep mode.
1 RNGA is in sleep mode.
3 Clear interrupt. Writing a 1 to this bit clears the error interrupt and RNGSRIEI]. This bit is self-clearing,
Cl 0 Do not clear error interrupt.
1 Clear error interrupt.
2 Interrupt mask.
IM 0 Error interrupt enabled.

1 Errorinterrupt masked.
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Table 6-2. RNGCR Field Descriptions (continued)

Field Description

1 High assurance. Notifies core when RNGOUT underflow has occurred (RNGOUT is read while empty). Enables the
HA security violation bit in the RNGSR. Bit is sticky and only cleared by hardware reset.
0 Disable security violation notification.

1 Enable security violation notification.

0 Go bit. Starts/stops random data from being generated. Bit is sticky and only cleared by hardware reset.
GO 0 RNGOUT not loaded with random data.
1 RNGOUT loaded with random data.

6.2.2 RNG Status Register (RNGSR)
The RNGSR, shown in Figure 6-2, is a read only register which reflects the internal status of the RNG.

IPSBAR 0x1F_0004 (RNGSR) Access: User read-only
Offset:

31 30 29 28|27 26 25 24|23 22 21 20‘19 18 17 16|15 14 13 12‘11 10 9 8/7 6 5 4 | 3 2 1 0

R{oj0|0|0O|0O|0O|O]|O OFS OFL 0|0|0|SLP| EI |FUF|LRS| SV

w HEEEEEEEEEEEEN

Reset 0 0 0 0|0 O O O|O O O O|O OO 1|0 OOOOO0OOBO0OOOO|O O o0 o
Figure 6-2. RNG Status Register (RNGSR)

Table 6-3. RNGSR Field Descriptions

Field Description

31-24 | Reserved, must be cleared.

23-16 | Output FIFO size. Indicates size of the output FIFO (1 word) and maximum possible value of RNGR[OFL].
OFS

15-8 |Output FIFO level. Indicates current number of random words in the output FIFO. Determines if valid random data
OFL |is available for reading from the FIFO without causing an underflow condition. On this device, the maximum value for
this field is 0x01.

7-5 Reserved, must be cleared.

4 Sleep. This bit reflects whether the RNG is in sleep mode. When this bit is set, the RNGA is in sleep mode and the
SLP oscillator clocks are inactive. While in this mode, RNGOUT is not loaded.
0 RNGA is not in sleep mode.
1 RNGA is in sleep mode.

3 Error interrupt. Signals a FIFO underflow. Reset by a write to RNGCR[CI] and not masked by RNGCR[IM].
El 0 RNGOUT not read while empty.
1 RNGOUT read while empty.

2 FIFO underflow. Signals FIFO underflow. Reset by reading RNGSR.
FUF |0 RNGOUT not read while empty since last read of RNGSR.
1 RNGOUT read while empty since last read of RNGSR.
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Table 6-3. RNGSR Field Descriptions (continued)

Field Description

1 Last read status. Reflects status of most recent read of RNGOUT.
LRS |0 During last read, RNGOUT was not empty.
1 During last read, RNGOUT was empty (underflow condition).

0 Security violation. When enabled by RNGCR[HA], signals that a RNGOUT underflow has occurred. Bit is sticky and
SV is only cleared by hardware reset.

0 No violation occurred or RNGCR[HA] is cleared.

1 Security violation (RNGOUT underflow) has occurred.

6.2.3 RNG Entropy Register (RNGER)

The RNGER is a write-only register which allows the user to insert entropy into the RNG. This register
allows an external user to continually seed the RNG with externally generated random data. Although use
of this register is recommended, it is optional. The RNGER can be written at any time during operation.

Each time the RNGER is written, the value updates the internal state of the RNG. The update is performed
in such a way that the entropy in the RNG’s internal state is preserved. Use of the RNGER can increase
the entropy but never decrease it.

IPSBAR 0x1F_0008 (RNGER) Access: User write-only
Offset:
31 30 29 28|27 26 25 24|23 22 21 20|19 18 17 16|15 14 13 12|11 10 9 8|7 6 5 4|3 2 1 0
ARl PP PP PP PPl
w ENT

Resetoooo\oooo\oooo\oooo\oooo\oooo\oooo\oooo
Figure 6-3. RNG Entropy Register (RNGER)

6.2.4 RNG Output FIFO (RNGOUT)

The RNGOUT provides temporary storage for random data generated by the RNG. As long as RNGOUT
is not empty, a read of this address returns 32 bits of random data. [f RNGOUT is read when it is empty,
RNGSRJEI FUF, LRS] are set. If the interrupt is enabled in RNGCR, an interrupt is triggered to the
interrupt controller. The RNGSR[OFL], described in Section 6.2.2, “RNG Status Register (RNGSR),” can
be polled to monitor if data is currently resident in RNGOUT. A new random word pushes into the FIFO
every 256 clock cycles (as long as RNGOUT is not full). It is very important to poll RNGSR[OFL] to make
sure random values are present before reading from RNGOUT.

IPSBAR 0x1F_000C (RNGOUT) Access: User read-only
Offset:
31 30 29 28‘27 26 25 24‘23 22 21 20‘19 18 17 16‘15 14 13 12‘11 10 9 8‘7 6 5 4‘3 2 1 0
R Random Output
we [P PP PP PP PP PP

Reset 0 0 0 0|0 O O O|O O O O|O O O O|O O O O|O O O O|O O O O/0 O0O00UO
Figure 6-4. RNGOUT
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6.3  Functional Description

Figure 6-5 shows the RNG has three functional blocks: output FIFO, internal bus interface, and the RNG
core/control logic blocks. The following sections describe these blocks in more detail.

Random Number
Generator
< Internal
RNG Core/Control (= » Control
Logic » Signals
n =
A 5 5
P > Internal Bus
© O
g
Lo
EE
Output FIFO [< >

Figure 6-5. RNG Block Diagram

6.3.1 Output FIFO

RNGOUT stores the 32 bits of random data generated by the RNG core/control block. The RNGSR allows
the user to check if random data has been written to RNGOUT, through the output FIFO level field. If the
user reads from the FIFO when it is empty and the interrupt is enabled, the RNG drives an interrupt request
to the interrupt controller. It is very important to poll RNGSR[OFL] to make sure random values are
present before reading from RNGOUT.

6.3.2 RNG Core/Control Logic Block

This block contains the RNG’s control logic as well as its core engine that generates random data.

6.3.2.1 RNG Control Block

The control block contains the address decoder, all addressable registers, and control state machines for
the RNG. This block is responsible for communication with the peripheral interface and the FIFO
interface. The block also controls the core engine to generate random data. The general functionality of
the block is as follows. After reset, entropy generates and stores in the RNG’s shift registers. After
RNGCR[GO] is set, RNGOUT is loaded with a random word every 256 cycles.

6.3.2.2 RNG Core Engine

The core engine block contains the logic that generates random data. The logic within the core engine
contains the internal shift registers, as well as the logic that generates the two oscillator based clocks. This
logic is brainless and must be controlled by the control block. The control block controls how the shift
registers are configured and when the oscillator clocks are turned on.
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6.4 Initialization/Application Information

The intended general operation of the RNG is as follows:

Reset/initialize.

Write to the RNG entropy register (optional).

Write to the RNG control register and set the interrupt mask, high assurance, and GO bits.
Poll RNGSR[OFL] to check for random data in RNGOUT.

Read available random data from RNGOUT.

Repeat steps 3 and 4 as needed.

A o e

Freescale Semiconductor 6-6



Chapter 7
Clock Module

71 Introduction

The clock module allows the device to be configured for one of several clocking methods. Clocking modes
include internal phase-locked loop (PLL) clocking with an external clock reference or an external crystal
reference supported by an internal crystal amplifier. The PLL can also be disabled and an external
oscillator can be used to clock the device directly. The clock module contains the following:

* Crystal amplifier and oscillator (OSC)
* Phase-locked loop (PLL)

* Reduced frequency divider (RFD)

+ Status and control registers

+ Control logic

* Real-time clock (RTC) oscillator

7.2 Features

Features of the clock module include the following:
» 2-to48-MHz crystal, 8-MHz on-chip relaxation oscillator, or external oscillator reference options
* 2-to 10-MHz reference crystal oscillator for normal PLL mode
» External RTC/backup oscillator (nominal frequency 32.768 kHz)
» System can be clocked from PLL or directly from crystal oscillator or relaxation oscillator
* Support for low-power modes
» Separate clock out signal
« 2" (0<n<15) low-power divider for extremely low frequency operation

7.3 Modes of Operation

The clock module can be operated in backup watchdog timer mode, RTC mode, normal PLL mode
(default) or external clock mode (PLL disabled).

7.3.1 Backup Watchdog Timer Mode

In this mode, the backup watchdog timer is disabled after POR (power on reset), and the clock input to this
timer is the system clock. The selection of the clock source for the secondary watchdog timer module can
occur only once per POR. Thus, if the relaxation oscillator is selected as the timer’s input source,
subsequent attempts to select the relaxation oscillator as the system clock’s source are blocked until the
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next POR. If the relaxation oscillator was already selected as the system clock’s source and is subsequently
selected as the timer’s input source, the system and the timer can use the oscillator as the source.

7.3.2 RTC Mode

A dedicated RTC oscillator can be selected to run the RTC circuitry. In normal operation, this oscillator is
powered by the VDDPLL and VSSPLL pins. When the part is shut down, this oscillator is powered by the
VSTBY pin. The nominal expected frequency for the RTC oscillator is 32.768 kHz, but can range from
32 kHz to 40 kHz.

7.3.3 Normal PLL Mode

In normal PLL mode, the PLL is fully programmable. It can synthesize frequencies ranging from 1x to 18x
the reference frequency and has a post divider capable of reducing this synthesized frequency without
disturbing the PLL. The PLL reference can be a crystal oscillator or an external clock.

7.3.4 External Clock Mode

In external clock mode, the PLL is bypassed, and the external clock is applied to EXTAL. The resulting
operating frequency is equal to the external clock frequency.

7.3.5 Clock Mode Selection (CLKMOD[1:0])

These digital inputs are sampled during reset (all resets including cold and warm resets) and determine
which clock source should be used as the system clock, as illustrated in Table 7-1.

Table 7-1. Clocking Modes

CLKMODI1:0] XTAL Clocking Mode
00 0 MHz crystal oscillator bypass with PLL disabled
00 1 Relaxation oscillator with PLL disabled
01 Not applicable | MHz crystal oscillator with PLL disabled
10 0 MHz crystal oscillator bypass with PLL enabled’
10 1 Relaxation oscillator with PLL enabled
11 Not applicable | MHz crystal oscillator with PLL enabled

' The PFD reset value is 6 and the PLL input reference range is 2-10 MHz, so in
order to boot with the PLL enabled, the PLL input frequency needs to be in the
range 12—48 MHz. MCF52259 devices cannot boot with PLL enabled from the
Relaxation oscillator or an external crystal oscillator with frequency less than
12 MHz. This constraint does not apply to booting with PLL disabled.
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7.4 Low-Power Mode Operation

This subsection describes the operation of the clock module in low-power and halted modes of operation.
Low-power modes are described in Chapter 7, “Clock Module.” Table 7-2 shows the clock module
operation in low-power modes.

Table 7-2. Clock Module Operation in Low-power Modes

Low-power Mode Clock Operation Mode Exit

Wait Clocks sent to peripheral modules only Exit not caused by clock module, but normal
clocking resumes upon mode exit

Doze Clocks sent to peripheral modules only Exit not caused by clock module, but hormal
clocking resumes upon mode exit

Stop All system clocks disabled Exit not caused by clock module, but clock
sources are re-enabled and normal clocking
resumes upon mode exit

Halted Normal Exit not caused by clock module

In wait and doze modes, the system clocks to the peripherals are enabled and the clocks to the CPU and
SRAM are stopped. Each module can disable its clock locally at the module level.

In stop mode, all system clocks are disabled. There are several options for enabling or disabling the PLL
or crystal oscillator in stop mode, compromising between stop mode current and wakeup recovery time.
The PLL can be disabled in stop mode, but requires a wakeup period before it can relock. The oscillator
can also be disabled during stop mode, but requires a wakeup period to restart.

When the PLL is enabled in stop mode (STPMDJ[1:0]), the external CLKOUT signal can support systems
using CLKOUT as the clock source.

There is also a fast wakeup option for quickly enabling the system clocks during stop recovery. This
eliminates the wakeup recovery time but at the risk of sending a potentially unstable clock to the system.
To prevent a non-locked PLL frequency overshoot when using the fast wakeup option, change the RFD
divisor to the current RFD value plus one before entering stop mode.

In external clock mode, there are no wakeup periods for oscillator startup or PLL lock.

7.5 Block Diagram

Figure 7-1 shows a block diagram of the entire clock module.
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Figure 7-1. Clock Module Block Diagram
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7.6

Signal Descriptions

The clock module signals are summarized in Table 7-3 and a brief description follows. For more detailed
information, refer to Chapter 2, “Signal Descriptions.”

7.6.1

Table 7-3. Signal Properties

Name Function
EXTAL Oscillator or clock input
XTAL Oscillator output
CLKOUT System clock output
CLKMOD[1:0] Clock mode select inputs
RSTO Reset signal from reset controller
EXTAL

This input is driven by an external clock except when used as a connection to the external crystal when
using the internal oscillator.

7.6.2

XTAL

This output is an internal oscillator connection to the external crystal. [f CLKMODO is driven low during
reset, XTAL is sampled to determine clocking mode.

7.6.3

7.6.4

CLKOUT

This output reflects the internal system clock.

CLKMOD[1:0]

These inputs are used to select the clock mode during chip configuration as described in Table 7-4.

Table 7-4. Clocking Modes

CLKMODI[1:0] XTAL Clocking Mode
00 0 PLL disabled, clock driven by external oscillator
00 1 PLL disabled, clock driven by on-chip oscillator
01 N/A PLL disabled, clock driven by external crystal
10 0 PLL in normal mode, clock driven by external oscillator
10 1 PLL in normal mode, clock driven by on-chip oscillator
11 N/A PLL in normal mode, clock driven by external crystal

7-5
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7.6.5 RSTO
The RSTO pin is asserted by one of the following:

* Internal system reset signal

« FRCRSTOUT bit in the reset control status register (RCR); see Section 11.5.1, “Reset Control
Register (RCR).”

7.7 Memory Map and Registers

The clock module programming model shown in Table 7-5 consists of registers that define clock operation
and status as well as additional peripheral power management registers.

Table 7-5. Clock Module Memory Map

Igfsfzg? Register ‘?g::; Access | Reset Value | Section/Page
Supervisor Mode Access Only

0x12_0000 | Synthesizer Control Register (SYNCR) 16 R/W 0x1002 7.711/7-7
0x12_0002 | Synthesizer Status Register (SYNSR) 8 R 0x00 7.7.1.2/7-9
0x12_0004 | Relaxation Oscillator Control Register (ROCR) 16 R/W See note? 7.7.1.3/7-11
0x12_0007 |Low Power Divider Register (LPDR) 8 R/W 0x00 7.7.1.4/7-11
0x12_0008 | Clock Control High Register (CCHR) 8 R/W 0x05 7.7.1.5/7-12
0x12_0009 | Clock Control Low Register (CCLR) 8 R/W See note3 7.7.1.6/7-12
0x12_000A | Oscillator Control High Register (OCHR) 8 R/W See note* 7.71.7/7-13
0x12_000B | Oscillator Control Low Register (OCLR) 8 R/W See note® 7.7.1.8/7-14
0x12_0012 | Real Time Clock Control Register (RTCCR) 8 R/W 0x00 7.7.1.9/7-15
0x12_0013 | Backup Watchdog Timer Control Register (BWCR) 8 R/W 0x00° 7.7.1.10/7-16
0x00_000C | Peripheral Power Management Register High (PPMRH)’ 32 R/W 0x00 10.2.1/10-2
0x00_0018 | Peripheral Power Management Register Low (PPMRL)’ 32 R/W 0x01 10.2.1/10-2

Addresses not assigned to a register and undefined register bits are reserved for expansion.

The reset value for ROCR is loaded during reset from the flash information row (bits [9:0]). The bits reset to 0b10_0000_0000
during Power-On Reset.

CCLR reset state determined during reset configuration.

OCHR reset state determined during reset configuration.

OCLR reset state determined during reset configuration.

The contents of BWCR are reset only during Power-On Reset; they are preserved during a warm reset.
See Chapter 10, “Power Management.”

N

N o o b~ W

7.7.1 Register Descriptions

This subsection provides a description of the clock module registers.
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7.71.1

IPSBAR

Reset

Synthesizer Control Register (SYNCR)

Access: Supervisor read/write
Offset: 0x12_0000 (SYNCR)

15 14 13 12 11 10 9 8
LOLRE MFD2 MFD1 MFDO LOCRE RFD2 RFD1 RFDO

0 0 0 1 0 0 0 0

7 6 5 4 3 2 1 0
LOCEN | DISCLK FWKUP — — CLKSRC' | PLLMODE | PLLEN'

0 0 0 0 0 0 1 0

Reset

Figure 7-2. Synthesizer Control Register (SYNCR)

' The reset value of PLLEN and CLKSRC depend on the value of CLKMOD1 during reset (set to 1 if PLL is
enabled when the device emerges from reset).

Table 7-6. SYNCR Field Descriptions

Field Description
15 Loss-of-lock reset enable. Determines how the system manages a loss-of-lock indication. When operating
LOLRE in normal mode, the PLL must be locked before setting the LOLRE bit. Otherwise, reset is immediately

asserted. To prevent an immediate reset, the LOLRE bit must be cleared before writing the MFD[2:0] bits
or entering stop mode with the PLL disabled.

0 No reset on loss of lock
1 Reset on loss of lock

Note: In external clock mode, the LOLRE bit has no effect.
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Table 7-6. SYNCR Field Descriptions (continued)

Field Description
1412 Multiplication Factor Divider. Contain the binary value of the divider in the PLL feedback loop. The MFD[2:0]
MFD value is the multiplication factor applied to the reference frequency. When MFD[2:0] are changed or the PLL
is disabled in stop mode, the PLL loses lock.
Note: In external clock mode, the MFD[2:0] bits have no effect.
The following table shows the system frequency multiplier of the reference
frequency1 in normal PLL mode.
MFD[2:0]
0002 | 0013 | 010 | 011 | 100 | 101 | 110 | 111
(4x) | (6x) | (8x) |(10x) | (12x) | (14x) | (16x) | (18x)
0003 (+ 1) 4 | 6| 8 [ 10| 12 | 14 | 16 | 18
001 (+2) 2 3 4 5 6 7 8 9
010 (+ 4) 1 3/2 2 5/2 3 7/2 4 9/2
Q| o1(=9 12 | 3/4 1 54 | 32 | 7/4 | 2 | 94
E 100 (= 16) 1/4 | 3/8 1/2 5/8 | 3/4 | 7/8 1 9/8
101 (= 32) 1/8 | 3/16 | 1/4 | 516 | 3/8 | 716 | 1/2 | 9/16
110 (+ 64) 116 | 3/32 | 1/8 | 5/32 | 3/16 | 7/32 | 1/4 | 9/32
111 (+=128) | 1/32 | 3/64 | 1/16 | 5/64 | 3/32 | 7/64 | 1/8 | 9/64
! foys = fref x 2(MFD + 2) / 2RFD; § ¢ x 2(MFD + 2) < (Max_Spec) MHz, fgys <
(Max_Spec) MHz
2 MFD = 000 not valid for f,¢ < 3 MHz
3 Default value out of reset
11 Loss-of-clock reset enable. Determines how the system manages a loss-of-clock condition. When the
LOCRE LOCEN bit is clear, LOCRE has no effect. If the LOCS flag in SYNSR indicates a loss-of-clock condition,
setting the LOCRE bit causes an immediate reset. To prevent an immediate reset, the LOCRE bit must be
cleared before entering stop mode with the PLL disabled.
0 No reset on loss-of-clock
1 Reset on loss-of-clock
Note: In external clock mode, the LOCRE bit has no effect.
10-8 Reduced frequency divider field. The binary value written to RFD[2:0] is the PLL frequency divisor; see
RFD table in MFD bit description. Changing RFD[2:0] does not affect the PLL or cause a relock delay. Changes
in clock frequency are synchronized to the next falling edge of the current system clock. To avoid surpassing
the allowable system operating frequency, write to RFD[2:0] only when the LOCK bit is set.
7 Enables the loss-of-clock function. LOCEN does not affect the loss-of-lock function.
LOCEN 0 Loss-of-clock function disabled
1 Loss-of-clock function enabled
Note: In external clock mode, the LOCEN bit has no effect.
6 Disable CLKOUT determines whether CLKOUT is driven. Setting the DISCLK bit holds CLKOUT low.
DISCLK 0 CLKOUT enabled

1 CLKOUT disabled
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Table 7-6. SYNCR Field Descriptions (continued)

Field Description
5 Fast wakeup. Determines when the system clocks are enabled during wakeup from stop mode.
FWKUP 0 System clocks enabled only when PLL is locked or operating normally
1 System clocks enabled on wakeup regardless of PLL lock status
Note: When FWKUP = 0, if the PLL or oscillator is enabled and unintentionally lost in stop mode, the PLL
wakes up in self-clocked mode or reference clock mode depending on the clock that was lost. In
external clock mode, the FWKUP bit has no effect on the wakeup sequence.
4-3 Reserved, must be cleared.
2 Clock Source. Determines whether the PLL output clock or the PLL reference clock is to drive the system
CLKSRC clock. This bit is ignored when the PLL is disabled, in which case the PLL reference clock drives the system

clock. Having this separate bit allows the PLL to first be enabled, and then the system clock can be switched
to the PLL output clock only after the PLL has locked. When disabling the PLL, the clock can be switched
before disabling the PLL so that a smooth transfer is ensured.
0) PLLreference clock (input clock) drives the system clock.
1) PLL output clock drives the system clock (provided the PLL is enabled).

1 Determines the operating mode of the PLL. This bit should only be changed after reset with the PLL

PLLMODE disabled. For this device, this bit must be set to 1.

0) Reserved, do not use
1) PLL operates in normal mode

0 Enables and disables the PLL. If the PLL is enabled out of reset, the chip does not leave the reset state until

PLLEN the PLL is locked and the system clock is driven by the PLL output clock. Use the CLKSRC control bit to
switch the system clock between the PLL output clock and PLL bypass clock after the PLL is enabled.
0) PLL is disabled
1) PLL is enabled
7.71.2 Synthesizer Status Register (SYNSR)

The SYNSR is a read-only register that can be read at any time. Writing to the SYNSR has no effect and
terminates the cycle normally.

IPSBAR Access: Supervisor read/write
Offset: 0x12_0002 (SYNSR)
7 6 5 4 3 2 1 0
R| EXTOSC 0OCcosC CRYOSC LOCKS LOCK LOCS — —
W
Reset: See note 1 See note 2 | See note 2 0 0 0

Note: 1. Reset state determined during reset configuration.
2. See the LOCKS and LOCK bit descriptions.

Figure 7-3. Synthesizer Status Register (SYNSR)
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Table 7-7. SYNSR Field Descriptions

Field

Description

7
EXTOSC

Indicates if an external oscillator is providing the reference clock source
0) Reference clock is not external oscillator
1 Reference clock is external oscillator

OCOSC

Indicates if the on-chip oscillator is providing the reference clock source.
0 Reference clock is not on-chip oscillator
1 Reference clock is on-chip oscillator

5
CRYOSC

Indicates if an external crystal is providing the reference clock source
0 Reference clock is not external crystal
1 Crystal clock reference

LOCKS

Sticky indication of PLL lock status.

0 PLL loss of lock since last system reset or MFD change or currently not locked due to exit from STOP
with FWKUP set

1 No unintentional PLL loss of lock since last system reset or MFD change

The lock detect function sets the LOCKS bit when the PLL achieves lock after:

* A system reset

¢ A write to SYNCR that changes the MFD[2:0] bits

When the PLL loses lock, LOCKS is cleared. When the PLL relocks, LOCKS remains cleared until one of

the two listed events occurs.

In stop mode, if the PLL is intentionally disabled, then the LOCKS bit reflects the value prior to entering stop

mode. However, if FWKUP is set, then LOCKS is cleared until the PLL regains lock. after lock is regained,

the LOCKS bit reflects the value prior to entering stop mode. Furthermore, reading the LOCKS bit at the

same time that the PLL loses lock does not return the current loss of lock condition.

In external clock mode, LOCKS remains cleared after reset. In normal PLL mode, LOCKS is set after reset.

LOCK

Setwhen the PLL is locked. PLL lock occurs when the synthesized frequency is within approximately 0.75%
of the programmed frequency. The PLL loses lock when a frequency deviation of greater than approximately
1.5% occurs. Reading the LOCK flag at the same time that the PLL loses lock or acquires lock does not
return the current condition of the PLL. The power-on reset circuit uses the LOCK bit as a condition for
releasing reset.

If operating in external clock mode, LOCK remains cleared after reset.

0 PLL not locked

1 PLL locked

LOCS

Sticky indication of whether a loss-of-clock condition has occurred at any time since exiting reset in normal

PLL mode.

* LOCS = 0 when the system clocks are operating normally.

¢ LOCS = 1 when system clocks have failed due to a reference failure or PLL failure.

After entering stop mode with FWKUP set and the PLL and oscillator intentionally disabled

(STPMDI[1:0] = 11), the PLL exits stop mode in the SCM while the oscillator starts up. During this time,

LOCS is temporarily set regardless of LOCEN. It is cleared after the oscillator comes up and the PLL is

attempting to lock.

If a read of the LOCS flag and a loss-of-clock condition occur simultaneously, the flag does not reflect the

current loss-of-clock condition.

A loss-of-clock condition can be detected only if LOCEN = 1 or the oscillator has not yet returned from exit

from stop mode with FWKUP = 1.

0 Loss-of-clock not detected since exiting reset

1 Loss-of-clock detected since exiting reset or oscillator not yet recovered from exit from stop mode with
FWKUP =1

Note: The LOCS flag is always 0 in external clock mode.

1-0

Reserved, must be cleared.
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7.71.3

The ROCR is used to trim the frequency of the on-chip oscillator. Setting one of the TRIM bits engages
its associated bypass capacitance, which increases or decreases the period of the output frequency. The
largest capacitance, and thus the biggest frequency step (40%), is associated with TRIM9. The lowest
capacitance, and thus the smallest frequency step (0.8%), is associated with TRIMO. The tuning steps are
binary-weighted in terms of signal period, not frequency. The module was designed such that the
approximate middle of the tuning range is § MHz.

Relaxation Oscillator Control Register (ROCR)

IPSBAR
Offset: 0x12_0004 (ROCR)

Access: Supervisor read/write

15 14 13 12 11 10 9 8
R — — — — — — TRIM9 TRIM8
w
Reset 0 0 0 0 0 0 See note! See note 1
7 6 5 4 3 2 1 0
R| TRIM7 TRIM6 TRIM5 TRIM4 TRIM3 TRIM2 TRIM1 TRIMO
w
Reset See note 1 See note 1 See note 1 See note 1|See note 1 See note 1 See note 1 See note 1

Figure 7-4. Relaxation Oscillator Control Register (ROCR)
! Loaded during reset from the flash information row (bits [9:0]).

Table 7-8. ROCR Field Descriptions

Field Description
15-10 Reserved, must be cleared.
9-0 10-bit trim value used to trim the frequency of the on-chip oscillator.
TRIM
7.71.4 Low-Power Divider Register (LPDR)

The LPDR contains a 4-bit field that divides down the system clock (regardless if the reference clock or
PLL clock is driving the system clock) by a factor of 2" (where n is a number from 0 to 15 represented by
the 4 bit field). The clock change takes effect with the next rising edge of the system clock.

IPSBAR
Offset: 0x12_0007 (LPDR)

Access: Supervisor read/write

7 6 5 4 3 2 1 0
R — — — —
LPD3 LPD2 LPD1 LPDO
w
Reset: 0 0 0 0 0 0 0 0

Figure 7-5. Low-Power Divider Register (LPDR)
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Table 7-9. LPDR Field Descriptions

Clock Module

Field Description
7-4 Reserved, must be cleared.
3-0 Low-Power Divider. This field is used to divide down the system clock by a factor of 2-PP.
LPD
7.71.5 Clock Control High Register (CCHR)

The CCHR sets the pre-division factor, which divides down the PLL input clock by 1 (CCHR[2:0] = 000)
to 8 (CCHR|[2:0]=111). This allows an external oscillator or crystal of more than 10 MHz to be used with
the PLL. The division factor should be set to generate an input clock for the PLL that is from 2 MHz to 10
MHz. When CCHR[2:0] are changed or the PLL is disabled in stop mode, the PLL loses lock.

IPSBAR Access: Supervisor read/write
Offset: 0x12_0008 (CCHR)
7 6 5 4 3 2 1 0
R — — — — —
CCHR2 CCHRH1 CCHRO
W
Reset 0 0 0 0 0 1 0 1
Figure 7-6. Clock Control High Register (CCHR)
Table 7-10. CCHR Field Descriptions
Field Description
7-3 Reserved, must be cleared.
2-0 Clock Control High Register. This field is used to divide down the PLL reference clock by a factor of
CCHR CCHR+1.

7.7.1.6

Clock Control Low Register (CCLR)

The CCLR selects the clock source for the PLL input/bypass clock. The two possible sources are the
external oscillator (in external crystal or external oscillator mode) and the relaxation oscillator. When
switching clock sources, the module ensures that the changeover does not cause spurious glitches in the
system clock, and that the crystal and the relaxation oscillator remain enabled for the duration of the

changeover.

When switching the clock source to the relaxation oscillator, OCHR[OCOEN] should be set before
OSCSEL is set. Similarly, when switching the clock source to the external oscillator, OCLR[OSCEN]
should be set before OSCSEL is cleared.
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IPSBAR Access: Supervisor read/write
Offset: 0x12_0009 (CCLR)
7 6 5 4 3 2 1 0
R — — — — — — OSCSEL1 | OSCSELO
W
Reset: 0 0 0 0 0 0 0 See note'

Figure 7-7. Clock Control Low Register (CCLR)
! The OSCSEL reset state is determined during reset configuration.

Table 7-11.
Field Description
7-1 Reserved, must be cleared.
1 Oscillator Select 1 bit. This bit works in conjunction with the OSCSELDO bit to select the clock source for the

OSCSEL1 PLL input/bypass clock, as shown in Table 7-12.

0 PLL input/bypass clock comes from the external oscillator.

1 PLL input/bypass clock comes from the relaxation oscillator.

Note: When switching clock sources, the module ensures that, during the changeover, no spurious glitches
occur in the system clock, and that the crystal and relaxation oscillators remain enabled.

0 Oscillator Select 0 bit. This bit works in conjunction with the OSCSEL1 bit to select the clock source for the
OSCSELO PLL input/bypass clock, as shown in Table 7-12.
0 PLL input/bypass clock comes from the primary oscillator.
1 PLL input/bypass clock comes from the relaxation oscillator.
Note: When switching clock sources, the module ensures that, during the changeover, no spurious glitches
occur in the system clock, and that the crystal and relaxation oscillators remain enabled.

Table 7-12. CCLR[OSCSEL1] and CCLR[OSCSELO0] Settings

OSCSEL1 | OSCSELO Source of PLL input/bypass clock

0 0 Primary oscillator (default)
0 1 Relaxation oscillator
1 0

Secondary oscillator

7.71.7 Oscillator Control High Register (OCHR)

The OCHR is used to enable and configure the relaxation oscillator.
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Offset: 0x12_000A (OCHR)

R
w

Reset:

Clock Module

Access: Supervisor read/write

7 6 5 4 3 2 0
OCOEN STBY _ _ — — _
See note'’ 0 0 0 0 0 0

Figure 7-8. Oscillator Control High Register (OCHR)
' The OCOEN reset state is determined during reset configuration.

Table 7-13. OCHR Field Descriptions

Field

Description

OCOEN

On-chip Oscillator Enable bit. This bit enables the relaxation oscillator.

0 Relaxation oscillator is disabled.

1 Relaxation oscillator is enabled.

Note: When switching the clock source to the relaxation oscillator, this bit should be set before
CCLR[OSCSEL] is set.

Relaxation oscillator standby. This bit configures the relaxation oscillator for Standby mode with the output
clock running at 400 kHz.
0 Relaxation oscillator is running in normal mode with an output clock of 8 MHz.

1 Relaxation oscillator is running in standby mode with an output clock of 400 kHz.

Reserved, must be cleared.

7.7.1.8

IPSBAR

Offset: 0x12_000B (OCLR)

R
w

Reset:

Oscillator Control Low Register (OCLR)

The OCLR is used to enable and configure the external oscillator.

Access: Supervisor read/write

7 6 5 4 3 2 0
OSCEN REFS LPEN RANGE
See note!  See note 1 1 1 0 0 0

Figure 7-9. Oscillator Control Low Register (OCLR)
" The OSCEN and REFS reset states are determined during reset configuration.
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Table 7-14. OCLR Field Descriptions

Field Description
7 External Oscillator Enable bit. This bit enables the crystal oscillator in external crystal or external oscillator
OSCEN mode.

0 External oscillator is disabled.

1 External oscillator is enabled.

Note: When switching the clock source to the external oscillator, this bit should be set before
CCLR[OSCSEL] is cleared.

6 Reference Source bit. This bit configures the external oscillator for operation with an external crystal or
REFS external oscillator.
0 External oscillator is running in external oscillator mode.
1 External oscillator is running in external crystal mode.

5 Low-Power Enable bit. This bit configures the external oscillator to run in low-power mode when using an
LPEN external crystal.
0 External oscillator runs in normal-power mode.
1 External oscillator runs in low-power mode.

4 Range bit. This bit configures the external oscillator to run with different frequency crystals.
RANGE 0 Support external crystal of 32 kHz.
1 Support external crystal in the range of 1 MHz to 16 MHz.

3-0 Reserved, must be cleared.

7.71.9 Real-Time Clock Control Register (RTCCR)
The RTCCR is used to configure the RTC oscillator.

IPSBAR Access: Supervisor read/write
Offset: 0x12_0012 (RTCCR)
7 6 5 4 3 2 1 0
R —_ J—
EXTALEN OSCEN KHZEN REFS LPEN RTCSEL
W
Reset: 0 0 0 0 0 1 1 0

Figure 7-10. Real-Time Clock Control Register (RTCCR)

RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power
source is connected.

1
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Table 7-15. RTCCR Field Descriptions

Field Description
7 Reserved, must be cleared.
6 The EXTALEN bit enables and disables the RTC_EXTAL pin, allowing current draw to be reduced if the RTC
is not used:

0 RTC_EXTAL is disabled.
1 RTC_EXTAL is enabled.

5 Reserved, must be cleared.
4 RTC Oscillator Enable bit. This bit enables the RTC oscillator.
OSCEN 0 RTC oscillator is disabled.
1 RTC oscillator is enabled.
3 The KHZEN bit selects the operating frequency range of the oscillator
KHZEN 0 Oscillator operates in the kHz range.
1 Oscillator operates in the MHz range.
2 Reference Source bit. This bit configures the RTC oscillator for operation with an external crystal or external
REFS oscillator.

0 RTC oscillator is running in external oscillator mode.
1 RTC oscillator is running in external crystal mode.

1 Low-Power Enable bit. This bit configures the RTC oscillator to run in low-power mode when using an
LPEN external crystal.
0 RTC oscillator runs in normal-power mode.
1 RTC oscillator runs in low-power mode.

0 RTC source selection bit. This bit configures the source of the RTC clock.
RTCSEL 0 Source is the system clock.
1 Source is the RTC oscillator.

7.7.1.10 Backup Watchdog Timer Control Register (BWCR)

The BWCR is used to configure the interaction between the clock module and the Backup Watchdog Timer
module (see Chapter 8, “Backup Watchdog Timer (BWT) Module™).

NOTE

The BWCR is a write-once register. The contents of this register are
preserved during a warm reset. This register is reset only by a Power-on
Reset event.

IPSBAR Access: Supervisor read/write
Offset: 0x12_0013 (BWCR)

7 6 5 4 3 2 1 0
R — — — — — —
BWDSTOP | BWDSEL
w
Reset': 0 0 0 0 0 0 1 0

Figure 7-11. Backup Watchdog Timer Control Register (BWCR)
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' The BWCR is reset to these values only after a Power-On Reset. The register contents are preserved during a warm

reset.
Table 7-16. BWCR Field Descriptions
Field Description
7-2 Reserved, must be cleared.
1 This bit determines whether the relaxation oscillator input to the BWT is stopped during Stop mode

BWDSTOP operation.

0 The relaxation oscillator input to the BWT is stopped when the device enters Stop mode. When the
device leaves Stop mode, the relaxation oscillator input to the BWT s restored.

1 The relaxation oscillator input continues to be provided to the BWT when the device enters Stop mode.

0 BWT clock source selection bit. This bit determines the source of the BWT clock.
BWDSEL 0 The source for the BWT is half the system frequency, fgyg/o.
1 The source for the BWT is the relaxation oscillator. After this value is selected, CCLR[OSCSELO0] can no
longer be set.

7.8  Functional Description

This section provides a functional description of the clock module.

7.8.1 System Clock Modes

The system clock source and PLL mode (enabled/disabled) are determined during reset (see Table 11-5).
The values of CLKMOD[1:0] (and XTAL if CLKMODO does not equal 1) are latched during reset and are
of no importance after reset is negated. If CLKMOD1 or CLKMODO change during a reset other than
power-on reset, the internal clocks may glitch as the system clock source is changed between external
clock mode and PLL clock mode. When CLKMOD1 or CLKMODO is changed in reset, an immediate
loss-of-lock condition occurs.

Table 7-17 shows the clock out frequency to clock in frequency relationships for the possible system clock
modes.

Table 7-17. Clock Out and Clock In Relationships

System Clock Mode PLL Options'
Normal PLL clock mode fsys = fret x 2(MFD + 2)/2RFD
External clock mode fsys = fref

1 flef = input reference frequency
fsys = CLKOUT frequency
MFD ranges from 0 to 7.

RFD ranges from O to 7.

The external clock is divided by two internally to produce the system clocks.
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7.8.2 Clock Operation During Reset

In external clock mode, the system is static and does not recognize reset until a clock is generated from the
reference clock source selected by the CLKMOD pins (see Section 7.6.4, “CLKMOD][1:0]).

In PLL mode, the PLL operates in self-clocked mode (SCM) during reset until the input reference clock
to the PLL begins operating within the limits given in the electrical specifications.

If a PLL failure causes a reset, the system enters reset using the reference clock. Then the system clock
source changes to the PLL operating in SCM. If SCM is not functional, the system becomes static.
Alternately, if SYNCR[LOCEN] is cleared when the PLL fails, the system becomes static. If external reset
is asserted, the system cannot enter reset unless the PLL is capable of operating in SCM.

7.8.3 System Clock Generation

In normal PLL clock mode, the default system frequency is six times the reference frequency after reset.
The RFD[2:0] and MFDJ[2:0] bits in the SYNCR select the frequency multiplier. The LPD[3:0] field in the
LPDR register provides additional settings for dividing down the system clock (including when the PLL
is disabled) for low-power operation.

When programming the PLL, do not exceed the maximum system clock frequency listed in the electrical
specifications. Use this procedure to accommodate the frequency overshoot that occurs when the MFD bits
are changed:

1. Determine the appropriate value for the MFD and RFD fields in the SYNCR. The amount of jitter
in the system clocks can be minimized by selecting the maximum MFD factor that can be paired
with an RFD factor to provide the required frequency.

2. Write a value of 1 + RFD (from step 1) to the RFD field of the SYNCR.

3. Write the MFD value from step 1 to the SYNCR.

4. Monitor the LOCK flag in SYNSR. When the PLL achieves lock, write the RFD value from step

1 to the RFD field of the SYNCR. This changes the system clocks frequency to the required
frequency.

NOTE

Keep the maximum system clock frequency below the limit given in the
electrical characteristics.

7.8.4 PLL Operation

In PLL mode, the PLL synthesizes the system clocks. The PLL can multiply the reference clock frequency
by 4x to 18x, provided that the system clock frequency remains within the range listed in electrical
specifications. For example, if the reference frequency is 2 MHz, the PLL can synthesize frequencies of
8 MHz to 36 MHz. In addition, the RFD can reduce the system frequency by dividing the output of the
PLL. The RFD is not in the feedback loop of the PLL, so changing the RFD divisor does not affect PLL
operation.

Figure 7-12 shows the external support circuitry for the crystal oscillator with example component values.
Actual component values depend on crystal specifications.
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The following subsections describe each major block of the PLL. Refer to Figure 7-12 to see how these
functional sub-blocks interact.

| D | 8 MHz CRYSTAL CONFIGURATION
T C1=C2=16pF
1 5 RF =1 MQ
= AN I Ri-tke
Note: Must be 48 MHz for

R1
VSSPLL EX-@ XTAL VSSPLL USsB Operation.

ON-CHIP
RF
— \N\N\—e

>

Figure 7-12. Crystal Oscillator Example

7.8.41 Phase and Frequency Detector (PFD)

The PFD is a dual-latch phase-frequency detector. It compares the phase and frequency of the reference
and feedback clocks. The reference clock comes from the crystal oscillator or an external clock source.

The feedback clock comes from the following:
*  VCO output divided by the MFD in normal PLL mode

When the frequency of the feedback clock equals the frequency of the reference clock, the PLL is
frequency-locked. If the falling edge of the feedback clock lags the falling edge of the reference clock, the
PFD pulses the UP signal. If the falling edge of the feedback clock leads the falling edge of the reference
clock, the PFD pulses the DOWN signal. The width of these pulses relative to the reference clock depends
on how much the two clocks lead or lag each other. After phase lock is achieved, the PFD continues to
pulse the UP and DOWN signals for very short durations during each reference clock cycle. These short
pulses continually update the PLL and prevent the frequency drift phenomenon known as dead-banding.

7.8.4.2 Charge Pump/Loop Filter

In normal mode the current magnitude of the charge pump varies with the MFD as shown in Table 7-18.

Table 7-18. Charge Pump Current and MFD in Normal Mode Operation

Charge Pump Current MFD
1x 0<MFD<2
2x 2<MFD<®6
4x 6 < MFD

The UP and DOWN signals from the PFD control whether the charge pump applies or removes charge,
respectively, from the loop filter. The filter is integrated on the chip.
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7.8.4.3 Voltage Control Output (VCO)

The voltage across the loop filter controls the frequency of the VCO output. The frequency-to-voltage
relationship (VCO gain) is positive, and the output frequency is four times the target system frequency.

7.8.4.4 Multiplication Factor Divider (MFD)

The MFD divides the output of the VCO and feeds it back to the PFD. The PFD controls the VCO
frequency via the charge pump and loop filter such that the reference and feedback clocks have the same
frequency and phase. Thus, the frequency of the input to the MFD, which is also the output of the VCO,
is the reference frequency multiplied by the same amount that the MFD divides by. For example, if the
MFD divides the VCO frequency by six, the PLL is frequency locked when the VCO frequency is six times
the reference frequency. The presence of the MFD in the loop allows the PLL to perform frequency
multiplication, or synthesis.

7.8.4.5 PLL Lock Detection

The lock detect logic monitors the reference frequency and the PLL feedback frequency to determine when
frequency lock is achieved. Phase lock is inferred by the frequency relationship, but is not guaranteed. The
LOCK flag in the SYNSR reflects the PLL lock status. A sticky lock flag, LOCKS, is also provided.

The lock detect function uses two counters: one is clocked by the reference, and the other is clocked by
the PLL feedback. When the reference counter has counted N cycles, its count is compared to that of the
feedback counter. If the feedback counter has also counted N cycles, the process is repeated for N + K
counts. Then, if the two counters continue to match, the lock criteria is relaxed by 1/2 and the system is
notified that the PLL has achieved frequency lock.

After lock is detected, the lock circuit continues to monitor the reference and feedback frequencies using
the alternate count and compare process. If the counters do not match at any comparison time, then the
LOCK flag is cleared to indicate that the PLL has lost lock. At this point, the lock criteria is tightened and
the lock detect process is repeated.

The alternate count sequences prevent false lock detects due to frequency aliasing while the PLL tries to
lock. Alternating between tight and relaxed lock criteria prevents the lock detect function from randomly
toggling between locked and non-locked status due to phase sensitivities. Figure 7-13 shows the sequence
for detecting locked and non-locked conditions.

In external clock mode, the PLL is disabled and cannot lock.
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Loss of Lock Detected
Set Tight Lock Criteria
and Notify System of Loss
of Lock Condition

Start
with Tight Lock
Criteria

Reference Count

# Feedback Count Reference Count

# Feedback Count

CountN + K
Reference Cycles
and Compare Number
of Feedback Cycles
Elapsed

CountN
Reference Cycles
and Compare
Number of Feedback

Cycles Elapsed

Reference Count =
Feedback Count =N
In Same Count/Compare Sequence

Reference Count = Feedback Count =N + K
In Same Count/Compare Sequence

Lock Detected.
Set Relaxed Lock
Condition and Notify
System of Lock
Condition

Figure 7-13. Lock Detect Sequence

7.8.4.6 PLL Loss of Lock Conditions

After the PLL acquires lock after reset, the LOCK and LOCKS flags are set. If the MFD is changed, or if
an unexpected loss of lock condition occurs, the LOCK and LOCKS flags are negated. While the PLL is
in the non-locked condition, the system clocks continue to be sourced from the PLL as the PLL attempts
to relock. Consequently, during the relocking process, the system clocks frequency is not well defined and
may exceed the maximum system frequency, violating the system clock timing specifications.

However, after the PLL has relocked, the LOCK flag is set. The LOCKS flag remains cleared if the loss
of lock was unexpected. The LOCKS flag is set when the loss of lock is caused by changing MFD. If the
PLL is intentionally disabled during stop mode, then after exit from stop mode, the LOCKS flag reflects
the value prior to entering stop mode after lock is regained.

7.8.4.7 PLL Loss of Lock Reset

If the LOLRE bit in the SYNCR is set, a loss of lock condition asserts reset. Reset reinitializes the LOCK
and LOCKS flags. Therefore, software must read the LOL bit in the reset status register (RSR) to
determine if a loss of lock caused the reset. See Section 11.5.2, “Reset Status Register (RSR).”

To exit reset in PLL mode, the reference must be present, and the PLL must achieve lock.

In external clock mode, the PLL cannot lock. Therefore, a loss of lock condition cannot occur, and the
LOLRE bit has no effect.

7-21 Freescale Semiconductor



Clock Module

7.8.4.8 Loss of Clock Detection

The LOCEN bit in the SYNCR enables the loss of clock detection circuit to monitor the input clocks to
the phase and frequency detector (PFD). When the reference or feedback clock frequency falls below the
minimum frequency, the loss of clock circuit sets the sticky LOCS flag in the SYNSR.

NOTE
In external clock mode, the loss of clock circuit is disabled.

7.8.4.9 Loss of Clock Reset

The clock module can assert a reset when a loss of clock or loss of lock occurs. When a loss-of-clock
condition is recognized, reset is asserted if the LOCRE bit in SYNCR is set. The LOCS bit in SYNSR is
cleared after reset. Therefore, the LOC bit must be read in RSR to determine that a loss of clock condition
occurred. LOCRE has no effect in external clock mode.

To exit reset in PLL mode, the reference must be present, and the PLL must acquire lock.

Reset initializes the clock module registers to a known startup state as described in Section 7.7, “Memory
Map and Registers.”

7.8.4.10 Alternate Clock Selection

Depending on which clock source fails, the loss-of-clock circuit switches the system clocks source to the
remaining operational clock. The alternate clock source generates the system clocks until reset is asserted.
As Table 7-19 shows, if the reference fails, the PLL goes out of lock and into self-clocked mode (SCM).
The PLL remains in SCM until the next reset. When the PLL is operating in SCM, the system frequency
depends on the value in the RFD field. The SCM system frequency stated in electrical specifications
assumes that the RFD has been programmed to binary 000. If the loss-of-clock condition is due to PLL
failure, the PLL reference becomes the system clocks source until the next reset, even if the PLL regains
and relocks.

Table 7-19. Loss of Clock Summary

Clock System Clock Source Reference Failure Alternate Clock PLL Failure Alternate Clock
Mode Before Failure Selected by LOC Circuit! Until Reset |Selected by LOC Circuit Until Reset
PLL PLL PLL self-clocked mode PLL reference
External External clock None NA

' The LOC circuit monitors the reference and feedback inputs to the PFD. See Figure 7-12.

A special loss-of-clock condition occurs when the reference and the PLL fail. The failures may be
simultaneous, or the PLL may fail first. In either case, the reference clock failure takes priority and the
PLL attempts to operate in SCM. If successful, the PLL remains in SCM until the next reset. If the PLL
cannot operate in SCM, the system remains static until the next reset. The reference and the PLL must be
functioning properly to exit reset.
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7.8.4.11

Table 7-20 shows the resulting actions for a loss of clock in stop mode when the device is being clocked
by the various clocking methods.

Loss of Clock in Stop Mode

Table 7-20. Stop Mode Operation

>| w| w o | Expected 7))
MODE | W|fcE|c|la| Q|2 PLL PLL Action MODE ‘Q f, 8
OOl d d|l 0| X . . Comments
In O| 0| 0| | O| =| Actionat During Stop Out 8 9 C_IJ
RN S [ | L Stop b
EXT X [ X | X |X [ X |X — — EXT 0 0 0
Lose reference Stuck — —
clock
NRM |0 |0 |0 |Off|Off 0 |Loselock, |Regain NRM ‘LK 1 ‘LC
f.b. clock, -
reference No regain Stuck — — —
clock
NRM X |0 [0 |Off|Off|[1 |Lose lock, |Regainclocks,but |SCM—> 0—‘LK [0—>1 [ 1—‘LC |Block LOCS and
f.b. clock, |don’tregainlock |unstable LOCKS until
reference NRM clock and lock
clock respectively
regain; enter
SCM regardless
of LOCEN bit
until reference
regained
No reference SCM—> 0— 0— [1—> Block LOCS and
clock regain LOCKS until
clock and lock
respectively
regain; enter
SCM regardless
of LOCEN bit
No f.b. clock Stuck — — —
regain
NRM |0 |0 |0 |[Off On|0 |Loselock |Regain NRM ‘LK 1 ‘LC Block LOCKS
from being
cleared
Lose reference Stuck — — —
clock or no lock
regain
Lose reference NRM ‘LK 1 ‘LC Block LOCKS
clock, from being
regain cleared
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Table 7-20. Stop Mode Operation (continued)

Clock Module

Expected n
Z| w o
MODE | &| &| & a| 0| 3| PLL PLL Action MODE 2 S 3
olo|dld| | ¥ . . o Comments
In O| 6| 0| & | O| = | Action at During Stop Out 8 9 S
il L stop rt
NRM |0 |0 |0 |OffOn|1 |Loselock |No lock regain Unstable 0—>LK [0—>1 |LC Block LOCKS
NRM until lock
regained
Lose reference Stuck — — —
clock or no f.b.
clock regain
Lose reference Unstable 0—‘LK |[0—>1 |‘LC LOCS not set
clock, regain NRM because
LOCEN=0
NRM |0 |0 [0 {On|On|0 — — NRM ‘LK 1 ‘LC
Lose lock or clock | Stuck — — —
Lose lock, regain | NRM 0 1 ‘LC
Lose clock and NRM 0 1 ‘LC LOCS not set
lock, regain because
LOCEN=0
NRM |0 |0 [0 |{On|On|1 — — NRM ‘LK 1 ‘LC
Lose lock Unstable 0 0—1 |‘LC
NRM
Lose lock, regain | NRM 0 1 ‘LC
Lose clock Stuck — — —
Lose clock, regain | Unstable 0 0—1 |‘LC
without lock NRM
Lose clock, regain | NRM 0 1 ‘LC
with lock
NRM |X |X [1 |Off| X |X |Loselock, |RESET RESET — — — Reset
f.b. clock, immediately
reference
clock
NRM |0 |0 |1 {On|On|X — — NRM ‘LK 1 ‘LC
Lose lock or clock | RESET — — — Reset
immediately
NRM 1 |0 [0 |Off|Off [0 |Lose lock, |Regain NRM ‘LK 1 ‘LC REF not entered
f.b. clock, during stop;
reference SCM entered
clock during stop only
during oscillator
startup
No regain Stuck — — —
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Table 7-20. Stop Mode Operation (continued)

Expected n
Z| w o
MODE | w | Ib':J 4| 0|2 PLL PLL Action MODE ‘Q 5 8
QlOo|ld Jd| | X . - Comments
In O| 0| 0| a| 0| =| Actionat During Stop Out o o 9
NRM |1 |0 |0 [OffOn|0 |Lose lock, |Regain NRM ‘LK 1 ‘LC REF mode not
f.b. clock entered during
stop
No f.b. clock or Stuck — — —
lock regain
Lose reference SCM 0 0 1 Wakeup without
clock lock
NRM 1 |0 |0 [Off{On|1 [Lose lock, |Regain f.b.clock |Unstable 0—‘LK [0—>1 |‘LC REF mode not
f.b. clock NRM entered during
stop
No f.b. clock Stuck — — —
regain
Lose reference SCM 0 0 1 Wakeup without
clock lock
NRM |1 |0 |0 |{On|On|0 — — NRM ‘LK 1 ‘LC
Lose reference SCM 0 0 1 Wakeup without
clock lock
Lose f.b. clock REF 0 X 1 Wakeup without
lock
Lose lock Stuck — — —
Lose lock, regain | NRM 0 1 ‘LC
NRM |1 {0 |0 {On|On|1 — — NRM ‘LK 1 ‘LC
Lose reference SCM 0 0 1 Wakeup without
clock lock
Lose f.b. clock REF 0 X 1 Wakeup without
lock
Lose lock Unstable 0 0—1 |'LC
NRM
NRM |1 |0 |1 [On|On|X — — NRM ‘LK 1 ‘LC
Lose lock or clock | RESET — — — Reset
immediately
NRM 1 (1 [ X |Off{ X |X |Loselock, |RESET RESET — — — Reset
f.b. clock, immediately
reference
clock
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Clock Module

Expected n
w o
MODE | &| &| @ | o| 3| PLL PLL Action MODE o | ¥ | 9
olo|d d| | X . . o Comments
In O| 6| 0| & | O| = | Action at During Stop Out 8 9 S
il L stop rt
NRM 1 |1 [0 [On|{On|0 — — NRM ‘LK 1 ‘LC
Lose clock RESET — — — Reset
immediately
Lose lock Stuck — — —
Lose lock, regain | NRM 0 1 ‘LC
NRM 1 |1 [0 [On|On|1 — — NRM ‘LK 1 ‘LC
Lose clock RESET — — — Reset
immediately
Lose lock Unstable 0 0—1 |‘LC
NRM
Lose lock, regain | NRM 0 1 ‘LC
NRM 1 |1 (1 |On|{On|X — — NRM ‘LK 1 ‘LC
Lose clock or lock | RESET — — — Reset
immediately
REF 1 |0 [0 |X |[X [X — — REF 0 X 1
Lose reference Stuck — — —
clock
SCM |1 |0 (0 |Off|X |0 |[PLL Regain SCM SCM 0 0 1 Wakeup without
disabled lock
SCM 1 |0 [0 |Off X |1 |PLL Regain SCM SCM 0 0 1
disabled
SCM (1 |0 [0 |{On|On|0 — — SCM 0 0 1 Wakeup without
lock
Lose reference SCM
clock
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Table 7-20. Stop Mode Operation (continued)

Expected n
w o
MoDE || | & o] 0| 3| PLL PLL Action mobE | £ | ¥ | 9
olo|d || X . - o Comments
In O/ ©| 0| & | O| =| Action at During Stop Out 3 9 9
il L stop rt
SCM 1 (0 |0 [On|On|1 — — SCM 0 0 1
Lose reference SCM
clock
Note:

PLL = PLL enabled during STOP mode. PLL = On when STPMD[1:0] = 00 or 01
OSC = oscillator enabled during STOP mode. Oscillator is on when STPMD[1:0] = 00, 01, or 10
MODES

NRM = normal PLL crystal clock reference or normal PLL external reference mode. During normal external reference mode,
the oscillator is never enabled. Therefore, during these modes, refer to the OSC = On case regardless of STPMD values.

EXT = external clock mode

REF = PLL reference mode due to losing PLL clock or lock from NRM mode

SCM = PLL self-clocked mode due to losing reference clock from NRM mode

RESET = immediate reset

LOCKS

‘LK -= expecting previous value of LOCKS before entering stop

0—>‘LK = current value is 0 until lock is regained which then is the previous value before entering stop
0—> = current value is 0 until lock is regained but lock is never expected to regain

LOCS

‘LC = expecting previous value of LOCS before entering stop

1—‘LC = current value is 1 until clock is regained which then is the previous value before entering stop
1—> = current value is 1 until clock is regained but CLK is never expected to regain
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Chapter 8
Backup Watchdog Timer (BWT) Module

8.1 Introduction

The Backup Watchdog Timer (BWT) module is used to help software recover from runaway code. This
section presents the modes of operation, register information, and functional description of the BWT. A
block diagram of the BWT is shown in Figure 8-1.

IPBUS

i L

16-bit WCNTR | | 16-bit WSR |

1t i
{} Count=0

BWT Divi
Clock — |X|(§i§6by 44 16-bit Watchdog Counter ’7—> Reset
Source ﬁ
EN Load Counter
WAIT
DOZE 16-bit WMR
HALTED @

IPBUS

Figure 8-1. Backup Watchdog Timer Block Diagram

8.1.1 Overview

The BWT is a 16-bit timer that is useful in helping software to recover from runaway code. It incorporates
a free-running up-counter that generates a warm reset on underflow. After generating the reset, the BWT
sets bit 7 of the Reset Status Register. To prevent a reset, software must periodically restart the countdown
by writing a special set of values to a register in the BWT. This periodic writing process is referred to as
servicing the BWT.

The clock source for the BWT can come from the relaxation oscillator or the system clock (see
Section 7.7.1.10, “Backup Watchdog Timer Control Register (BWCR)”).

8.1.2 Modes of Operation

This section describes the operation of the BWT in low-power modes of operation. These modes are
described in Chapter 10, “Power Management”.
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8.1.2.1 Wait Mode
The functionality of the BWT in Wait mode depends on the value of WCR[WAIT].

When WCR[WAIT]=1, the BWT stops when the device enters Wait mode. When the device leaves Wait
mode, the BWT resumes from the state it was in when it stopped.

When WCR[WAIT]=0, the BWT continues to operate normally when the device enters Wait mode.

8.1.2.2 Doze Mode
The functionality of the BWT in Doze mode depends on the value of WCR[DOZE].

When WCR[DOZE]=1, the BWT stops when the device enters Doze mode. When the device leaves Doze
mode, the BWT resumes from the state it was in when it stopped.

When WCR[DOZE]=0, the BWT continues to operate normally when the device enters Doze mode.

8.1.2.3 Stop Mode
The functionality of the BWT in Stop mode depends on the value of WCR[STOP].

When WCR[STOP]=1, the BWT stops when the device enters Stop mode. When the device leaves Stop
mode, the BWT resumes from the state it was in when it stopped.

When WCR[STOP]=0, the BWT continues to operate normally when the device enters Stop mode.

8.2 Memory Map and Register Definition

The backup watchdog timer programming model includes registers in the BWT and clock modules. The
registers used to configure the BWT are read-always/write once, and their contents are preserved during a
warm reset. Only a Power-On Reset resets these registers to their default values.

8.2.1 Memory Map
Table 8-1. BWT Memory Map

Igfsf::\t? Register ‘?S::g)l Access | Reset Value | Section/Page
0x14_0000 |Backup Watchdog Timer Control Register (WCR) 8 R/W? 0x02 8.2.2.1/8-3
0x14_0002 |Backup Watchdog Timer Modulus Register (WMR) 16 R/W?2 OxFFFF 8.2.2.2/8-4
0x14_0004 |Backup Watchdog Timer Count Register (WCNTR) 16 R OxFFFF 8.2.2.3/8-4
0x14_0006 |Backup Watchdog Timer Service Register (WSR) 16 R/W 0x00 8.2.2.4/8-5
0x12_0013 | Clock Mgdule Backup Watchdog Timer Control Register 8 R/W3 0x02 7.7.1.10/7-16

(BWCR)

T Addresses not assigned to a register and undefined register bits are reserved for expansion.
2 WCR and WMR are read-always/write-once, and cannot be changed until the next Power-On Reset event.

3 This read-always/write-once register is part of the Clock Module; see Section 7.7.1.10, “Backup Watchdog Timer Control
Register (BWCR),” for a detailed description.
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8.2.2

8.2.2.1

Backup Watchdog Timer (BWT) Module

Register Descriptions

Backup Watchdog Timer Control Register (WCR)

The WCR, shown in Figure 8-2, configures the operation of the BWT. It is a read-always/write-once
register; after the register is written, the contents cannot be changed until the next Power-On Reset event

occurs.

This register must be written as a whole.

NOTE

To ensure that the BWT is properly enabled, the software must write a value
to the WMR (see Section 8.2.2.2, “Backup Watchdog Timer Modulus
Register (WMR)”) prior to writing to the WCR.

IPSBAR Access: Supervisor read/write
Offset: 0x14_0000 (WCR)
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R| O 0 0 0 0 0 0 0 0 0 0 1
W STOP | WAIT |DOZE EN
Reset! 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0

Figure 8-2. Backup Watchdog Timer Control Register (WCR)

After Power-On Reset; the register contents are preserved during warm resets.

Table 8-2. WCR Field Descriptions

Field Description
15-5 | Reserved, should read 0. Writes have no effect and terminate without transfer error exception.
4 Stop Mode bit. This read-always/write-once bit controls the function of the BWT in Stop mode.
STOP |0 BWT continues to operate when the device enters Stop mode as long as the BWT is provided with a clock.
1 BWT stops when the device enters Stop mode.
3 Wait Mode bit. This read-always/write-once bit controls the function of the BWT in Wait mode.
WAIT |0 BWT continues to operate when the device enters Wait mode.
1 BWT stops when the device enters Wait mode.
2 Doze Mode bit. This read-always/write-once bit controls the function of the BWT in Doze mode.
DOZE |0 BWT continues to operate when the device enters Doze mode.
1 BWT stops when the device enters Doze mode.
1 Reserved, should read 1.
0 BWT Enable bit. This read-always/write-once bit enables the BWT.
EN 0 BWT is disabled.
1 BWT is enabled.
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8.2.2.2 Backup Watchdog Timer Modulus Register (WMR)

The WMR, shown in Figure 8-3, contains the value (modulus) that is loaded into the BWT count register
(WCNTR) when the BWT is serviced. This value effectively corresponds to the BWT’s timeout period.
The software must service the timer within this period to avoid a reset. The timeout period is a function of
the WMR, the period of the BWT’s input clock, and the device operating mode, as shown in the equation
in Table 8-3.

The WMR is a read-always/write-once register; after the register is written, the contents cannot be changed
until the next Power-On Reset event occurs.

NOTE

To ensure that the BWT is properly enabled, the software must write a value
to the WMR prior to writing to the WCR.

IPSBAR Access: Supervisor read/write
Offset: 0x14_0002 (WMR)
15 14 13 12‘11 10 9 8‘7 6 5 4‘3 2 1 0
R
WM
W

Reset! 1 1+ 1 1 [+ 1+ 1 1+ [ 1+ 1+ 1 1 [ 1 1 1 A

Figure 8-3. Backup Watchdog Timer Modulus Register (WMR)
T After Power-On Reset; the register contents are preserved during warm resets.

Table 8-3. WMR Field Descriptions

Field Description

15-0 | BWT modulus. This value is loaded into the BWT count register (WCNTR) when the BWT is serviced. It thus
WM corresponds to the BWT’s timeout period. The actual timeout period is given by the following equations:

Device in Stop/Wait/Doze mode: T = [(WM +1)-4096 + 16]t

Device not in Stop/Wait/Doze mode: T = [(WM + 1) -4096 + 4]t

where T is the timeout period and t is the period of the BWT’s input clock.

8.2.2.3 Backup Watchdog Timer Count Register (WCNTR)

The WCNTR, shown in Figure 8-4, reflects the current value in the BWT counter. This counter is reset to
the value in WMR when the BWT is serviced.

WCNTR should be read as a whole; reading it with two 8-bit reads may not return the correct value.
Writing to WCNTR has no effect and results in a normal write cycle termination.
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IPSBAR Access: Supervisor read/write
Offset: 0x14_0004 (WCNTR)

15 14 13 12‘11 10 9 8‘7 6 5 4‘3 2 1 0

R wC
we [ [ ] [ ] [ [ [ ]
Reset 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Figure 8-4. Backup Watchdog Timer Count Register (WCNTR)
Table 8-4. WCNTR Field Descriptions
Field Description

15-0 BWT counter. This field reflects the current value in the BWT counter.
wC

8.2.2.4 Backup Watchdog Timer Service Register (WSR)

The WSR is shown in Figure 8-5, and is used to instruct the BWT to reset its internal counter to the value
in WMR[WM]. This is known as servicing the BWT. To do so, the software must write the two values
0x5555 and OxAAAA, in that order, to WSR. These two write operations must be completed before the
BWT timeout period is reached (i.e., WCNTR[WC] reaches zero). If these operations are not completed
before the end of the timeout period, the BWT asserts a system reset.

The software can execute other instructions between the two write instructions required to service the
BWT (0x5555 and 0OxAAAA). All instructions, however, must be completed before the timeout period is
reached to prevent a reset.

Writing any values other than 0x5555 or 0OxAAAA to the WSR resets the servicing sequence. The software
must then begin the sequence again (writing 0x5555 and 0OxAAAA to WSR) to service the BWT.

This register must be written as a whole.

IPSBAR Access: Supervisor read/write
Offset: 0x14_0006 (WSR)
15 14 13 12 ‘ 11 10 9 8 ‘ 7 6 5 4 ‘ 3 2 1 0
R WS

w | | P b ]

Reset O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Figure 8-5. Backup Watchdog Timer Service Register (WSR)

Table 8-5. WSR Field Descriptions

Field Description

15-0 | BWT service field. To service the BWT, the software must write the values 0x5555 and 0xAAAA, in that order, to this
WS field before the BWT timeout period is reached.
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8.3  Functional Description

When the BWT is properly enabled, it loads the value in WMR[WM] into WCNTR[WC] and begins to
decrement WCNTR[WC]. If WCNTR[WC] reaches zero, the BWT asserts a system reset. To prevent this
reset, the BWT requires the software to write 0x5555 and 0OxAAAA, in that order, to the WSR. This
procedure, referred to as servicing the BWT, reinitializes the value of WCNTR[WCT] to the value in
WMR[WM]. This logic helps guard against runaway code.

The following procedure summarizes how to enable and service the BWT properly.
1. Select the desired clock source for the BWT from within the clock module (see Chapter 7, “Clock
Module”).
2. Write to the BWCR (see Section 7.7.1.10, “Backup Watchdog Timer Control Register (BWCR)”)
with the proper values for the chosen clock source.

3. Determine the desired timeout period for the BWT, and write it to the WMR. This step is
recommended even if the default values are acceptable, to lock the register against accidental
writes by runaway code.

4. Write to the WCR with WCR[EN]=1 and the WAIT, DOZE, and STOP bits configured as desired.

5. To prevent a reset, service the BWT by writing 0x5555 and OxAAAA, in that order, to the WSR
before the timeout period is reached.
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Chapter 9
Real-Time Clock

9.1 Introduction

This section discusses how to operate and program the real-time clock (RTC) module that maintains the
system clock, provides stopwatch, alarm, and interrupt functions, and supports the following features.

9.1.1 Overview

Figure 9-1 is a block diagram of the Real-Time Clock (RTC) module. It consists of the following blocks:
* Time-of-day (TOD) clock counter
* Alarm
* Minute stopwatch
» Associated control and bus interface hardware

[ TOD CLOCK ]
\ | i
1 Hz Input CLock SECOND MINUTE HOUR DAY
f ] 1 PPM 1PPH 17PD |
RTC_INT J L J- - - A 1 - ﬁ 1 ﬁ |
INTERRUPT | Cg',ﬁggl_ ]
) CONTROL
< |INTERRUPT| o Y Y Y \
ENABLE ALARM COMPARATOR
SECOND MINUTE HOUR
INTERRUPT LATCH LATCH LATCH
I
STATUS [— A A A
< ADDRESS
IPBUS
DATA DECODE MINUTE STOPWATCH
—— -
BUS CONTROL

Figure 9-1. Real-Time Clock Block Diagram

9.1.2 Features

The RTC module includes the following features:
* Full clock—days, hours, minutes, seconds
* Minute countdown timer with interrupt
* Programmable daily alarm with interrupt
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9.1.3

Once-per-day, once-per-hour, once-per-minute, and once-per-second interrupts

Modes of Operation

The incoming 1 Hz signal is used to increment the seconds, minutes, hours, and days TOD counters. The
alarm functions, when enabled, generate RTC interrupts when the TOD settings reach programmed values.
The sampling timer generates fixed-frequency interrupts, and the minute stopwatch allows for efficient
interrupts on minute boundaries.

9.2

Counter

The counter portion of the RTC module consists of four groups of counters that are physically
located in three registers:

— The 6-bit seconds counter is located in the SECONDS register

— The 6-bit minutes counter and the 5-bit hours counter are located in the HOURMIN register
— The 16-bit day counter is located in the DAYR register

Alarm

There are three alarm registers that mirror the three counter registers. An alarm is set by accessing
the real-time clock alarm registers (ALRM_HM, ALRM_ SEC, and DAYALARM) and loading the
exact time that the alarm should generate an interrupt. When the TOD clock value and the alarm
value coincide, an interrupt occurs one half second later.

Minute Stopwatch
The minute stopwatch performs a countdown with a one minute resolution. It can be used to
generate an interrupt on a minute boundary.

Memory Map/Register Definition

The RTC module includes 10 32-bit registers. Table 9-1 summarizes these registers and their addresses.

Table 9-1. RTC Module Register Memory Map

IPSBAR Offset Use Access
0x18_0000 RTC Hours and Minutes Counter Register (HOURMIN) read/write
0x18_0004 RTC Seconds Counter Register (SECONDS) read/write
0x18_0008 RTC Hours and Minutes Alarm Register (ALRM_HM) read/write
0x18_000C RTC Seconds Alarm Register (ALRM_SEC) read/write
0x18_0010 RTC Control Register (RTCCTL) read/write
0x18_0014 RTC Interrupt Status Register (RTCISR) read/write
0x18_0018 RTC Interrupt Enable Register (RTCIENR) read/write
0x18_001C Stopwatch Minutes Register (STPWCH) read/write
0x18_0020 RTC Days Counter Register (DAYS) read/write
0x18_0024 RTC Day Alarm Register (ALRM_DAY) read/write
0x18_0030 Reserved —
0x18_0034 RTC General Oscillator Count Upper Register (RTCGOCU) read/write
0x18_0038 RTC General Oscillator Count Lower Register (RTCGOCL) read/write

9-2
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9.2.1 RTC Hours and Minutes Counter Register (HOURMIN)

The real-time clock hours and minutes counter register (HOURMIN) is used to program the hours and
minutes for the TOD clock. It can be read or written at any time. After a write, the time changes to the new
value. A power-on reset (POR) sets the RTC to the reset values shown in Figure 9-2.

IPSBAR Access: User read/write
Offset: 0x18_0000 (HOURMIN)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Rl O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

15 14 13 12 ‘ 11 10 9 8 7 6 5 4 3 2 1 0
R[ o 0 0 0 0
HOURS MINUTES
w
Reset' 0 0 0 ? \ ? ? ? ? 0 0 ? ? ? ? ? ?

1 RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Figure 9-2. RTC Hours and Minutes Counter Register (HOURMIN)

Table 9-2. HOURMIN Field Descriptions

Field Description
31-13 Reserved, should be cleared.
12-8 Hour setting; can be set to any value between 0 and 23.
HOURS
7-6 Reserved, should be cleared.
5-0 Minutes setting; can be set to any value between 0 and 59.
MINUTES

9.2.2 RTC Seconds Counter Register (SECONDS)

The real-time clock seconds register (SECONDS) is used to program the seconds for the TOD clock. It
can be read or written at any time. After a write, the time changes to the new value. A power-on reset
(POR) sets the RTC to the reset values shown in Figure 9-3.
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IPSBAR Access: User read/write
Offset: 0x18_0004 (SECONDS)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

SECONDS

W
Reset' 0 0 0 0 0 0 0 0 0 0 ? ? ? ? ? ?
Figure 9-3. RTC Seconds Counter Register (SECONDS)

1 RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Table 9-3. SECONDS Field Descriptions

Field Description

31-6 Reserved, should be cleared.

5-0 Seconds setting; can be set to any value between 0 and 59.
SECONDS

9.2.3 RTC Hours and Minutes Alarm Register (ALRM_HM)

The real-time clock hours and minutes alarm (ALRM_HM) register is used to configure the hours and
minutes setting for the alarm. The alarm settings can be read or written at any time.

IPSBAR Access: User read/write
Offset: 0x18_0008 (ALRM_HM)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Rl O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

HOURS MINUTES

Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Figure 9-4. RTC Hours and Minutes Alarm Register (ALRM_HM)
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T RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Table 9-4. ALRM_HM Field Descriptions

Field Description
31-13 Reserved, should be cleared.
12-8 Alarm hour setting; can be set to any value between 0 and 23.
HOURS
7-6 Reserved, should be cleared.
5-0 Alarm minute setting; can be set to any value between 0 and 59.
MINUTES

9.2.4 RTC Seconds Alarm Register (ALRM_SEC)

The real-time clock seconds alarm (ALRM_SEC) register is used to configure the seconds setting for the
alarm. The alarm settings can be read or written at any time.

IPSBAR Access: User read/write
Offset: 0x18_000C (ALRM_SEC)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Rl O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

SECONDS

w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 9-5. RTC Seconds Alarm Register (ALRM_SEC)

T RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Table 9-5. ALRM_SEC Field Descriptions

Field Description

31-6 Reserved, should be cleared.

5-0 Alarm seconds setting; can be set to any value between 0 and 59.
SECONDS
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9.2.5 RTC Control Register (RTCCTL)

The real-time clock control (RTCCTL) register is used to enable the real-time clock module and specify
the reference frequency information for the prescaler.

IPSBAR Access: User read/write
Offset: 0x18_0010 (RTCCTL)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
15 14 13 12 11 10 9 7 1 0
Rl O 0 0 0 0 0 0 0 0 0 0 0 0 0
EN SWR
w
Reset' 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0

Figure 9-6. RTC Control Register (RTCCTL)

' RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Table 9-6. RTCCTL Field Descriptions

Field Description

31-8 Reserved, should be cleared.

7 RTC Enables/Disable bit. This bit enables/disables the RTC. The software reset bit (SWR) has no effect on this bit.
EN Bit description

0 Disable the real-time clock

1 Enable the real-time clock

6-1 Reserved, should be cleared.

0 Software Reset bit. This bit resets the RTC to its default state. However, a software reset has no effect on the EN bit.
SWR |0 No effect
1 Reset the module to its default state

9.2.6 RTC Interrupt Status Register (RTCISR)

The real-time clock interrupt status register (RTCISR) indicates the status of the various real-time clock
interrupts. When an event of the types included in this register occurs, then the bit is set in this register
regardless of its corresponding interrupt enable bit. These bits are cleared by writing a 1 to them; this also
clears the interrupt. Interrupts may occur while the system clock is idle or in sleep mode.
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IPSBAR Access: User read/write
Offset: 0x18_0014 (RTCISR)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Rl O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Rl O 0 0 0 0 0 0 0 0 0
HR | 1HZ | DAY | ALM | MIN | SW
w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 9-7. RTC Interrupt Status Register (RTCISR)

1 RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source

is connected.

Table 9-7. RTCISR Field Descriptions

Field Description
31-6 Reserved, should be cleared.
5 Hour flag bit. This bit indicates whether the hour counter has incremented. If enabled, this bit is set on every
HR increment of the RTC hour counter.
0 No 1-hour interrupt occurred
1 A 1-hour interrupt has occurred
4 1 Hz flag bit. This bitindicates whether the second counter has incremented. If enabled, this bit is set on every
1HZ increment of the RTC second counter.
0 No 1 Hz interrupt occurred
1 A1 Hzinterrupt has occurred
3 Day flag bit. This bit indicates whether the day counter has incremented. If enabled, this bit is set on every
DAY increment of the RTC day counter.
0 No 24-hour rollover interrupt occurred
1 A 24-hour rollover interrupt has occurred
2 Alarm flag bit. This bit indicates that the RTC time matches the value in the alarm registers. The alarm
ALM reoccurs every 65536 days. For a single alarm, clear the interrupt enable for this bit in the interrupt service
routine.
0 No alarm interrupt occurred
1 An alarm interrupt has occurred
1 Minute flag bit. This bit indicates that the minute counter has incremented. If enabled, this bit is set on every
MIN increment of the RTC minute counter.
0 No 1-minute interrupt occurred
1 A 1-minute interrupt has occurred
0 Stopwatch flag bit. This bit indicates that the stopwatch countdown has timed out.
SW 0 The stopwatch did not time out.
1 The stopwatch timed out.
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9.2.7 RTC Interrupt Enable Register (RTCIENR)

The real-time clock interrupt enable register (RTCIENR) is used to enable/disable the various real-time
clock interrupts. Masking an interrupt bit has no effect on its corresponding status bit.

IPSBAR 0x18_0018 (RTCIENR) Access: User read/write
Offset:

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

HR | 1HZ | DAY | ALM | MIN | SW

w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 9-8. RTC Interrupt Enable Register (RTCIENR)

' RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Table 9-8. RTCIENR Field Descriptions

Field Description
31-6 Reserved, should be cleared.
5 Hour interrupt enable bit. This bit enables/disables an interrupt when the hour counter of the real-time clock
HR increments.

0 The 1-hour interrupt id disabled.
1 The 1-hour interrupt is enabled.

4 1 Hz interrupt enable bit. This bit enables/disables an interrupt when the second counter of the real-time clock

1HZ increments.
0 The 1 Hz interrupt is disabled.
1 The 1 Hz interrupt is enabled.

3 Day interrupt enable bit. This bit enables/disables an interrupt when the hours counter rolls over from 23 to 0
DAY (midnight rollover).
0 The 24-hour interrupt is disabled.
1 The 24-hour interrupt is enabled.

2 Alarm interrupt enable bit. This bit enables/disables the alarm interrupt.
ALM 0 The alarm interrupt is disabled.
1 The alarm interrupt is enabled.
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Table 9-8. RTCIENR Field Descriptions (continued)

Field Description
1 Minute interrupt enable bit. This bit enables/disables an interrupt when the RTC minute counter increments.
MIN 0 The 1-minute interrupt is disabled.
1 The 1-minute interrupt is enabled.
0 Stopwatch interrupt enable; enables/disables the stopwatch interrupt. The stopwatch counts down and
SW remains at decimal -1 until it is reprogrammed. If this bit is enabled with -1 (decimal) in the STPWCH register,
an interrupt is posted on the next minute tick.
Bit description
1 = Stopwatch interrupt is enabled.
0 = Stopwatch interrupt is disabled.
9.2.8 RTC Stopwatch Minutes Register (STPWCH)

The stopwatch minutes (STPWCH) register contains the current stopwatch countdown value. When the
minute counter of the TOD clock increments, the value in this register decrements.

Access: User read/write

IPSBAR
Offset: 0x18_001C (STPWCH)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
w
Reset' 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R| o 0 0 0 0 0 0 0 0 0
CNT
w
Reset' 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1

Figure 9-9. RTC Stopwatch Minutes Register (STPWCH)

' RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source

is connected.

Table 9-9. STPWCH Field Descriptions

Field Description

31-6 Reserved, should be cleared.

5-0 Stopwatch count. This field contains the stopwatch countdown value.
CNT

Note: The stopwatch counter is decremented by the minute (MIN) tick output from the real-time clock, so the
average tolerance of the count is 0.5 minutes. For better accuracy, enable the stopwatch by polling the MIN
bit of the RTCISR register or by polling the minute interrupt service routine.
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9.2.9 RTC Days Counter Register (DAYS)

The real-time clock days counter register (DAY S) is used to program the day for the TOD clock. When the
HOUR field of the HOURMIN register rolls over from 23 to 00, the day counter increments. It can be read
or written at any time. After a write, the time changes to the new value. This register cannot be reset
because the real-time clock is always enabled at reset. Only 16-bit accesses to this register are allowed.

IPSBAR Access: User read/write
Offset: 0x18_0020 (DAYS)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

w
Rest' o0 o o o0 o0 O O 0O 0O 0O O 0 O 0 ©
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
DAYS
w
Reset' ? ? ? ? ? ? ? ? ? ? ? ? ? ? ? 2

Figure 9-10. RTC Days Counter Register (DAYS)

' RTC registers are reset only once, during the first power-on reset (POR), and are never reset again as long as the power source
is connected.

Table 9-10. DAYS Field Descriptions

Field Description

31-16 Reserved, should be cleared.

15-0 Day Setting. This field indicates the current day count, and can be set to any value between 0 and 65535.
DAYS

9.2.10 RTC Day Alarm Register (ALRM_DAY)

The real-time clock day alarm (ALRM_DAY) register is used to configure the day for the alarm. The alarm
settings can be read or written at any time.
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