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1 948

KW45 ZRAF-RE—MEINE. SeNESE T MCU, BE T{KITFEIES 5.3. CAN FD fl—F&IoHm.

AT ENLZ22EE, 85F Arm TrustZone-M, —PMNEIRIIEFHIESFI—NEEA EdgeLock T2 Xis, KW45 3755

BHINZENNERES. BENEERES, LIRESHNER. FiE. SEL2EE.

ER—IN=&EE, 80RO T—MEENE: M. ©%2 (EdgeLock) FIFZeEH.

TeBTIEASF R 2B — Cortex-M3 WIZFITHERINGENES LE Bit. SERAELTSETEFHIFESEOEIET

LE =521 BMIRENFERF. KW45 boot ROM Z#5FENF (CM-33) FIXLLBERING (CM-3) BUITFEEN4

&

F2E: H7#A boot ROM FGILUEIEIE 4618 IF N,

ANAEICHNERZET ISP L2 FH KW45 TLEREG, LAIRIA(ER SPSDK SLIX—B1R. B Jupyter

notebooks fEAR B IHZETL,

RXENBHIE BT :

. AT BAYAERL

. (FEBENMERRZARS KW45 ROM bootloader Y522

. REMTHHEISTHRILE R

BiY KW45 bootloader 3 INZHIMYE )RS B @I INTFH

BEHLTETME SDK (SPSDK) 2t T FrBRITEA I ERRT SW R,

BIETANEPEEORG, FERTUTRE:

o it&Hl (Windows 10 64 {iZ, Ubuntu 18.04 8¢LA EMRAS 64 {7, 8% Mac OS 10.15 8¢LA EiRA, x64, ARM64)

* B KW45 HE R RYEREEHR
B KWA45 EVK (BZEFEFEBRETITH, EFAEFFLRITEFESE, USRI EE EVK,
1B 2R, XIFRINEVK, WEFRERSDK &% (NXP SDK Keys) (GIEMFHRIERXIEFHE
F) FERZE B E,

« —%% micro-USB E| USB BYEE45

B AR R AR T A EE IR (R E (R 5522) |

BX KW45 NEZER, 1BHE www.nxp.com.cn HTE (KW45 ZRFF-REHER) (384 Kw45s) 1 (Kw45
SEFM) (ST KWASRM) .

AW N R

2 SPSDK £ft4

LZEFWEE SDK (SPSDK) 22— Mft—. 5. ZTFFAY Python SDK &, ERAFEEE MCU &5, M
ERRERBIGIHRIEFISE, CEHRME T RINEM, ZEAFBFPSIREEENEE, BEIRE, UNES.
TEHN LEEERSRENEUE.
BRI AER:
* API, Bl Python FEFZTVRIERZS.
BRI, ATLAMER Python EEHEMEM S TRFIX LN .
TEFIHT—L SPSDK BN A, HAPRHERNEREX MR ARG EEIR. Lt RHEtT SPSDK 7%
IR RT3,

— nxpimage
- HERk/RRIT AHAB BR{&
AN13883 AP E B AR R AIEILATR. © 2023 NXP B.V. {RiUES.
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https://github.com/NXPmicro/spsdk
http://www.nxp.com.cn/
https://www.nxp.com/doc/KW45
https://www.nxp.com/doc/KW45RM
https://github.com/NXPmicro/spsdk
https://spsdk.readthedocs.io/en/latest/usage/applications.html
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— 4R TrustZone BR{g
— 4k MasterBootimage BY&
— 4Bk SecureBinary BM&
- HRBEEX THEIE
— nxpcrypto
- 4REZHZIAEMR RSA/ECC ZiEX (FABHIRE) . FZFEMAER, BENIFHIERRITIE,
FUFEEARY
RN A8, (PEM/DER/RAW)
HER%/383IE X509 IEH
R/ IR RTEE
- nxpdevscan: FHFFEZEREEI USB 1 UART BB E &
- blhost: —MEATS5REHSH LA MCU bootloader #{TIBEHTR. B©RIFHEF:
- tRIERTE ID, BRREINGE/ZRINF
- FARMEERNE
— ¥XEV/i%E bootloader 4FEEIE
- BNEBRREF
- §&4¢ sB X4
- BEmENEEIESE L
- PR
- EFEA AT R BRER
- EENNFERAIER
- R5/iEEEL
- FIHATBF#ERS
- PUTOTSREVERT
- B
- Hifth

3 WNIZE3E SPSDK

E(FARE R SPSDK, BIRIBUAT S ERIRE:

1. &% Python 3.7+,
SPSDK £ Python >=3.7 ] <3.11 AUMRRERS AT 7R, ASZHF 2.x hRA, E TR EMAREN Python,
153518 python.org,

2. %% SPSDK, #JFF Windows iSi7~fF (cmd.exe) , IE{TLATaR<SKZLEE SPSDK:

:\nxp\spsdk> python -m venv venv

:\nxp\spsdk> venv\Scripts\activate

:\nxp\spsdk> python -m pip install --upgrade pip

:\nxp\spsdk> pip install spsdk

:\nxp\spsdk> spsdk --help

3. SPSDK & Bas TR S HIL.
B EREM SPSDK GitHub repo e EMMHRER AP L% SPSDK AUER, 158% SPSDK L3IEFIHE.

ONONONON!

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
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https://spsdk.readthedocs.io/en/latest/apps/nxpcrypto.html
https://www.python.org/
https://github.com/NXPmicro/spsdk
https://spsdk.readthedocs.io/en/latest/usage/installation.html
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{$Ef SPSDK i#id ISP &#f KW45 FTLisifl EfF

4 SPSDK Byl

AJLUEIE Python BIAE) API {8 SPSDK, tBRJLA{FRE Python BEEHIFAIEEL Jupyter Notebook, Man<1TVER
RIRk(#EFE SPSDK,

ETHXLRG, BERUATREMNERZ—:
* IR 1: T2fE GitHub BR. BE{TIAT®<, 15{EM Git (git-scm.com),
$ git clone https://github.com/NXPmicro/spsdk.git

o JEIN 2: %% SPSDK GitHub I FEEGE ST,

O Product Solutions Open Source Pricing Signin  Signup

Notifications

F master ~ P 4branches ) 16ta Go to file About

Secure Provisioning
Maria Wisniewska Release 1.9.0 unified, reliable a
B Clone library working across MCU portfolio
docs € providing strong foundation from quick
— HTTPS  GitHub CLI customer prototyping up to production
deployment.

https://github.com/nxp-mcuxpresso/spsdk.git [

tools
o0 (4] Open with GitHub Desktop

bumpversion.cfg Release 1.9.0
;) Download ZIP
-editorcontig S

.gitignore

Releases 16
.pre-commit-config.yam
SPSDK 1.9.0

] pylintrc

1. B Ei# SPSDK GitHub BT

SPSDK FEX4FEEE API tBBERIARYREI. BX Python FIARRA, iBMNAHZLEES4AY examples 32443
FEE:

C:\nxp\spsdk\examples

7£ SPSDK 1.9.0 H2{H)—LE SPSDK Python B A~ FIE3E :

* crypto - IEBFZREERYRAG

e dat - X EIEEEARAG

* image.py - BIE— MERAFENIE (I.MXRT)

* image dcd.py - BIE—NE DCD #iEN. fEENAEEIE

* image srk.py- MiE%EF'ﬁU@kE%S‘Z#F (SRK)

* 1pc55xx.py - /I LPC55xx BliE— L2 gmi, HEETHEIBR

* lpc55xx tz pfr.py - A LPC55xx SIEBENXH TrustZone FIZ{RIFHIINTFXIZEDE
* mboot .py - NEI#RAY bootloader EEEVEME

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
RFE%EiC SOk —2023E3810H
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https://git-scm.com/
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* sbfile.py - BIiE—1&LLE5 (SB) &

* sdp.py - {3 SDP EBNAF

 sdp_mboot .py - # flashloader T&ZF| i. MX RT10xx i&#EFHisEEX bootloader Bt
* sdps.py - {#f SDPSEANF

HRERSEXRTF KW45 i Python BIAR G,

Jupyter Notebook FITRBIBAENRZE A SARLIRMA, ITIRE jupyter IMERIHIFAF, HEEFFR
https://docs.jupyter.org/en/latest/start/index.htm| _FIR{HEAIEGE.

KW45 Jupyter Notebook BY7={FIfiTF jupyter_examples /3

C:\nxp\spsdk\examples\jupyter examples

: jl.l pyter kw45_|oad_NBU_image (unsaved changes) P Logout
File Edit View Insert Cell Kemel Widgets Help Not Trusted ‘ Python 3 (ipykemel) O

B 4+ 3 @& B 4 % PRun B C W Markdown v =

KW45 Load NBU image

This notebook describes how to load NBU image to KW45xx device.

Keys preparation

First we need to generate RoTKs (Root of Trust Keys) and optionally ISK (Image Signing Certificate). We will use nxperypto app for this purpose. Script by
default generates 4 RoTKs and 1 ISK key (full set of possible keys). Feel free to modify it according your needs. ROTK 0 generation is mandatory.

Seethe scripl's comments and modify the script accordlng 1o the application SECUﬂ[y requirements. KE\,I' generalion is done only once on the Deglnnmg. Based
on generated keys, ROTKTH value is calculated and loaded in the device fuses so that's why keys cannot be changed anymore for the device
In [1]: Xalias execute echo X1 && X1

%alias_magic ! execute

import os
import pprint

pp = pprint.PrettyPrinter(indent=4)

WORKSPACE = "workspace/" # change this to path to your workspace

VERBOSITY = "" # verbosity of commands, might be -v or -vv for debug or blank for no additional info

Created "%!° as an alias for “Xexecute’.

2. SPSDK Hfi§ KW45 Jupyter Notebook 7565

T—TBNEEEN Jupyter Notebook HI7RFl, 1BE FEEERIAN SRV ELE )4,

5 {#F SPSDK @i ISP Siffi KW45 FTLeiEifl Bt

SRR KW4S TTEBHEF 2R, 58> —T KW45 =2 bootloader FEAHATNR, X—RIREE, FEJ/I KW45
T BB EHRELA EESERAEREEARTERE, fllN, KREEREL., BREBNEEEE—
BENSEIL. NR— KW4s HRAYBLER—ERENER-EBRERI, BAVMLTEMFEZER-EHEX
., HZEHAEBEKX (Flan, #%B=) B, BRS KW4AS A NBU TEH—S8H, BEAXE s
PRHTHYZ & IS R T AT,

BRWERUTXHELRESER:

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
RFE%EiC SOk —2023E3810H
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https://docs.jupyter.org/en/latest/start/index.html

BE LSS AN13883
{f SPSDK @i ISP E# KW45 TS ES

o (KW45 ZFL2ZFMH) (3R KWA5SRM) 1 - &5 8 F5 ROM bootloader
o (W45 2ZFM (3T KW45RM) - 2 15 75 ROM bootloader

FEASEH, HAIB ISP EITLBNEH (FW) . KW45 ROM bootloader 2t 7 ISP (In-system
programming) SEFTH, ZSATEAE MCU LBl S 7% Lﬁi‘;‘d’ﬁo LR REGERY (81
NAFE. SEFREEMZENMER) RIEEEIIT MCU #TRE.
Blhost 2—1MNEHliR (PC) #pSfTLE, TS5 KW45 bootloader i&{5. Blhost & SPSDK f9—ME&INEE, AR
_JLJJ@EH ZENTER HE/TEMEMRE, FHiEid bootloader H{T4=, 4 ROM bootloader N ISP #&=UHT,
SEFIEN LPI2C/LPSPI/LPUART &, CAN O8RS, ISP B IS4 LPUART, LPI2C. LPSPI]
CAN EORYES. —BIEI— M EMEINAN, ERSERENATEO. NRBEKEI—N T, NEFZEUE
FEHRFTIEH,

(g KW45 ROM bootloader #\ ISP 183, &% BOOT_CONFIG 3|il (PTA4, KWA45-EVK thffy SW4) 3
g8z JP25 (KW45 EVK ) RI5(H [2-3].

~
~o
-

- e
mmmmgasn

i,
z é[

VvVv22281044

|

SI4

s SF———Ng—

2
.
|
%a ‘.\nx.d .
(% = 4
NI v 18 1 ’") =l R

Blhost receive-sb-file ap ST BT ISP B35 CM33 (NFE LB (CM3) (NFLAIMYE, Eiditiss,
KW45 igZEeElie TS (SB) X, %, RIEzMGEHEERSEIERRRE.

BT ISP [@ KW45 RIXRE “HFINHLIEHREEBH FW, FE—RIITE. ARNAECHEANLITEN
EEBRER—™ Jupyter Notebook, BHEARSHBIHHY AN _SPSDK. zip MFH,

i
Jl-wl“

Bl 3. KW45 EVK JP25 (&) flsw4 (R) , MEEHIEREER

1 ERENZAY, BHREERININARETIRIT (FAE) SEERE.

AN13883 AR E IR AR S FIEHLIR. © 2023 NXP B.V. i,

RIF%EiC $FOM—20238FE3810H
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https://www.nxp.com/doc/KW45RM

BEHESH AN13883
{EFH SPSDK i&@id ISP E#f KW45 & EiRE

AN_SPSDK

Name

B img

B Generating OEM Keys & Certificates

B2 Generating Secure Binary files using OEM Keys
B ss. Programming a KW45 sample with OEM Keys
B s Sending the new image to KW45

B «w45b41_nbu_ble_hosted_04.xip

4. KW45 £ig, SJERIEREAIESS SR

) Jupyter Quit Logout

Files Running Clusters

Select items to perform actions on them. Upload | New~ |2

Do -~ W Name ¥  Last Modified File size

( O img 5 months ago

O 5.1. Generating OEM Keys & Certificates .ipynb Running 16 minutes ago 219kB
O 5.2. Generaling Secure Binary files using OEM Keys.ipynb Running 6 minutes ago 19.9kB
[ 5.3. Programming a KW45 sample with OEM Keys .ipynb Running 16 minutes ago 581kB
C 5.4. Sending the new image to KW45.ipynb Running 2 days ago 3.62kB

( O kw45b41_nbu_ble_hosted_04 xip 5 months ago 177 kB

5. Jupyter Notebook REHAIEIC

5.1 4Bk OEM Z4BFNES

X—ERRIRR. Fo# SPSDK nxpcrypto MARIEE—MSEREEE (RoTKs, Rootof Trust Keys) F1m]
ERIBMEESZUES (ISK, Image Signing Certificate) . Zf5, FAPRMIESGERBRIEEN Y, LBEEEHI x509
U, HEPE35FAENNIINE. BEE, EEER— BTN SB3 ZiRIRENZSE (SB3KDK, SB3Key

Derivation Key) ,

Al RoTKs ] SB3KDK EESZE’JFE*ETH%H?EHA%{E (ROTKTH, Root of Trust Key Table Hash) , EETF—5#

FREE KW45 1 ROkEZL T, XERRGEBMERRTERZE HENG, BRXENHAIZE KW45 LL
EHTE NBU,

Generate Keys P

& Certificates

______________________ OEM Secret Keys
& Certificates

6. FEATIEHRUSHIE
BE: B EBEE A LR B HIEE, A= EamAEACFERIX .

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
RFE%EiC SOk —2023E3810H
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{EFH SPSDK i&@id ISP E#f KW45 & EiRE

E(FFY SPSDK A£RESHFIIES, 1B Jupyter s THE—NEICHIITENEIT. RIBESEEXC.yml BEEXH.
XL G R AE— RIS workspace A,

: Jupyter 5.1. Generating OEM Keys & Certificates Last Checkpoint: a faw seconds ago (autosaved) p Logout

File Edit View Insert Cell Kermnel Widgets Help Trusted ‘ Python 3 (ipykemel) O

B + 3 @& B 4 % PR B C B Markdown =

Keys preparation

This notebook describes how to generate keys

First we need to generate RoTKs (Root of Trust Keys) and optionally ISK (Image Signing Certificate). We will use nxpcrypto app for this purpose. Script by
default generates 4 RoTKs and 1 1SK key (full set of possible keys). Feel free to modify it according your needs. RoTK 0 generation is mandatory,

See the script's comments and modify the script according to the application security requirements. Key generation is done only once in the beginning. Based
on generated keys, RoTKTH value is calculated and loaded in the device fuses so that's why keys cannot be changed anymore for the device
In [5]: Xalias execute echo X1 && X1

%alias_magic ! execute

import os
import pprint

pp = pprint.PrettyPrinter(indent=4)

WORKSPACE
VERBOSITY

"workspace/" # change this to path to your workspace
" # verbosity of commands, might be -v or -vv for debug or blank for no additional info

Created "%!° as an alias for “Xexecute’.

In [6]: |# generate private key based on secp384rl curve - ROTK@
ROTK@_PRIVATE_KEY_PATH = WORKSPACE + "ec_pk_secp384rl_cert®@.pem”
ROTK@_PUBLIC_KEY_PATH - WORKSPACE + "ec_pk_secp384ril_cert@.pub”

! nxpcrypto $VERBOSITY key generate -k secp384rl $ROTK® PRIVATE_KEY_PATH --force

S

7. T£ Jupyter Notebook F¥JFHISE—/EIR

5.2 {EF OEM ZFA%ERLZ £ T HIC I

2B KWA5 EVK (B2 B BB fFR RS, UEHEFRFERE. FIURRIEEFEFEVK, E255%5
HizzZ, XITFRTEVK, NERBEEHSOK &5 (AIHEHFHIEEX FFHE)) Lz —HEIXIE,

L T EISIFRIERIA T OEM ARAIHEHIRERFIESR, XLEBFMEBATE SB NECE X4 INEZEIRE.

B ENAHERE BB SW EPRAIRHAISEIER, XERATTLAMA MCUXpresso SDKBuilder &,
gAY BE SR H KW45 ROM bootloader 182, EAFEHEI KW45 #HEFTIRS 7 B HISIEEHE. X
RIET KW45 BBRRIETRERE BN G, HREE— L2 T#HEISUs (*.sb3) |, AIlERT&IXLS OEM Y
KW45,

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
RFE%EiC SOk —2023E3810H
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https://mcuxpresso.nxp.com/en/welcome
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NXP
MCUXpresso
SDKBuilder

NXP

Signe

Image

Xip

@

" —" Secure
i Generate Secure | Binar
— . . | — Y
L ! Binary File SB3.1 ! Image
OEM Secret Keys N e OO OO0 U .sh3

& Certificates

8. BFEMERSTHEINHA OEM E$R (*.sb3)

E{F SPSDK £ — N2 HHEISE, B Jupyter FTRSE=AEICHIITE N R, XESUSFERTE
workspace &£/, 284 “sh3.sb3” ,

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
RFE%EiC SOk —2023E3810H
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BEHESE AN13883

{8/ SPSDK i@id ISP & KW45 TLi@HEF

: Jupyter 5.3. Generating Secure Binary files using OEM Keys (autosaved) 3 Logout

File Edit View Insert Cell Kemel Widgets Help Trusted j Python 3 (ipykemel) O

B+ 3 @ B 4 ¥ PRuin B C W Markdown v &=

Prepare SB3.1 configuration file

In order to generate SB3.1 file, npximage tool is used. The nxpimage tool generates the SB3.1 file according to the configuration file. Let's create a template
for SB3.1. Modify examples according your needs

In [2]: %alias execute echo %1 && %1
%alias_magic ! execute

import os
import pprint

pp = pprint.PrettyPrinter(indent=4)

WORKSPACE

= "workspace/" # change this to path to your workspace
VERBOSITY = ""

# verbosity of commands, might be -v or -vv for debug or blank for no additional info

SB31_TEMPLATE_PATH = WORKSPACE + "sb31_config.yml"

%! nxpimage $VERBOSITY sb31 get-template -f kwd5xx -o $SB31_TEMPLATE_PATH
assert _exit_code ==

assert os.path.exists(SB31_TEMPLATE_PATH)

with open(SB31_TEMPLATE_PATH) as f:
print(f.read())

Created "%!° as an alias for “Xexecute™.
nxpimage sb31 get-template -f kw45xx -o workspace/sb31_config.yml
Creating workspace/sb31_config.yml template file.

Secure Binary v3.1 Configuration template for kw45xx.

# Basic Settings ==

firmwareversion: @ # [Optional], Firmware version., Version of application image firmware.
family: kw45xx # [Required], MCU family, MCU family name., Possible options:['lpc55s3x’, "kw45xx"]
containerQutputFile: my_new.sb3 # [Required], SB3 filename, Generated SB3 container filename.

useIsk: false # [Required], Use ISK for signature certification, Enable ISK type of signature certification
signingCertificatePrivateKeyFile: isk_prv_key.pem # [Conditionally required], ISK Certificate private key, ISK Certificate pr
ivate key used to sign certificate

mainRootCertPrivateKeyFile: main_cert_prv_key.pem # [Conditionally required], Main root Certification Private Key, Path to Ma

in root Certification Private Key

rootCertificateEllipticCurve: secp256rl # [Optional], Type of elliptic curve of root key, Elliptic curve type used for root k

9. {£ Jupyter Notebook F¥TFFRISE—/EIC

5.3 F OEM E$H%S KW4s i REHITRS

BE: BRE—AFAERARIAEHRE (REHRISL) .

AS

Program Kw45

Sample Fuses

OEM Secretkeys T TTTTTToTTTTTTTTo .
& Certificates I

B 10. UL (5.375) W, SERERISEAMIRSE KW4s faterh

E 9B BT OEM-F Vs EHAFIRM T KWAs #, FEtwiiRSEo L EF R R, BE2ERIESH
(KW45 SEFH) (TR KWASRM) Fff 15.2.1 S EHBRIGRL/NGS,

fEltPeh, BERSTRIERRIZE AR PN KWAS B TIRG :

] KW45 sample with programmed fuses:
| el | CUST_PROD_OEMFW_ENC_SK : SB3KDK
1

/ CUST_PROD_OEMFW_AUTH_PUK : ROTKTH

ﬁ

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
RIFR%Eic SO0l —20234£3810H
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* CUST_PROD_OEMFW_ENC_SK: 256 fZINZEH, FTFRIF OEM BRI EY., BEFREMER sh3
(SB3KDK - SB3 ZHBIRERNER) HITEEH.
 CUST_PROD OEMFW_AUTH PUK: 256 fi ROTKTH, EHFTF CM-33 ENFMEIIE.

FLHRMEZ R, REIRI KWAS FERRUK AMEREI SR 2 hay&iA, thalidEs) E— R RS,
—HB KW45 IS5, MRBEERE—EZRMIEREMNTE T HE S RHITEN.

BEA E—TPEMRRIERRAMIRS KWASs #£ 5, 156 Jupyter FTHE NS, RfF, HEXTRE—
BITHISATRRNERFINZIE 12 PREETHGSZE, FUTEN AT,

: Jupyter 5.2. Programming a KW45 sample with OEM Keys Last Checkpoint: 5 hours ago (autosavad) A Logout

File Edit View Insert Cell Kemel Widgets Help Kemnel starting, please wait. Saving every 120 sec |Pylhon 3 (ipykemel) @

B 4+ 3 @ B 44 % PpRun B C W Makdown v | =

Device preparation

Now it's time to prepare the device. In this example we will use KW45-EVK board
First step is to enter ISP mode. this could be achieved by

1) Put JP25 to (2-3)

2 ) Reset the board with SW4 pressed

e KWA5-EVK

Use app nxpdevscan to check if the device is connected to the PC in ISP mode.

In [1]: Xalias execute echo %1 && X1
%alias_magic ! execute

import os
import pprint

pp = pprint.PrettyPrinter(indent=4)

WORKSPACE = "workspace/" # change this to path to your workspace
VERBOSITY = "" # verbosity of commands, might be -v or -vv for debug or blank for no additional info

# check if the device is connected and detected by PC
%! nxpdevscan

11. {£ Jupyter Notebook F$TFFRISE=/MEICE
B KWAS EVK JBLTSEHES TIE 12 S ETAEfFE S, 2L #example line LA ERE 7.

AN13883 AR IE R AR R A EIAR. © 2023 NXP B.V. {RiUES.
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{5 SPSDK iEiZ ISP S KW45 FoEeiEifElt

Program device fuses with keys/RoTKTH generated in previous steps
To program fuses blhost tool is used. Device needs to be in ISP mode, where it can communicate with blhost and process blhost commands. To serve the

purpose of this document, ISP communication only over UART peripheral is considered for scripts. Also, accurate COMx port must be used.

WARNING!!! This step is destructive operation (burning fuses), be sure that you set values of SB3KDK and RoTKH
correctly in script as printed in output from nxpimage

In [6]: # Increase voltage for fuse burning
%! blhost SUART_CONNECTION set-property €x16 1

# program SB3KDK (CUST_PROD_OEMFW_ENC_SK)

# put value SB3KDK generated by nxpimage
#21 Dlhost 3UART_CONNECTION fuse-program 6x28 [[ Substitute this comment by the SB3KDK generated key output in section SB3.1 gene

# example Line : X! blLhost SUART_CONNECTION fuse-program 8x2@ [[7aa7ef9813b3561257b8837dab26225301df3511217f2733c71dadcd447722d1 |

# program RoTKTH (CUST_PROD_OEMFW_AUTH_PUK)

#%! blhost $UART_CONNECTION fuse-program @x1F [["Substitute this comment by the RoTKTH generated key output in section SB3.1 gene
# example Lline : X! blhost $UART_CONNECTION fuse-program 6x1F [[650d8697079ff27a3e8a2dal4781b922fd8295b6c00bfab67100e87f1a16b8b3¢

# Program TZM_EN fuse, this fuse was missed during manufacturing of first Kw45 samples. Without TZM_EN fuse set, the S3MUA semaph
%! blhost SUART_CONNECTION fuse-program @xD [[@1]]

# Set voltage to normal value
%! blhost SUART_CONNECTION set-property €x16 @

4 3

12, XERERERNGSUAAE 2 S (5.275) PRIBARER

SB3.1 generation

We have created certificates and keys required for the creation of SB3.1 file. Let's create a SB3.1.

In [7]: %! nxpimage $VERBOSITY sb31 export $SB31_TEMPLATE_PATH
assert _exit_code ==
assert os.path.exists(WORKSPACE+SB31_FILE_PATH)

nxpimage sb31 export workspace/sb31 config.yml
ISBBKDK: 1d5a43bceadbacfécle6c642eas5b8cb2fadf1297017fc9ad703feofo7dc7ealf

ROTKTH: 9cafdb44179417841d0754b08238bae5793ab8074a619df7b93114d01102434a356fabb761bd303773c6c6880895a643
Success. (Secure binary 3.1: C:/Users/ )

13. EHB 28 (5.275) PERRIZIH

5.4 1SHRIREAIEE] KW45

Ra—*2FF Blhost receive-sb-file @< 5eSkAY.

= QT .
B?rf:s ' Send SB3.1 file ! , KW45 sample programmed with new
. ! to device : radio FW

.Sb3 (N . i

14, TEEH, ERERY*.sb3 HEREE KwW4s fh

BRI ZE THEINUG RIXE] KW45 EVK, 15{EA Jupyter FTFSEUNEIS. ZIREICHRYIRHE, £ ISPIRI
TR, HHITEBNEIT. HHF blhost receive-sb-file OB/ A BEER.

AN13883 A SRR SIS R A EREAENLTR. © 2023 NXP B.V. iRiRFFA.,
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: Jjupyter 5.4. Sending the new image to KW45 (autosaved)

File Edit View Insert Cell Kemel Widgets Help

+ 5 @A B A ¥ PR B C W Markdown v =

Device preparation

Now it's time to prepare the device. In this example we will use KW45-EVK board.
First step is to enter ISP mode, this could be achieved by

1) Put JP25 to (2-3)

2 ) Reset the board with SW4 pressed

L KWA5-EVK

Use app nxpdevscan to check if the device is connected to the PC in ISP mode.

In [4]: %Xalias execute echo %1 && %1
%alias _magic ! execute

import os
import pprint

pp = pprint.PrettyPrinter(indent=4)

WORKSPACE
VERBOSITY

rkspace/" # change this to path to your workspace

SB31_FILE_PATH = "sb3.sb3"

# check if the device is connected and detected by PC
%! nxpdevscan

Created "%!° as an alias for “Xexecute .
nxpdevscan
———————— Connected NXP USB Devices --------

nnnnn +nd MWD HADT Pawio

15. £ Jupyter Notebook FH¥TFFRISEMM{NEIR

# verbosity of commands, might be -v or -vv for debug or blank for no additional info

ﬁ Logout

Trusted | Python 3 (ipykemel) ©

EEFRREBIRAATFTRAE R f KWA5 @i, WRRHTHY* xip XHHUTEER 5.2 ($B5.215) PR

5.4 (§54%) .

6 {EiJhsE

= 1 BT BUIMUR ARSI A SR EAIE S,

*1. (EiTme

REFS HE

TRNEE |

oK 2023 3H 10H

DhRAT

© 2023 NXP B.V. {RiUES.
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7.1 Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

7.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at http://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this data sheet expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. Itis neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the

ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable

at PSIRT @nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

7.3 Trademarks

Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.

AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE,
Cordio, CoreLink, CoreSight, Cortex, DesignStart, Dynaml|Q, Jazelle,
Keil, Mali, Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore,
Socrates, Thumb, TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-
PLUS, ULINKpro, pVision, Versatile — are trademarks and/or registered
trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere. The related technology may be protected by any or all of patents,
copyrights, designs and trade secrets. All rights reserved.
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Bluetooth — the Bluetooth wordmark and logos are registered trademarks EdgeLock —is a trademark of NXP B.V.
owned by Bluetooth SIG, Inc. and any use of such marks by NXP i.MX — is a trademark of NXP B.V.
Semiconductors is under license.
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Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section ‘Legal information'.

© 2023 NXP B.V. All rights reserved.

For more information, please visit: http://mww.nxp.com.cn

Date of release: 10 March 2023
Document identifier: AN13883


http://www.nxp.com.cn

