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VDE Test Report
RePOItNO. .o 287890-TL2-1
VDE File NO. ..cocvvviiiieeeiiie e 5016540-4970-0008/287890
Date Of ISSUE....ccuviveiiiiiiieiieeceeeen 2021-11-08
Laboratory ......oovveiiiiiiii e VDE Testing and Certification Institute
AdAIESS.....oiiiiiiiiieie e Merianstrasse 28

63069 Offenbach/Main; Germany

Testing locatior/ address........................

VDE Testing and Certification Institute

Merianstrasse 28
63069 Offenbach/Main; Germany

Applicant's Nname............ccoeveveiiviinninnnnn.

NXP Semiconductors Czech Republic s.r.o.

Applicant's address .........ccccevevvveinieinnnnn.

1. Maje 1009; 756 61 Roznov pod Radhostem; Czech
Republic

Applied standard(S) ......cocoeveieerieinneennn.

DIN EN 60335-1 (VDE 0700-1):2020-08; EN 60335-
1:2012+AC+A11+A13+A1+A2+A14:2019

DIN EN 60730-1 (VDE 0631-1):2017-05; EN 60730-1:2016
EN 60730-1:2016/A1:2019

IEC 60335-1:2010

IEC 60335-1:2010/AMD2:2016

IEC 60335-1:2010/AMD1:2013

IEC 60730-1:2013

IEC 60730-1:2013/AMD1:2015

IEC 60730-1:2013/AMD2:2020

Test item description...........cooeevevvieennnen.

Peripherals/Common for Micro controllers with
CMO+/CM33/CM4/CMT core

Trade Mark ........cocooiviiiiiiii, x

Typereference(S).....ccooevvevveeiiiinninennn. File Name Revision
iec60730b_clock.c 4.2
iec60730b_invariable_memory.c 4.2
iec60730b_dio.c 4.2
iec60730b_dio_ext.c 4.2
iec60730b_aio.c 4.2
lec60730b_tsi.c 4.2
IEC60730B_MO_COM_IAR v4 2.a* 4.2
IEC60730B_MO_COM_KEIL_v4_2.lib* 4.2
IEC60730B_M4 M7 _COM_IAR_v4 2.a* 4.2
IEC60730B_M4_M7_COM_KEIL_v4 2.lib* 4.2
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IEC60730B_M33_COM_IAR v4 _2.a* 4.2
IEC60730B_M33_COM_KEIL_v4 2.lib* 4.2
libIEC60730B_M0O_COM_MCUX_v4_2.a* 4.2
libIEC60730B_M4_M7_COM_MCUX_v4_2.a* 4.2
libIEC60730B_M33_COM_MCUX_v4_2.a* 4.2

Remark:

-The files marked with * are object code files.

-Revision number of .c source files is stated in the header
part of the files.

Test sample condition......................eeee : Non-damaged sample
Remark: **
Sample entrydate.........coccoveeiiiiiniennnn. ;| 2021-09-29

Date (s) of performance of tests .............. :

2021-09-29 to 2021-10-08

Tested DY...covieiiii :

Name, Signature...........ccooeeveeivinennnennnns :

J. Schildbach

(Authorization of test report)

%g‘; Y2

Function ..o, :

Testing engineer

Verified DY.......coooiiii :

Name, Signature...........ccocvveiiiineiniennnns :

—

/G_s

K. Tas

N

Function ... :

Technical Certification Officer

Factory(i€S)......oovvivviiiiiiiiiiiciieeeeen, :

NXP Semiconductors Czech; Republic s.r.o.
1. Maje 1009; 756 61 ROZNOV POD RADHOSTEM
CZECH REPUBLIK

Possible test case verdicts:

Test case does not apply to the test object:| N/A
Test object does meet the requiremert.....:| P (Pass)
Test object does not meet the requirement:| F (Fail)

Final Verdict:

Remark .......cooviiiii :

*/*
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Atmospheric Relative

Environmental conditions (if applicable) Ambient temperature pressure humidity

Rated values............cccoovveiiiiiiiiiinnennn, :115-35°C 860-1060 hPa 30-60 %

Range confirmed
by:

Deutscher
Wetterdienst NIA
(Meteorological
service)
|

Verified valueS........cooovveiiiiiiie e ;| N/A

General Remarks:

Conformity statement:
XI Conformity statementis decided in accordance with IEC Guide 115, Procedure 2. (Accuracy method)

[] Conformity statement is decided according to the internal procedure. (See table "Measurement
uncertainty")
|

General Remarks:

All self-diagnostic routines are executable after reset and during runtime.

The files referenced under this test report are also suitable for device families with
CMO0+/CM33/CM4/CM7 core referenced under VDE folders:

- 5016540-4970-0002 for features for devices with ARM CM4 or CM7 core with its actual test

report.
- 5016540-4970-0004 for features for devices with ARM CMO+ core with its actual test report.
- 5016540-4970-0005 for features for devices with ARM CM 33 core withits actual test report.

Special Details:

The files referenced under this test report support the following cores in reference to the devices as
shown by the table below:

Cpu core | List of device families
CMO K32L2Ax, K32L2Bx, LPC51U68x, LPC80x, LPC82x, LPC84x, MKV1x, MKEXX,

MKLxx, MKE1xZ, MK32WO0x, MKW3x, K32L3Ax

CM33 LPC55xx, LPC55Sxx,
CM4, MK2xFxx, MIMXRT117x, MIMX8MNxx, MIMX8MMxx, MIMXRT10xx, MKV3x,
CMm7 MKV4x, MKV5x, MKE1xF, LPC540x, LPC54S0x, MIMXRT116x, K32L3Ax

The file ,iec60730b_aio.c” cannot be used for the devices MIMX8MNxx, MIMX8MMxx.
The file “iec60730b_tsi.c’ can be used for the device MKE1xZ only.
The file "iec60730b_invariable_memory.c" can be used only for devices with HW CRC module.
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Naming conventions for object code files:

-Standard —IEC60730 (In case of IAR and KEIL) or libIEC60730 (In case of MCUXpresso)
-Library class compliance according to the IEC60730standard -B

-The MCU core for which, the library was compiled - M0, or M4_M7, or M33

- library for common peripheraltests -COM

-The type of compiler/IDE—IAR or KEIL or MCUX

- Identification of the -

- File extension— differs between IDEs that were used for compilation *.a (in case of IAR and
MCUXpresso) or *.lib (in case of KEIL)

IEC60730B_MO_COM_IAR_v/ 7.a

The object code files revision 4.2 can be verified by its SHA-256 Hash-Tag shown by an example on next

page as follows:
|

Report No.: 287890-TL2-1 Page 4 of 27
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File Name: SHA-256 Hash-Tag:

IEC60730B_MO_COM_IAR_v4_2.a 2DC8294AEC295EDC546A8011549743B96 A235BFDOF57D0704A70E69A4B54F 1DC
IEC60730B_MO_COM_KEIL_v4 2.lib 5CD4C3695E8E5A87F57DESBB5B 785 13F672E1E4249317E10020 AEFDFC 797F6BE
liblEC60730B_MO_COM_MCUX_v4_2.a 6821EB41D89567AC61FFE02FAAFOEB3A9E 74E 13AEEALED99F8A68571263F87E4
IEC60730B_M4_M7_COM_IAR_v4 2.a D1DEBB7FB08F70B7044F29CCDB9317733B3F667171D 25B 2FDYASF06 E003CC3D7
IEC60730B_M4_M7_COM_KEIL_v4_2.lib 4F15601A506BOEC95C854FD 959 6CE6338C B8SCF 6B809423737 78A2DASBAEFBD3
liblEC60730B_M4_M7_COM_MCUX_v4_2.a 1B8360B37A75ADD159 7131 BEOEB4B32949BA42EC2BD1D30D00E006FA45A0EASC
IEC60730B_M33_COM_IAR_v4_2.a 6E767381FF2D3C83EFC11E07BE249C3CCEA986B08C61C3BEC3E9511455D 628FC
IEC60730B_M33_COM_KEIL_v4_2.lib 820E5280ACC62E3D1C4FCIC515BD5FD3534DD 0844 8AACAF1A68 ESEEE3E4150B2
liblEC60730B_M33_COM_MCUX_v4_2.a 8D6C85AD0641ED3855224 A455D503E EAB62FBDOAF96ABEBDF88313970675E0A0

1. Download frominternet a utility like “MDS_and_SHA_Checksum_Utility.exe” via the following link:
https://download.cnet.com/MD5-SHA-Checksum-Utility/3000-2092_4-10911445.html.
(Another example is the link https:/mww.nirsoft.net/utils/hash_my_files.html. Click to “Download HashMyFiles”.)

2. Start the utility.

155 MDS & SHA Checksum Utility 21 B
Help  Check out Pro Version
Generate Hash
File: Browse
MD5
SHA-T
SHA256
SHAS512 H
Verify Hash with Generated Hash (MD5. SHA-1. SHA-256 or SHA-512)
bt
Check out the Pro Version for More Features

Delete the hooks for “MDS”, “SHA-1" and SHA-512 (see red arrows).
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3. In the windows file explorer mark the downloaded object code file and move it the line “File” (see red arrow).

1= MDS & SHA Checksum Utility 2.1 B
Help  Check out Pro Version
Generate Hash
File: JAKL >_IEC60730_B_2019.2 27\ Browse 1.« 4970 » 0002 » 257980 » NXP_IEC60730 B 2010227 » CMO+ » IEC60730 Kinetis Class B » « | 43 ||| 1EC60730 Kinetis_Class B durchsuchen 0
MD5 []
SHA [T e = @
SHA-256 " 4 Anderungsdatum GroB, o
| ’ £10£.2019 15220
SHas12 [ 27022019 14:20
o 27022019 14:20
Verify Hash with Generated Hash (MD5. SHA-1. SHA-256 or SHA-512) 27.02201914:20
Hash: 1202201910:30 58
3 1202201910:35 38KB =
\ - ] \
]  KEIL V3.0 I 120220191035  LIB-Datei K8
Check out the Pro Veersion for More Features - 3] 1EC60730_Kinetis CMO_Class B_MCUX v3 0.a 140220191541 A-Datei 25K8

The “SHA-256" Hash-Tag for this file will be generated directly (see green arrow).

4. Copy the corresponding Hash-Tag from this test report and insert it to the line “Hash” (see red arrow).

T MDS & SHA Checksum Uity 2.1 [E——)
Help  Checkout Pro Version
Generate Hash
Fle:  JAKL 257989\NXP_IECG0730_B_2019_2_Z7\
MD5 []
sHA1

SHA-256 [J] 0457577FA77B09BBFCI42008F Copy SHA256
SHA512 [

I
Verify Hash with Generated Hash (MD5. SHA-1. SHA-256 or SHA512)
Hash: -A77B09BBFCI42008F Paste

Check out the Pro Version for More Features

5. Now press the button “Verify”. If both Hash-Tags are identically the window below will pop up.
[Matched [

—

@ SHA-256 Hash matched.
—

& —
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Performed Tests

IEC 60335-1 (Annex R)

Clause Requirement + Test Result — Remark Verdict
R ANNEX R (NORMATIVE) (60335-1) —
SOFTWARE EVALUATION
Programmable electronic circuits requiring Self-test routines for software of P

software incorporating measures to control | class R.1
the fault/error conditions specified in table
R.1 or R.2 validated in accordance with the
requirements of this annex

R.1 Programmable electronic circuits using software —

Programmable electronic circuits requiring P
software incorporating measures to control
the fault/error conditions specified in table
R.1 or R.2 constructed so that the software
does not impair compliance with the
requirements of this standard

R.2 Requirements for the architecture —

Programmable electronic circuits requiring P
software incorporating measures to control
the fault/error conditions specified in table
R.1 or R.2 use measures to control and
avoid software-related faults/errorsin
safety-related data and safety-related

segments of the software

R.2.1.1 Programmable electronic circuits requiring software incorporating measures to —
control the fault/error conditions specified in table R.2 have one of the following
structures:
- single channel with periodic self-test and N/A
monitoring
- dual channel (homogenous) with N/A
comparison
- dual channel (diverse) with comparison N/A

Programmable electronic circuits requiring software incorporating measures to —
control the fault/error conditions specified in table R.1 have one of the following

structures:

- single channel with functional test P

- single channel with periodic self-test P

- dual channel without comparison N/A
R.2.2 Measures to control faults/errors —
R.2.2.1 When redundant memory with comparison N/A
Report No.: 287890-TL2-1 Page 7 of 27
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is provided on two areas of the same
component, the data in one area is stored in
a different format from that in the other area

R.2.2.2 Programmable electronic circuits with N/A
functions requiring software incorporating
measures to control the fault/error
conditions specified in table R.2 and that
use dual channel structures with
comparison, have additional fault/error
detection means for any fault/errors not
detected by the comparison

R.2.2.3 For programmable electronic circuits with N/A
functions requiring software incorporating
measures to control the fault/error
conditions specified in table R.1 or R.2,
means are provided for the recognition and
control of errors in transmissions to external
safety-related data paths

R.2.2.4 For programmable electronic circuits with P
functions requiring software incorporating
measures to control the fault/error
conditions specified in table R.1 or R.2, the
programmable electronic circuits incorporate
measures to address the fault/errors in
safety-related segments and data indicated
intable R.1 and R.2 as appropriate

R.2.2.5 For programmable electronic circuits with Self-test routines only; compliance | N/A
functions requiring software incorporating to clause 19 has to be insured by
measures to control the fault/error the user of the self-testroutines

conditions specified in table R.1 or R.2,
detection of a fault/error occur before
compliance with clause 19 is impaired

R.2.2.6 The software is referenced to relevant parts P
of the operating sequence and the
associated hardware functions

R.2.2.7 Labels used for memory locations are P
unique

R.2.2.8 The software is protected from user P
alteration of safety-related segments and
data

R.2.2.9 Software and safety-related hardware under | Self-test routines only; compliance | N/A
its controlis initialized and terminates before | to clause 19 has to be insured by
compliance with clause 19 is impaired the user of the self-test routines

R.3 Measures to avoid errors —

R.3.1 General —

Report No.: 287890-TL2-1 Page 8 of 27
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For programmable electronic circuits with functions requiring software —
incorporating measures to control the fault/error conditions specified in table R.1
or R.2, the following measures to avoid systematic fault in the software are applied

Software that incorporates measures used | Class R.1only N/A
to control the fault/error conditions specified
in table R.2 is inherently acceptable for
software required to control the fault/error
conditions specified in table R.1

R.3.2 Specification —

R.3.2.1 Software safety requirements: Software Id: 4.2 P
The specification of the software safety P
requirements includes the descriptions listed

R.3.2.2 Software architecture —

R.3.2.2.1 | The specification of the software IEC60730B_Library_User_ P
architecture includes the aspects listed Guide_CMO_v4_2.pdf

. Revision 4.2
- techniques and measures to control evisio

software faults/errors (refer to R.2.2); IEC60730B_Library User
- interactions between hardware and Guide_CM4_CM7_v4_2.pdf
software; Revision 4.2

- partitioning into modules and their _
allocation to the specified safety functions; | IEC60730B_Library_User_

- hierarchy and call structure of the modules Guide_CM33_v4_2.pdf
(control flow); Revision 4.2

- interrupt handling;
- data flow and restrictions on data access;
- architecture and storage of data;

- time-based dependencies of sequences
and data

R.3.2.2.2 The architecture specification is validated P
against the specification of the software
safety requirements by static analysis

R.3.2.3 Module design and coding —

R.3.2.3.1 Based on the architecture design, software P
is suitably refined into modules

Software module design and coding is P
implemented in a way thatis traceable to
the software architecture and requirements

R.3.2.3.2 Software code is structured P

R.3.2.3.3 Coded software is validated against the P
module specification by static analysis

The module specification is validated Reviews and source code walk P
against the architecture specification by through
static analysis

R.3.3.3 Software validation —

The software is validated with reference to P
the requirements of the software safety

Report No.: 287890-TL2-1 Page 9 of 27
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requirements specification
Compliance is checked by simulation of: —
- input signals present during normal P
operation
- anticipated occurrences P
- undesired conditions requiring system P
action

Report No.: 287890-TL2-1 Page 10 of 27
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IEC 60730-1 (Software)

Clause |Requirement+ Test Result - Remark Verdict

H.6 Classification, additions —

H.6.18 | Class of control function (A, B,C).......ccovvvvvennnnn, —

H.7 Information in addition to Table 1 provided: —
66 - Software sequence documentation; Self-diagnostiv modules acc. N/A
clause: H.11.12.2.9; method: X ........cccoovvivinnnnn, Table R.1/H.1only
67 - Program documentation; P

clause: H.11.12.2.9, H.11.12.2.12; method: X.....

68 - Software fault analysis; clause: H.11.12, P
H.27.1.1.4;, method: X ...c.ovvveiiiiiiieiiieeeeeea

69 - Software class(es) and structure; P
clause: H.11.12.2, H.11.12.3,H.27.1.2.2.1,
H.27.1.2.3.1;method: D........cocovviiiiiiiiiine

70 - Analytical measures and fault/error control P
techniques employed; clause: H.11.12.1.2,
H.11.12.2.2, H.11.12.2.4; method: X .................

71 - Software fault/error detection time(s) for P
controls with software Classes B or C;
clause: H.2.17.10, H.11.12.2.6; method: X .........

72 - Control response(s) in case of detected P
fault/error; clause: H.11.12.2.7; method: X .........

93 — Maximum number of reset actions within a N/A
time period; clause H.11.12.4.3.6, H.11.12.4.3.4;
MEthOA: D oo e
94 — Number of remote reset actions; clause N/A

H.17.1.4.3; method: X .....ooviiiiiiiiiiiieeeea

m — Controls with software classes B or C had N/A
information provided for safety-related segments
of the software. Information on the non-safety
related segments was sufficient to establish that
they did not influence safety-related segments....

n — Software sequence was documented and, N/A
together with the operating sequence, included a
description of the control system philosophy, the

control flow, data flow and thetimings ...............

Report No.: 287890-TL2-1 Page 11 of 27
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o0 - Safety-related data and safety-related
segments of the software sequence, the
malfunction of which could result in non-
compliance with the requirements of Clauses 17,
25, 26 and 27, are identified ............c.ocoenininnnnn,

—Included the operating sequence....................

N/A

— Software fault analysis was related to the
hardware fault analysis in Clause H.27.............|

N/A

g - Programming documentation was supplied in
a programming design language declared by the

MaNUfACIUIET ...

r — Different software classes applied to different
control functions ...........ccocvvviiiiiiiiiieeeeen

N/A

s - Measures declared are chosen by
manufacturer from the requirements of Clauses
H.11.12.1.2to H.11.12.2.4inclusive..................

N/A

H.11

Constructional requirements

H.11.12

Controls using software

Controls using software were so constructed that
the software did not impair control compliance
with the requirements of this standard

H.11.121

Requirements for the architecture

H.11.121
A

Control functions with software class B or C use
measures to control and avoid software-related
faults/errors in safety-related data and safety-
related segments of the software, as detailed in
H.11.12.1.2 to H.11.12.3 inclusive

H.11.12.1
.2

Control functions with software class C have one

of the following structures:

—single channel with periodic self-test and
monitoring (H.2.16.7)

N/A

—dual channel (homogenous) with comparison
(H.2.16.3)

N/A

—dual channel (diverse) with comparison
(H.2.16.2)

N/A

Control functions with software class B have one

of the following structures:

—single channel with functional test (H.2.16.5)

— single channel with periodic self-test (H.2.16.6)

Report No.: 287890-TL2-1
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— dual channel without comparison (H.2.16.1) N/A
H.11.12.1{ Other structure permitted with equivalent level of N/A
.3 safetyto those inH.11.12.1.2........cccovviennnennnnnd
H.11.12.2| Measures to control faults/errors =
Redundant memory with comparison provided N/A
H.11.12.2
1 on two areas of the same component:
’ data stored in different formats
Software class C using dual channel structures N/A
H.11.12.2( . : 2 )
> with comparison: additional fault/error detection
: means
Software class B or C: N/A
means for recognition and control of errors in
H.11.12.2| transmission to external safety-related data
.3 paths: Means took into account errors of data,
addressing, transmission timing and sequence of
protocol
Software class B or C: withinthe control, P
H.11 12 | Measures are taken to address the fault/errors in
4' 7| safety-related segments and data indicated in
’ Table H.1 and identified in Table 1 requirement
68.
H.11.12.2 Measures others than those specified in N/A
5' T H.11.12.2 .4 utilized to satisfy the requirements
’ listedin Table H.1
':5'11'12'2 Software fault/error detection: o
—occur not later than declared time(s), Table 1, P
requirement 71
— acceptability of declared time(s): evaluated P
during fault analysis of the control
H.11.12.2 . . . . —
7 For controls with functions, classified as Class B or C, detection of fault/error:
—results in the response declared in Table 1, P
requirement 72
—for Class C: independent means capable of N/A
performing this response provided
H.11.12.2| Class C, dual channel structure, loss of dual N/A
.8 channel capability: deemed to be an error
';',’11'12'2 Software referenced: o
Report No.: 287890-TL2-1 Page 13 of 27
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—to relevant parts of the operating sequence P
—to the associated hardware functions P
'1'&1'12'2 Labels used for memory locations are unique P
H.11.12.2| Software protected from user alteration of safety-| P
A1 related segments and data
Software and safety-related hardware under its P
H.11.12.2 ST .
12 control is inttialized to and terminates at a
' declared state, Table 1, requirement66............,
H.11.12.3| Measures to avoid errors =
For controls with software class B or C the P
H.11.12.3 g .
1 measures shown in Figure H.1 to avoid
' systematic faults are applied
Other methods utilized that incorporate N/A
disciplined and structured processes including
design and test phases
';'11'12'3 Specification -
2'111'12'3 Software safety requirements o
';,':51'112'3 The specification of the software safety requirements includes: o
e A description of each safety related function P
to be implemented, including its response
time(s):
- functions related to the application including
their related software classes
- functions related to the detection, annunciation
and management of software or hardware faults
e A description of interfaces between software P
and hardware
e A description of interfaces between any N/A
safety and non-safety related functions
2'121'12'3 Software architecture o
H.11.12.3 - . . , _ _
291 The description of software architecture include the following aspects:
e Techniques and measures to control P
software faults/errors (refer to H.11.12.2)
Report No.: 287890-TL2-1 Page 14 of 27
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e Interactions between hardware and software P

e Partitioning into modules and their allocation P
to the specified safety functions

e Hierarchy and call structure of the modules P
(control flow)

e Interrupt handling P
e Dataflow and restrictions on data access P
e Architecture and storage of data P
e Time based dependencies of sequences P
and data
H.11.123 The architecture specification is verified against P
2‘ 5 2 | the specification of the software safety
B reguirements by static analysis
g'él'lz'?’ Module design and coding o
Software is suitably refined into modules. P
H.11.12.3 Software module designand coding are
2'3 1 | implemented in a way that is traceable to the
e software architecture and requirements. The
module design specified:
— function(s) P
—interfaces to other modules N/A
—data P
I—;.él.zlz.s Software code is structured P

Coded software is verified against the module P
H.11.12.3| specification, and the module specification is
.2.3.3 verified against the architecture specification by
static analysis

';11'12'3 Design and coding standards P
Program design and coding standards is used P
during software design and maintenance
Coding standards : _

— specified programming practice P
— proscribed unsafe language features P
Report No.: 287890-TL2-1 Page 15 of 27
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— specify procedures for source code P

documentation

— specify data naming conventions P
H.11.12.3 Testing —
.3
H.11.12.3 . . . . —
31 Module design (software system design, software module design and coding)

H.11.12.3| A test concept with suitable test cases is defined P
3.1.1 based onthe module design specification.

H.11.12.3| Each software module is tested as specified P
.3.1.2 within the test concept

H.11.12.3| Test cases, test data and test results are P
.3.1.3 documented

Code verification of a software module by static P
H.11.12.3| means includes such techniques as software
.3.1.4 inspections, walk-throughs, static analysis and

formal proof

Code verification of a software module by P
dynamic means includes functional testing,
white-box testing and statistical testing

%121'12'3 Software integration testing o

H.11.12.3| A test concept with suitable test cases is defined P
3.2.1 based onthe architecture design specification

H.11.12.3| The software is tested as specified within the test P
.3.2.2 concept

H.11.12.3| Test cases, test data and test results are P
.3.2.3 documented

'}L,‘él' 12.3 Software validation o

A validation concept with suitable test cases is P
defined based on the software safety
requirements specification

H.11.12.3
3.3.1

The software is validated with reference to the P
H.11.12.3| requirements of the software safety requirements
.3.3.2 specification as specified within the validation
concept

The software is exercised by simulation or stimulation of: —
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e input signals present during normal P
operation
e anticipated occurrences P
e undesired conditions requiring system action P
H.11.12.3| Test cases, test data and test results are P
.3.34 documented
';'1'11'12'3 Other ltems o
Equipment used for software design, verification P
H.11.12.3| and maintenance was qualified appropriately and
4.1 demonstrated to be suitable for purpose in
manifold applications
H.11.12.3| Management of software versions: All versions P
4.2 are uniquely identified for traceability
'1'%1'12'3 Software modification o
H.11.12.3| Software modifications are based on a N/A
4.3.1 modification request which details the following:
e the hazards which may be affected N/A
e the proposed change N/A
e thereasons for change N/A
H.11.12.3| An analysis is carried out to determine the impact N/A
.4.3.2 of the proposed modification on functional safety.
A detailed specification for the modification is N/A
H.11.12.3| generated including the necessary activities for
.4.3.3 verification and validation, such as a definition of
suitable test cases
'1‘%1"112'3 The modification is carried out as planned N/A
The assessment of the modificationis carried out N/A
H.11.12.3 i, e S
435 bas_,e_d_ onthe specified verification and validation
T activities.
H.11.12.3| All details of modification activities are N/A
.4.3.6 documented
For class C control functions: One of the N/A
H.11.12.3| combinations (a—p) of analytical measures given in
.5 the columns of table H.9 is used during hardware
development.........c.ovviiiiii
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H.11.12.4| Remotely actuated control functions —

Data Exchange — General — Remotely actuated N/A
control functions are connected to separate,
independent devices, which may themselves
contain control functions or provide other
information and any data exchange between these
devices does not compromise the integrity of class
B control function or class C control function.

H.11.124
11

Type of data - Message types for data exchange N/A
in a control function or functions are allocated to
class A control function, class B control function or
H.11.12.4 class C control function. The safety or protective
1.2 relevance or influence, message types or data
exchange are allocated only to class B control
function or class C control functions, see Table
H.10.

Communication of Safety Related Data — N/A
Transmission — Safety relevant data is transmitted
authentically concerning:

H.11.12.4
1.3.1

—data corruption N/A

—address corruption N/A

—wrong timing or sequence N/A

Data variation or corrupted data did not lead to an N/A
unsafe state

Before transmitted data was used it was ensured N/A
that data corruption, address corruption and wrong
timing or sequence are addressed using the
measures as given in Annex H.

The following failure modes are addressed: —

— permanent “auto-sending” or repetition, N/A

— interruption of data transfer N/A

Access to data exchange - All types of access to N/A
class B control function or class C control function
related data exchange systems is clearly restricted

H.11.12.4
.1.3.2

Adequate hardware/software measures are taken N/A
to ensure no unauthorized access to the control
functions (class B and C; operating data,
configuration parameters and/or software
modules)
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For class B and class C software revisions the N/A

H.11.12.4| requirements of H.11.12.3 and hardware

.1.3.3 configuration management are applied and the
control maintains its protective functions
Remotely actuated control function operation have N/A
the duration or limits set before switching on

H.11.12.4 > N . )

14 exceptwhen automatic switching off is realized at

o the end of a cycle or the system is designed for
permanent operation.

Priority of remotely actuated control functions over N/A

H.11.12.4 )

2 control functions does not lead to a hazardous

' condition.

%111'12'4 Remote reset actionis manually initiated. N/A
Reset functionality initiated by a hand-held device N/A
required at least two manual actions to activate

H.11.12.4{ Reset functions are capable of resetting the N/A

3.2 system as intended

'1,‘%1'12'4 Unintended resets from safe state do not occur. N/A
Any fault of the reset function does not cause the N/A

H.11.12.4| control or controlled function to resultin a

3.4 hazardous condition, and was evaluated for its
Class B classification
For reset functions initiated by manual action not N/A

H.11.124|. = .~ ) - .
in visible sight of the appliance, the following

.3.5 s )
additional requirements apply:

—the actual status and relevant information of the N/A
process under control is visible to the user before,

during and after the reset action;

—the maximum number of reset actions within a N/A
time periodis declared. Following this, any further

reset is denied unless the appliance is physically

ChECKEd. ...

H.11.12.4| The reset function is evaluated onthe final N/A

.3.6 application.

Manual switching of a thermostat or device with N/A
similar function that activates a reset is declared
by the manufacturer and is suitable in the final
apPlCAtioN. .. ..o
H.27.1.2 | Protection against internal faults to ensure functional safety —
Report No.: 287890-TL2-1 Page 19 of 27

VDE_Test_Report_e Rev3 2021-01-21_dom



VDE Testing and Certification Institute v D E

';'27'1'2' Design and construction requirements o
';'127'1'2' Fault avoidance and fault tolerance o
Controls incorporating control functions of class B P
or C are designed according to H.27.1.2 taking
into account the failure modes of Cl. H.11.12 for
software
Systematic errors are avoided P
Random faults are dealt with by a proper system P
configuration
Functional analysis of the application resulted in P
a structured design with:
— Control flow P
— Dataflow P
— Time related functions required by the P
application
For custom-chips special attention was made to N/A
minimize systematic errors
System configuration was failsafe or: N/A
Incorporated components with direct safety-critical N/A
functions guarded by safeguards that cause a
completely independent safety shut-down in
accordanceto H.11.12 software class B or C
- safeguards are built into hardware and, N/A
- safeguards are supplemented by software N/A
Time slot monitoring is sensitive to both an upper N/A
and a lower limit of the time interval.
Faults resulting in a shift of the upper and/or lower N/A
limit are taken into account.
In a class C control function when a single faultin N/A
a primary safeguard can render the safeguard
inoperative, a secondary safeguard is provided
The reaction time of the secondary safeguard is in N/A
accordance with Clause H.27.1.2.3.
H.27.1.2. Documentation —
1.2
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The documentation was based on H.11.12.3.2 P

The functional analysis of the control and the P
safety related programs under its control are
documented ina clear hierarchical way in
accordance with the safety philosophy and the
program requirements.

Documentation provided for assessment included: —

e A description of the system philosophy, the P
control flow, data flow and timings.

e A clear description of the safety philosophy of P
the system with all safeguards and safety
functions clearly indicated. Sufficient design
informationis provided to enable the safety
functions or safeguards to be assessed

e Documentation for any software within the P
system

Programming documentationis supplied in a P

programming design language declared by the

Manufacturer............ooviviii

Safety related data and safety related segments of P

the operating sequence are identified and
classified according to H.11.12.3

There is a clear relationship between the various P
parts of the documentation

H.27.1.2. Class B control function B

;"127'1'2' Design and construction requirements o

Software complies with software class B P

H.27.1.2. Class C control function )

2'127'1'2' Design and construction requirements _

Software complies with software class C N/A

H.27.1.2. Circuit and construction evaluation T

2.57.1.2. Assessment N/A
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Only the safety related software (software class B N/A
and C) as identified according to H.27.1.2.1.2
were subjected to further assessment
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TABLE R.1/ Table H.1 for software class R.1/ B — GENERAL FAULT/ ERROR CONDITIONS

Component® Fault/error | Acceptable Definitions Document Document Verdict
measures 297 reference reference
for applied for applied test
measure
1.CPU —
1.1 Register Stuck at Functional test, | H.2.16.5
or N/A
periodic self- H.2.16.6
test using N/A
either:
—  static H.2.19.6
memory test, or N/A
- word H.2.19.8.2
protection with
single bit N/A
redundancy
1.2 Void —
1.3 Programme | Stuck at Functional test, | H.2.16.5 N/A
counter or
periodic self- H.2.16.6 N/A
test, or
independent H.2.18.10.4
time-slot N/A
monitoring, or
logical H.2.18.10.2
monitoring of
the programme N/A
sequence
2. No Functional test; | H.2.16.5
Interrupt interrupt or
handling and | ortoo time-slot H.2.18.10.4 NIA
execution frequent monitoring
interrupt
3. Wrong Frequency H.2.18.10.1 | IEC60730B_Library_User_
Clock frequency | monitoring, or Guide_CMO_v4_2 pdf
(for quartz Revision 4.2
synchroniz )
ed clock: IEC60730B_Library_User_
harmonics/ Guide_CM4_CM7_v4_2.pdf N/A
subharmon Revision 4.2
ics only) )
IEC60730B_Library_User_
Guide_CM33_v4_2.pdf
Revision 4.2
time slot H.2.18.10.4
monitoring N/A
4. Memory —
4.1 All single Periodic H.2.19.3.1 IEC60730B_Library_User_
Invariable bit faults modified Guide_CMO_v4_2 pdf
memory Checksum; or Revision 4.2
IEC60730B_Library_User_
Guide_CM4_CM7_v4_2.pdf =)
Revision 4.2
IEC60730B_Library_User_
Guide_CM33_v4_2.pdf
Revision 4.2
multiple H.2.19.3.2
checksum, or N/A
word protection | H.2.19.8.2 N/A
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with single bit
redundancy

4.2 DC fault Periodic static H.2.19.6
Variable memory test, or

memory word protection | H.2.19.8.2
with single bit N/A
redundancy

4.3 Addressing | Stuck at Word protection | H.2.19.18.2
(relevant to with single bit
variable and parity including N/A
invariable the address
memory)

N/A

5.Internal data Communication interface
path

5.1 Stuck at Word protection | H.2.19.8.2
Data with single bit N/A
redundancy

5.2 Addressing | Wrong Word protection | H.2.19.8.2
address with single bit
redundancy N/A
including the
address

6 External Communication interface not safety relevant
communication

6.1 Hamming Word protection | H.
Data distance 3 | with multi-bit H.
redundancy, or N/A
CRC - single
word , or

transfer H.2.18.2.2
redundancy, or

protocol test H.2.18.14 N/A
6.2 Void —

NN
P
© ©

N/A

6.3 Wrong Time-slot H.2.18.10.4
Timing pointin monitoring, or H.2.18.18
time scheduled
transmission

N/A

Time-slot and H.2.18.10.3
logical N/A
monitoring, or

comparison of
redundant
communication —
channels by
either:

— reciprocal H.2.18.15

comparison N/A

- H.2.18.3
independen

t hardware

comparator

N/A

Wrong Logical H.2.18.10.2

sequence monitoring, or N/A

time-slot H.2.18.10.4
monitoring, or

scheduled H.2.18.18
transmission

N/A

(same options N/A
as for wrong
pointin time)
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7. Input/output —
7.1 il IEC60730B_Library_User
Faul Pl lit H.2.18.1 — — —
Digital /0 Fault | Plausibility 813 | Guide_cM0o_va_2.pdf
specified in Revision 4.2
19.11.2 .
IEC60730B_Library_User_
Guide_CM4_CM7_v4_2.pdf =
Revision 4.2
IEC60730B_Library_User_
Guide_CM33_v4_2.pdf
Revision 4.2
7.2
Analog I/0
7.2.1 Fault Plausibility H.2.18.13 IEC60730B_Library_User_
A/D- and D/A- conditions | check Guide_CMO_v4_2 pdf
converter specified in Revision 4.2
19.11.2 IEC60730B_Library_User_
Guide_CM4_CM7_v4_2.pdf p
Revision 4.2
IEC60730B_Library_User_
Guide_CM33_v4_2.pdf
Revision 4.2
7.2.2 Wrong Plausibility check | H.2.18.13 IEC60730B_Library_User_
Analog addressing Guide_CMO0_v4_2.pdf
multiplexer Revision 4.2
IEC60730B_Library_User_
Guide_CM4_CM7_v4_2.pdf p
Revision 4.2
IEC60730B_Library_User_
Guide_CM33_v4_2.pdf
Revision 4.2
8. Void —
9 Any output | Periodic self- H.2.16.6
Custom chips. outside the | test
ASIC, GAL, static and
Gate array dynamic N/A
functional
specificatio
n
Additional Details Reference
measures
Watch-Dog reset Functional test after IEC60730B_Library_User_Guide_CMO_v4_2.pdf
clock test execution and t|m|ng |EC6073OB_Library_USGr_GUide_CMBS_V4_2. pdf
iec60730b_wdog.c /usein all devices
Remarks: files can be used for all devices, file available as source code, not part of object code
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Supplementary information:

The self-diagnostic routines mentioned below are foreseenfor following measures of table R.1/ H.1:

File Name Measure To be used in
iec60730b_clock.c 3.0 Clock all devices
iec60730b_invariable_memory.c | 4.1 Invariable memory devices with HW CRC module
iec60730b_dio.c 7.1 Digital /O (for output all devices
iec60730b_dio_ext.c mode only)
iec60730b_aio.c 7.2.1 A/D-and D/A- converter | all devices, except
MIMX8MNxx, MIMX8MMxx
iec60730b_tsi.c 7.2.1 A/D-and D/A- converter | MKE1xZ only

Remark: */*
|

Photo documentation:

For photo documentation see VDE folders:

- 5016540-4970-0002 for devices with ARM CM4 or CM7 core with its actual test report.
- 5016540-4970-0004 for devices with ARM CMO+ core with its actual test report.
- 5016540-4970-0005 for devices with ARM CM33 core with its actual test report.

Testing and measuring equipment:

For testing and measuring equipment see VDE folders:
- 5016540-4970-0002 for devices with ARM CM4 or CM7 core with its actual test report.

- 5016540-4970-0004 for devices with ARM CMO+ core with its actual test report.
- 5016540-4970-0005 for devices with ARM CM33 core with its actual test report.

And:

IAR C/C++ Compiler for ARM Software 9.10.2.313
IAR Assembler for ARM 9.10.2.313
IAR ELF Linker for ARM 9.10.2.313
J-Link Software and Documentation Pack v6.54c

Internal testing tools

Hardware

J-Link Base
Board name Revision Family mask
LPCXpresso55S36 VERSION 1 LPC55xx, LPC55Sxx
FRDM-KW36 REV Al KW3x

Uncertainty of measurement (optional according to sub-clause 7.8.3.1 c) of IEC 17025):

Statement concerning the uncertainty of the measurement systems used for the tests
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(may be required by the product standard or client)

L1 Internal procedure used for type testing through which traceability of the measuring
uncertainty has been established:

Procedure number, issue date and title:

Calculations leading to the reported values are on file with the NCB and testing laboratory that conducted
the testing.

X Statement not required by the standard used for type testing

(Note: When IEC orISO standard requires a statement concerning the uncertainty of the measurement systems used for tests, this
should be reported above. The informative text in parenthesis should be delete in both cases after selecting the applicable o ption)
|

End of Test Report
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