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What is FreeMASTER?

FOR YOUR
EMBEDDED
APPLICATION

Real-time Monitor
Graphical Control Pane
Demonstration Platform
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FreeMASTER as a Real Time Monitor

of

Internal variables
Processes & algorithms
Application states




FreeMASTER as a Real-time Monitor

- FreeMASTER connects to target embedded application over
= UART serial communication (SCI, LPUART, UART, USART, ...)

- USB-CDC - virtual serial line i
= CAN — msCAN, FlexCAN, MCAN “‘//
- SWD/JTAG/BDM — non-intrusive access using debugger interface e —— =
= JTAG/EONCE - real time data exchange port of 56F8xxx family — T 2 7 [ McuMemoy Access |
- Any of the above remotely over the network using
FreeMASTER Remote Server or JSON-RPC API Communication DLL Library .
- Any of the above from 3" party application using ActiveX PEAK " L= ARM'mbed gy PN
- Any of the above using unified Communication DLL ——_ Ixxat: Weraeen ot y \§§wm

INSTRUMENTS'

C/::FM%;

. . Z{VASER Lf‘ GLINKER

- ...and enables access to application memory —r &5
= Parses ELF file and extracts DWARF debugging and symbolic information

= Reads symbolic information from runtime Target-Side Address (TSA) tables

= Knows global and static variables address, type and size

Connect over UART, Direct memory access using Share any connection

\r
4\
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FreeMASTER as a Real-time Monitor

Display the variable values in various formats:

= Table View

FHO T R

Real-Time or Recorded Graphl Custom HTML/ActiveX Controls

"

- variable values updated at specified rate =AADNANANANDNNANT

OV —
» Real-Time Chart AIRRIRIRIRIRIRIRIA]

- values read in real time and plotted DN AN ANNADNN (| O =
. . . | :" ,\ f‘. [ | "‘ “| .l ‘!\‘ IH “‘4 'M |
in oscilloscope-like waveform == | [V

' o "\a | ' \ A
] ngh-Speed Recorded Graph ,'l ‘u‘ ‘) Uf \ / | | \U‘I‘ Y ‘,\‘,‘

- values recorded by on-board memory
transient recorder and plotted all at once

= Custom ActiveX/HTML Controls mme Watch }

- values displayed ActiveX/HTML controls (sliders, gauges, etc.)

5 PUBLIC

h
P



FreeMASTER as a Real-time Monitor

Variable

*
Variable Transformations Definton | Modyng |
- Value can be transformed to Custom unlts Wariable name: |var1E Sampling period: |200 ms w| Showas: |REAL
Variable Bit fields Show
= Transformations may reference other variable values idss: [r78 S || Whenthe vabe recsied, || 8 T mn [ mas
. . . - Fixed digits El
= Inverse-transformation applied when writing oo [umgredrt < Seefr <] || ote [0 besrgntand. || (opona
a new Value tO the Varlable Fomat: |Fi:r.ed paint number J mask with: [no mask (1) [ Exponential
Real type transformation Text enumeration (after transform)
e . ||Jnear: an+h ﬂ Uit Junt [¥ Enumerstion enabled [ Always show numeric values
Ability to Protect Memory Regions (TSA) a1 T || ——
- User TSA tables describing variables visible to FreeMASTER T
= Declaring variables as read-write to read-only for FreeMASTER pa defaut: [orkrown e
- the access is guarded by the embedded-side driver

oK ‘ Cancel ‘

Application Commands

= Command code and parameters are delivered to an application for arbitrary processing
= After processed (asynchronously to a command delivery) the command result code is returned to the PC

= Legacy feature, not used in today’s applications as it requires target-side driver. Does not work over direct
SWD/JTAG/BDM.

h
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FreeMASTER as a Real-time Monitor

Anatomy of the desktop window

Main tabbed pane:
» Custom control UI page in HTML
* Selected tree item description in HTML

/ . [ demo.pmp - FreaMASTER * Runtime graph views or Pipe view - o x
Project tree: cmeemp e grap P
File Edit View Recorder Project Tools Help
» Custom project hierarchy EHO Bo B 5 | 4= = ) (ol = T =
» Folder-like block items — v — oo
. . -@.’f Integer variables — =T e
* OSCI I IOSCOpe g ra ph ItemS 7 Floating point variables w200 EI
) ..+ Recorder - triggered by varg ; 100 E,Ds |
» Recorder graph items . i LA
. . =10 _
k ° Plpe COﬂSOIe items FreeMASTER is an application running £ 5"””"‘2 5_055
on MS Windows™ operating systems L / < SR ERa-
and enables real-time visualization, 0-FL L L 1 L L1l T
demonstration and control of the S o 100 _
embedded application. - E| §
4 varlBinc changer [varl6inc] = B :y
# wvar3Zinc changer [var3Zine] This example application demonstrates & r \/-
. . 4 varfLTinc changer [varFLTinc] the FreeMASTER Serial 0L s L % S = S % - 5 !
Variable stimulus > Communication Driver. vari6 = 53880 Time [sec]
; : vari6inc = 1
 Stimulator time tables FreeMASTER Example — S—
overview (sToP | (sLow | [ FasT ) B — —_— Lis
i i =N BT
Appllcatlon Commands + The MCU target application periodically increments the following variables: E SoM E %
* User-defined commands x = var8 incremented by var8inc, var16 by var18inc, var32 by var32inc etc 45M - L L ) . .4 -
V4 + This example shows the following oscilloscope graphs - varDpL varDBLine Lo
w 101 -: = Integer variables - Reading variables var8, var16é, var32, var8inc, ] ww_; ] s
< oo var16inc and var32inc every 5ms and show in three real-time 2 WSM; Tos2
-/ - T N N N separated graphs JETE i
51441 orte — = Floating point variables - Reading variables varFLT, varFLTinc, = . L . . L . .
r T T T T T
w 51440 90 92 94 96 98
2 1438 frl page | Time [sec]
51433,_| = . . 111 111 1 11 1 Name Value Unit Period "
185.8603M - e — aré 154 DEC 1000 j
o iaréine 1 - | peC 200
aris 55909 DEC 200
lar 16inc 1 DEC 1000
Float-n -e s ) | I ) | I | 1 | 1 pr2 186707100 bEC 200
I g VI w 6 1‘0 zlu E“u 4‘” S‘U i ]UU - e RS232 UART Communicatid varlable watCh: j
: . Index 32 UA
* Graphs and Pipe views 7 Auokond [ sutostop 7 Asarn [ 5] - Values in text grid
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/Docked views

» Graphs and Pipe views

» Docked to window side

» Auto-hide option

» Overlap with other views
in a tabbed pane

\

)

« Variables assigned to
selected “block” tree item
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FreeMASTER as a Real-time Monitor

Highlights
- Access to target variables, symbols and data types
- Safe access over UART, CAN or USB with target-side driver
- Direct memory access with J-Link, P&E Multilink or CMSIS-DAP, no target-side driver needed
- Addresses are parsed from ELF file or provided by user-defined TSA tables
- Enables fine tuning parameters or direct application control via variable modifications
- Oscilloscope graphs with real time data in [ms] resolution

- On-board Recorder visualization of transitions in [us] resolution

h
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FreeMASTER as a Control GUI

Rendering HTML-encoded GUI
Native JavaScript scripting
ActiveX or JSON-RPC interface
3'd party applications and scripts




FreeMASTER as a Control GUI

- Control Application by Variable Modification - Control by Sending “Application Commands”
= Manually in the Variable Watch table view = “Traditional” control approach
= Time-tables & stimuli modification = Scripts and 3" party applications support
= Script-based variable access directly from custom GUI = Only works when target driver is used (UART, CAN, PDBDM)
Handle mouse-clicks and keyboard control = Does not work with direct-access SWD/JTAG/BDM

Custom graphics, push buttons and forms
Sliders, gauges or other ActiveX/HTML5 widgets

Custom intelligence and control algorithms
Desktop FreeMASTER

= ActiveX clients external to FreeMASTER ——— bl

JSON-RPC Clients

€ S

Ideal for HardW&re-in-the-loop simulations Target Microcontroller Board B —— , ) ’;:" ‘\;f\' e n“dc
= JSON-RPC clients using WebSocket or TCP

Standalone web apps running in Chrome

Excel or Matlab — typical programmable clients

UART Communication DLL

uss Serial / USB-CDC JSON-RPC Server ActiveX Clients

CAN USB to CAN
4\ MathWorks

Node.js, Python and other scripts

JTAG/SWD Debug Protocols

» Works over UART, CAN and also with non-intrusive
SWD/JTAG/BDM direct memory access.

e marks of The o
TensorFlaw, the TensorFlow logo and any related marks are trademarks of Google Inc
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FreeMASTER as a Control GUI

- HTML Content inside FreeMASTER - FreeMASTER Scripting Methods
- HTML views embedded in the FreeMASTER window = Read/write access using existing variable objects
- Dedicated “control page” view always accessible = Direct read/write memory access using C symbol names
- Optional “description” views showing HTML content = Retrieving symbol and data type information

based on project tree selection - Project tree manipulation and navigation

- Internet Explorer or Chromium rendering engines - Oscilloscope or Recorder data handling
= Pipe communication
Scripting in FreeMASTER = Project file and communication port control

= JavaScript may be natively embedded in HTML pages Local file read/write access

ActiveX for Internet Explorer JavaScript, VBA Excel, etc. = Variable Stimulator control

JSON-RPC for Chrome JavaScript or 3" party scripts
Node.js, Python, Matlab, Octave, etc.

JSON-RPC over WebSocket or direct TCP Refer to FreeMASTER User Guide for full script API reference
JSON-RPC also used with FreeMASTER Lite service and examples using JScript, VBScript, VBA Excel and Matlab

Sending Application Commands

\r
4\
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FreeMASTER as a Control GUI

. Target-in-loop Simulations -

- FreeMASTER ActiveX object or JSON-RPC interface GNU Octave
is accessible by external standalone applications

= Standard C++ or VB applications
= Excel & Visual Basic for Applications
- Octave, Matlab & Simulink e -

File Edit Wiew Simulstion Formst Tools Help
4 Microsoft Visual Basic for Applications - Book1 - [ThisWorkbook (Code)] =10 ﬂ
‘i Fle Edit Wew Insert Format Debug Run  Tools  Add-Ins  Window Help -8 X

DEM& fBER|D o[BSy RE T ®

-) MATLAB

File Edit Wiew ‘Web Window Help
Dﬁ‘ 5 Bn R o n‘ﬁ| 2 ‘CurrerﬂD\re
pr—

War kspac

ssssssssssssss

LR

Baze > 4
nnnnn 4
A e
Plant Seope2

EE-EH % BRRAY e 1o NEY R QI REkEE !

Project - VBAProject ] "

5 ‘@ ! [(General) =] [oeciarations) Yl S 0 O e

Dim a As McbPcm —
@ ThisWarkbook ;I
£ VBAProject (Book1) a.|
=81 U;:“’ﬁti’::‘;: D‘:Jf)ds =% ReadDoubleVariable - 100% [odeds 4
@) sheet (hee g | g renony Dim a As McbPcm - = .
4] ThisWerkbook d =% ReadFloatArray_t
bl 4 =& ReadFloatvariable
Properties - ThisWorkbook x| =% ReadintAray
- =& ReadIntArray_t

IIhsWnrkblnnk Workboolk =l - Readintray_v = a. |

Alphabetic | Categorized -

_ =% ReadDoubleVariable -
rsion

AutoUpdateFrequency @ ":':% RE adFI a awray

ConflictResolution 1 - wdUserResolution

Date 1904 False ! t||:'| r

DisplayDrawingObjects -4104-sdDisplay5hap<_| J_ '_% RE adFI U a ra]lll—t

DisolavInkComments _ True == % R H

=% ReadFloatVariable

=% ReadlntArray
=% Readintarray_t
=% ReadIntArray_v bl

) MathWorks:
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FreeMASTER vs. Compiler / Debugger

Write source code

Compile
MCUXpresso IDE,
IAR, Keil MDK...
Flash code to MCU
Debug code
Logging data to file limited
functionality

Graphs & Visualization

—

Custom Ul and Control Panel

Field-tune parameters

Remote control

Plugins & custom communications & scripting
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FreeMASTER Replacing Custom GUI Applications

FreeMASTER vs. custom GUI development
Typical use cases




From Custom GUI to FreeMASTER

15

Pitfalls of developing custom GUI

- Requires PC Host programming tools and skills
- Never enough communication interfaces, communication issues

- Time to develop a robust PC Host application
- Deploying GUI to host PC

- Single-purpose — typically bound to particular MCU demo app. firmware

Benefits of FreeMASTER

- Uniform approach — application control by variable modification
- Works over UART/CAN but also over non-intrusive SWD/JTAG/BDM

- One tool used with variety of GUIs

- GUI easily extended by multimedia content (charts, documentation)

local, online or embedded
- Usable with user-modified applications (!)

- GUI project can be extended by user to cover more functionality

PUBLIC
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From Custom GUI to FreeMASTER

- Typical custom GUI Approach - FreeMASTER Approach
- Communication-driven data collection - Rich graphing and visualization features instantly available
- Typically custom serial protocol - Control application by modifying variables
- PC sends request, target processes and replies with data - Use either artificial variables dedicated for GUI control or
- Pro: under full control of developer ggg:%/hit]ate variables used also by the general application

= Pro: application and data processing logic done in native
programming language = Pro : works over standardized protocol or with SWD/JTAG/BDM

L . : direct memory access
= Con: communication development just for sake of GUI, typically y

not used for any other purpose = Pro : easy to protect or restrict functionality

= Con : migration to different communication media is typically hard

= Con : user modifications of target application not supported by
single-purpose GUI.

= Con : user modifications of target application or firmware makes
the GUI to stop working.

h
P
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FreeMASTER as a Demonstration Tool




FreeMASTER as a Demonstration Tool

- Project GUI is a native HTML page with alll - - e :
benefits of online Internet resources N AR -

—
Z o
o
.

- Embed multimedia content and online shop links
directly in the control Ul : = —

= I a0 e e

- Project hierarchy enables to describe all aspects ¥ © | — P =
of target application accompanied with live data [ —— . -

- NXP customers use FreeMASTER
to demonstrate their products

- Complimentary use with any NXP MCU system

h
P
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Inside FreeMASTER




FreeMASTER 3.0

Target Microcontroller Board

UART

USB

CAN

JTAG/SWD

MathWaorks and MATLAE are trademarks or registered trademarks of The MathWaorks, Inc
Tensorflow, the TensorFlow loga and any related marks are trademarks of Google Inc
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Desktop FreeMASTER

.-
e

Embedded Control Page

| |/-:.t\‘ —— ,‘/‘:‘;\I .
| s N/

O e

Communication DLL

Serial / USB-CDC JSON-RPC Server

USB to CAN

Debug Protocols

3rd-party Apps
local or remote

JSON-RPC Clients
C‘o K,

ﬂudQ

ActiveX Clients
f u )

4\ MathWorks
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Inside FreeMASTER — Communication Flow

In-process calls

Serial

In-process calls

Custom connection
(CAN, BDM, JTAG, ...)

I UART / USB I I phy iface I
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Inside FreeMASTER — Embedded Web Browser

FreeMASTER Executable IE or Chromium view

embedded in FreeMASTER

ActiveX & JSON-RPC
Servers HTML / JavaScript

In-pI‘OCGSS Ca||S 1 %

Out-of-process calls

Communication DLL

Embedded web browser engine communicates

Serial Plug-ins with FreeMASTER using out-of-process calls.
l In-process calls There are two kinds of out-of-process calls
supported by FreeMASTER. ActiveX uses
Custom Plug-in DLL Windows messaging system and JSON-RPC use
networking TCP and WebSocket technologies.
l Custom connection
(CAN, BDM, JTAG, ...) Due to communication overhead, the out-of-
_ process calls are slower. Typically up to 500 calls
UART /USB phy iface per seconds can be achieved.
Target Board Target Board
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Inside FreeMASTER - Standalone Web Browser

ActiveX & JSON-RPC
Servers HTML / JavaScript

S

Out-of-process calls

In-process calls

Serial

In-process calls

Custom connection
(CAN, BDM, JTAG, ...)

UART / USB

phy iface
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Inside FreeMASTER — Other Client Applications

ActiveX & JSON-RPC

JSON-RPC VBA / ActiveX
& 150 —

script / JSON-RPC

In-process calls
m-script / ActiveX

Serial

In-process calls

Custom connection
(CAN, BDM, JTAG, ...)

UART / USB

phy iface
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Inside FreeMASTER - Interfacing to Communication DLL

Custom C/C++/.NET or other

application
Communlcatlon DLL In-process direct DLL calls I
Serial Plug-ins
Any Windows-based application which is capable of
In-process calls direct C-like calls into a native DLL may reuse the
communication library and make use of the
Custom Plug-in DLL FreeMASTER communication.
Custom connection As FreeMASTER desktop application is out of the
(CAN, BDM, JTAG, ...) game here, the term “variable” makes no more sense
! in this scenario. Users' applications need to use
UART / USB phy iface numeric memory addresses and sizes when accessing
the board (see FM protocol for more details)
Target Board Target Board

A
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FreeMASTER Lite

FreeMASTER Lite Service

3rd-party Apps
local or remote

JSON-RPC Clients

n.de )

Embedded Control Page
Target Microcontroller Board

UART Communication DLL JSON-RPC Server ‘g;,'ftgﬁ;':;’o'

UsB Serial / USB-CDC

Web Server
CAN USB to CAN

JTAG Debug Protocols retrieved pages

Windows® /
Linux® PC

TensorFlow, the Tensorflow logo and any related marks are trademarks of Google Inc.
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FreeMASTER Lite — Service without User Interface

JSON config. .
file Standalone Chrome node.|s
E;[eeegﬂe'ar‘\?gf : - —_t JSON-RPC JSON-RP(JZ
JSON-RPC Server
Python Octave
n-pr I
| process calls JSON-RPC JSON-RPC

Communication DLL

Serial FLIEHIE FreeMASTER Lite service enables the JSON-RPC

In-process calls clients to access the target board without the full
FreeMASTER desktop application running.

Custom Plug-in DLL This may be ideal for automated test scripting and
similar use cases.
Custom connection
(CAN, BDM, JTAG, ...) Also, the FreeMASTER Lite runs the web server, so the
UART / USB phy iface standal_one Chrome application content may be loaded
from this server.
Target Board Target Board

h
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SECURE CONNECTIONS
FOR A SMARTER WORLD
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