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1 Introduction
This document describes an email client using the 
MCF51CN128, the open source RTOS FreeRTOS® 
v5.3.0, and the TCP/IP stack lwIP v1.3.0.

This document presents how an embedded device can 
send emails using the Internet infrastructure. It gives a 
brief explanation about the simple mail transport 
protocol (SMTP) and how to use it with the 
MCF51CN128.

This document is intended to be used by all software 
development engineers, test engineers, and anyone else 
who has to send an email from an MCU.
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Email Client
2 Email Client
An email is a digital message sent from one computer to another. The protocol that deals with sending an 
email is basically the Simple Mail Transport Protocol (SMTP). The protocol that deals with email retrieval 
is basically the post office protocol (POP3) or Internet Message Access Protocol (IMAP). This document 
deals with sending only emails or SMTP communication.

A list of possible uses of email for embedded devices is as follows:

• Send a condition that needs to be notified to a PC. This information can be analyzed later on by a 
person receiving the email.

• Send log files of a sensor at regular times

• Send status information when requested by another TCP/IP application

Figure 1 shows an email client single scenario.

Figure 1. Email client connecting to an SMTP server

2.1 Hardware Implementation
This application note works with the MCF51CN128 reference design and the Tower System. For more 
information about the MCF51CN128 reference design, go to the MCF51CN128 Product Summary Page. 
For Tower System information, visit www.Freescale.com/tower.

A hardware block diagram about the MCF51CN128 reference design is presented for clarity.
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Figure 2. Hardware block diagram of MCF51CN128 reference design board

For the MCF51CN128 reference design hardware, jumpers must remain in the same position. The board 
is then ready to use as it is. Board schematics, layout, and gerber files are provided in case a customization 
is required in the hardware for specific use of the email client, like removing additional components 
besides Ethernet or sensors.

For the TWR-MCF51CN Tower Rev C, default jumper configuration must be used.

2.2 Principle of Operation
The email client is a useful tool that sends information through the Internet to another computer in an 
asynchronous scheme. This means sent information can be analyzed by a person or by a computer as soon 
as it is received, or at any another moment. All of this relies on the use of the SMTP server that completes 
the process of sending an email. The following application deals only with server-client communication 
to an SMTP server. The rest of the process after the email is stored in the email receiver server goes beyond 
the scope of this document.

As already mentioned, email works with the client-server model spread on most of the TCP applications. 
In the process of sending an email, application software acts as a client that sends commands to the server, 
and receives a message as a result of each request. This communication is completed until the email is 
successfully sent or communication is aborted.

The software that comes with this application note tests the email client functionality in two ways:

• An internal email SMTP server at Freescale Semiconductor LAN—Internal test

• An external email SMTP server outside of Freescale using a yahoo.com email account—external 
test

For this application, as soon as the DHCP gets a valid IP address, it sends its IP address by email to an 
email account stored in the MCU memory.
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Email Client
If the email is not correctly sent, the following is a list of possible causes.

• LAN DHCP server cannot provide a valid IP address

• LAN does not have access to the Internet

• LAN does have SMTP port 25 blocked

• LAN DNS server does not recognize the SMTP server address to connect to it

• SMTP server cannot validate username or password provided

• SMTP server is not responding to requests, then a time-out occurred

• SMTP server requires an SSL session to validate the user

Approximated time to receive an email can vary from 1 minute to 10 minutes or more, even if the SMTP 
server showed a successful communication occurred. This indicates email is not a real time communicator.

A way to debug problems during communication with the SMTP server is to use a network analyzer like 
Wireshark. This can be downloaded from the Internet under the GNU General Public License. Wireshark 
shows all the packets in the sub-LAN by using a network hub. A router or a network switch does not work 
because they filter by using a MAC address and requests will not be read by the Wireshark network 
analyzer.

The application can send an email with whatever text needed. However, the text memory space can be 
overwritten only after the email is sent and connection is closed. The text has this restriction because the 
text is passed to the email application as a reference and not as a copy. A software set of functions are 
provided. See Section 5, “Email Client API.”

If the application uses a static IP address scheme, then the email will not be sent. This restriction comes 
from the application project because the email is sent only if the dynamic host configuration protocol 
(DHCP) service is started. For details on how to change media access controller (MAC) parameters, refer 
to application note Serial-to-Ethernet Bridge Using MCF51CN Family and FreeRTOS (document 
AN3906).
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Figure 3. Email received from MCF51CN128

The email client application starts with the following configuration, but can be changed at runtime using 
the configuration web page, viewable through a web browser.

3 Introduction to the Email Client Software
LwIP provides three levels of APIs for sockets. The email client uses the netconn level. For more details 
about socket’s level with lwIP, refer to application note Serial-to-Ethernet Bridge Using MCF51CN 
Family and FreeRTOS (document AN3906).

Table 1. Default MAC Parameters

MAC Parameters

MAC Address 00:CF:52:35:00:07

IP Address 192.168.1.3 for static implementation

Mask Address 255.255.255.0

Gateway Address 192.168.1.1

Server Address to Connect to an Address 192.168.1.3

Static or Dynamic Address Static
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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Introduction to the Email Client Software
Figure 4. Wireshark window showing SMTP requests and responses

The following email client implementation initiates a TCP connection to port 25 this the designated port 
the SMTP to communicate with the SMTP server. Some firewalls block TCP port 25 as a security police 
to avoid email spam.

The email function that sends emails is a function that invokes the Email RTOS task. This task processes 
the SMTP connection and is deleted as soon as the email is sent or an error occurs.

The email client is able to support authentication if a password for a username is required by the SMTP 
server. The username and password are ciphered to Base64, which is a multipurpose Internet mail 
extension (MIME) encoded transfer. Base64 has its own alphabet derived with all the printable ASCII 
characters like: A-Z, a-z, 0-9, + and /.

An email sent to the Internet has its content viewable by a third party. The application must make sure no 
sensitive information is sent using the email client.

While sending an email, the email socket task gives control back to the CPU while waiting for a response 
from the SMTP server. This avoid blocks the execution of critical actions by FreeRTOS.

3.1 Limitations
The following email client implementation does not deal with encryption. Almost all the actual SMTP 
servers use secure socket layer (SSL) to correctly sign-in and to exchange information over a secure 
communication protocol. Popular email service providers like Hotmail, Yahoo, or Google expect SSL. 
Files attachments to emails is work that must be considered for future developement.
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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Email Client Software
At the time of testing this application note software, the following SMTP server is the only server that 
accepts regular requests without the SSL:

smtp113.plus.mail.mud.yahoo.com

Username and password used with the Yahoo email account are embedded in the source code and can not 
be valid during source code testing.

3.2 Principle of Operation
The software was developed for the MCF51CN128 reference design hardware to demonstrate low-cost 
and small board size. But, it can also be used in the Tower board. 

This is a selection between either the M51CN128RD or V1TOWER C-macros inside m51cn128evb.h file.

Figure 5. Code snippet for hardware change

4 Email Client Software

4.1 Software Architecture
Figure 6 shows how the email client is divided and what software blocks are used for its implementation.

Figure 6. Software segmentation

4.2 Software Hierarchy
Figure 7 shows the files hierarchy.
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Figure 7. File implementation
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Email Client Software
Table 2 provides an explanation of each hierarchical file distribution.

4.2.1 Hardware Abstraction Layer (HAL) Implementation

The HAL is defined as the collection of software components that gives direct access to the hardware 
resources, such as peripherals, configuration registers, optimized assembler routines (with their 
appropriate prototypes), pre-compiled object code libraries, or any other hardware-dependent resource, 
through the HAL-HW interface.

4.2.2 Fast Ethernet Controller (FEC) Handling

Due to a reduced memory footprint, a single Tx buffer is used to transmit data and two Rx buffers are used 
to receive information. For details on Fast Ethernet Controller (FEC) handling, refer to application note 
Serial-to-Ethernet Bridge Using MCF51CN Family and FreeRTOS (document AN3906).

4.2.3 Hardware Independent Layer (HIL) Implementation

To maintain hardware independence, software components that belong to this layer can access the 
controller's resources only by means of HIL components. Therefore, they refrain from directly accessing 
the resources of the controller on which they are running. This feature allows for components from this 
and the above sitting layers to run on different controllers without further change.

For more details about HIL blocks, refer to application note Serial-to-Ethernet Bridge Using MCF51CN 
Family and FreeRTOS (document AN3906).

Table 2. Software file description

Layer File Name Description

Main dhcp_app.c File that calls the email client function to send requested IP

HAL gpio.c Routines that use directly pins for the selected MCU

gpio.h Points all the modules to a specific pin for the selected MCU

fec.c Low level Init for FEC driver

fec.h Number and length of RX/TX buffers

cf_board.h HAL layer to use with this Serial Bridge

HIL mac_rtos.c MAC driver used by lwIP TCP/IP stack

mac_rtos.h MAC driver header

constants.c Structure containing all the default parameters after reset

lwipopts.h lwIP options to enable/disable services

FreeRTOSConfig.h FreeRTOS options to enable/disable services

Applications email_client.c Requests and error messages from SMTP client/server 
communication

email_client.h SMTP request strings
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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4.3 Email Application Implementation
Figure 8 represents the communication between the client to the server to send an email using SMTP 
without authentication.

Figure 8. SMTP without authentication required

Figure 9 represents the communication between the client to the server, to send an email using SMTP with 
authentication.
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Email Client API
Figure 9. SMTP with authentication required

5 Email Client API
The following steps must be performed to send an email:

1. Add the following line of software to the C-file which needs email services:
#include "email_client.h"

2. Create an email C-structure type, EMAIL_TEMPLATE.

3. Fill the TO, SUBJECT, and DATA structure elements with desired information.

4. Call Email_init() function once.

5. Call Email_send() function using the created variable of type EMAIL_TEMPLATE.

6. Next two steps are optional. Number seven in case a new email needs to be sent. Number eight to 
check if it was correctly sent.
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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Email Client API
7. Wait until C-structure element, named flag, is equal to zero. If not, application must wait 100 RTOS 
ticks to allow other tasks to run.

8. Optional — If it was successfully sent, check C-structure element named ready. If the variable 
ready is equal to zero, then email was correctly sent, otherwise not.

9. For every new email repeat from step number 5

EMAIL_TEMPLATE C-structure is defined as follows. Only first three struct’s elements must be filled.

Figure 10. Email C-structure

Details about the email public functions are provided:

Syntax
void
Email_init ( void )

Description — Starts email service (call it once)
/**
 * Start email service by creating mutex
* @param none
* @return none
*/

Syntax
void *
Email_send ( EMAIL_TEMPLATE *info )

Description — Sends email using parameter C-structure information
/**
* Send an email using SMTP protocol to specified variables.
* flag element cleared means attempt to send is over
* ready element cleared means successful attempt, otherwise error
* @param info email info to be used for SMTP communication
* @return pointer to the created task
* NULL if no task could be created
*/
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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6 Customization
For customization, the following files must be modified for a change in software or hardware:

For a standard email client, the following files are required to be changed:

• constants.c — If a different username, password, SMTP server address, or use of authentication is 
required, change it on the C-struct ROM_OPTIONS called “params”. 

C-struct related to email details are as follows:

Figure 11. constants.c with email settings

• email_client.c — If more SMTP header options are needed to implement, add them to the 
vEmailClient() task function. Options like—carbon copy (CC), blind carbon copy (BCC), and 
Content-Type (MIME type) can be added using the same template for the other implemented 
parameters like—“MAIL from” and “RECIPIENT from”.

• email_client.h — If further requests are needed besides: HELO, EHLO or AUTH, add them to this 
file and then call them from email_client.c.

7 Conclusion
This document described how an email client can be implemented in the MCF51CN128 to send e-mails. 
The application note document and software demonstrate how to send an email to the Internet using an 
external email server (Yahoo email account) and basic authentication. The email API presented is able to 
send emails using lwIP and FreeRTOS, and hide SMTP details, therefore integration to existing lwIP 
application is clearer and faster than starting from scratch.

File Name Description

cf_board.h Used to point to a new BSP, new HAL software drivers

lwipopts.h lwip configuration file. Enable/disable TCP/IP options

gpio.c/gpio.h Change GPIO used for all modules in MCU

FreeRTOSConfig.h FreeRTOS user configuration file. Enable and disable features

static_web_pages.c Contains web pages

http_server.h Present error messages 

email_client.c Basic SMTP communication to send an email 

email_client.h Present email client messages to the email server
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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8 Considerations and References
Find the newest software updates and configuration files for the MCF51CN128 on the Freescale 
Semiconductor home page, www.freescale.com.

• MCF51CN128 Reference Design and Tower System were the hardware used to test the 
AN3930SW.

• For more information on FEC, refer to MCF51CN128 Reference Manual (document 
MCF51CN128RM) at www.freescale.com.

• To learn more about the Tower System, refer to www.freescale.com/tower.

• To learn more about the MCF51CN128 Reference Design details, refer to MCF51CN128 Product 
Summary Page.

• The BridgeSoftwareDemo software was developed and tested with CodeWarrior for ColdFire 
V6.2.1.

• Download the source files for AN3930SW.zip from www.freescale.com. 

• For more information regarding software or hardware, refer to www.freescale.com/support.
Email Client Using MCF51CN Family and FreeRTOS, Rev. 0
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