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3. BfE

3.1. X
SCRF AT B AR 2K
. 64bx64b:(MUL)
. 64bx64b + 64bx64b:(MUL+ADD)
. 64b + 64b:(ADD)
. 64b - 64b:(SUB)
. 64b " 64b:(XOR)
. 32b>>:(Shift Right)
. 32b<<:(Shift Left)
. Others: Copy, Remark, Fill, ZERO, Compare and so on

00 N O O A W N P

3.2. MR BIRA R EIIT R

3.2.1. MUL (64bx64b = 128b)
AR

1. Read ABCD

2. Stepl:
a. Compute DB and DA, sum=DBH+DAL
b. Res[0] = DBL
c. Res[1] = sum
d. Res[2] = DAH
e. Res[3]=0

3. Step2:
a. Compute CB and CA, sum=CBH+CAL
b. Res[1] += CBL (generate Carry bit)
c. Res[2] += sum + Carry bit (generate Carry bit)
d. Res[3] = CAH + Carry bit

4. Step3:
a. Write Res[3:0]
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At end of Step 2: CAHR CAL+CBH +prev_dah CBL+prev_daltdbh

K 4. 64bx64b [F)3E 5% 2 e

3.2.2. MUL+ADD (64bx64b + 64bx64b)
BIR:
1. Read ABCD
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2. Stepl:
a. Compute DB and DA, sum=DBH+DAL
b. Res[0] += DBL (generate Carry bit)
c. Res[1] += sum + Carry bit (generate Carry bit)
d. Res[2] += DAH + Carry bit
e. Res[3] += Carry bit
3. Step2:
a. Compute CB and CA, sum=CBH+CAL
b. Res[1] += CBL (generate Carry bit)
c. Res[2] += sum + Carry bit (generate Carry bit)
d. Res[3] += CAH + Carry bit
4. Step3:
a. Write Res[3:0]
b. Done
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Operation System clock:150MHz ~ IDE: IARS.32, SW only CASPER lerated |Impro t(times))
Optimizations: high-speed-no size constraints| RAM Flash RAM Flash
Signing ECDSA-secp256rl{ms/sign) 136.43|  333.33 76.92| 142.86
Verification |ECDSA-secp256rl{ms/verify) 250.00 598.80 81.10] 149.93
Key exchange |ECDHE-secp256rl{ms/handshake) 250.00 500.00 136.43 250.00
Key exchange |ECDH-secp256rl{ms/handshake) 136.43 300.30 7143 130.38
Signing RSA-1024(ms/private) 130.38 250.00 130.38 272,48
Verification  |RSA-1024{ms/public) 4.24 8.90 1.31] 1.81
Signing RSA-2048(ms/private) 598.80| 1000.00 598.80| 1000.00
Verification  |RSA-2048{ms/public) 15.54 31.92 4,14 5.03

8. HEFAI CASPER SEIL I AEXTFR N Bk 114 e L 3%
PR
1. CASPER f#fig5 LPC5500 #41 HiAth % 4= 25 4F 4 LPC55S2x. LPC55S1x. LPC55S0x 5 AH 1L
2.IDE fit4: 1AR8.32.2

[l Product Info (overview) x|
Product Version | Close
TAR Embedded Workbench for ARM 8.32.2.19423
IAR Embedded Workbench shared components 8.2.2.5792 Details...

Copyright 2002-2018 TAR Systems AB.

K 9. IAR A
3.4k 2E: mg. P, o R ST PR )

Proprocessoe | Dmgnoses | MISRAC2004 |

K 10. IAR {4k 8

4. SDK fliA: 2.6.3 (2019-10-11)

SDK #5%: REL_SDK_NIOBE4 2.6.3_RFP3.0_RC2_3

5. 24t #h: 150 MHz

6. ABIRAS: T H A AT A o

7. - IREEA CASPER IE, AEAF AR A R —

8. W1 BAE flash HHizfr, FHFE 2% LPC55S69_cm33_core0_flash.icf.
WRAE RAM HigfT, N7 ZE 2% LPC55S69_cm33_core0_ram.icf.
9. FF &K#: LPCXpresso55569. LPC55S69-EVK

10.FERRAS: 1B

6. SDK implementations

CASPER ##7]¥-7] LA7E SDK B 71 # 3,
BB A5 N B CHT A 1Y) SDK J&, fELL N A7 B FT7F CASPER 7~

SDK _2.6.3_LPCXpresso55S69\boards\Ipcxpresso55s69\driver _examples\casper\cm33_core0
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GBI H FE4T I casper.c SCfF. A — L R P Dhfg T DLy AN N FE T -
« ModExp ik
o M5 2k Secp256rl ik

6.1. ModExp &k
*“H‘*%m~$¢%/£ S e ERATRIB S L SRR TR A, R RTE 2 B

%?) jZ

LA 7B 1 B AT A A8 CEo Al E R ND BHiERS 44, W] 11 a2 5.

Message = SignatureEmod

11. WAERE 4 A3

PR FAHS s 5 an B 12 s o

/* ModExp test */
CASPER_ModExp(CASPER, (void *)signature®, (void *)pubkey@, sizeof(plaintext) / sizeof(uint32_t), pub_e, plaintext);
TEST_ASSERT(memcmp(plaintext®@, plaintext, sizeof(plaintext)) ==
PRINTF("ModExp Test pass.\r\n");

if)@i‘;ﬁ@%*

12. ModEXP ftf4

&, VBRI EMEE., &)E, ZEEMHIEAR IR, IEMByEEE . X ER] DS
CASPER K528, —SedL A R ARRS an & 13 B

1T CASPER [l 28I fE, RSAZLIGIFS R, fF %,

Accel_SetABCD_Addr(CA_MK_OFF(&v[0]), CA_MK_OFF(u));
Accel_crypto_mul(Accel_IteropcodeResaddr(N_wordlen / 2 - 1, kCASPER_OpMul6464Nosum, CA_MK_OFF(&w_out[0])));
Accel_done();

Accel_setABCD_Addr(CA_MK_OFF (&v[j]), CA_MK_OFF(u))
Ac:e]l_aryp'éga_mu'l (Accel_IteropcodeResaddr(N_wordlen / 2 - 1, kCASPER_OpMul6464Sum, CA_MK_OFF (&w_out[j1)));
Accel_done();

Accel_SetABCD_Addr(CA_MK_OFF(Nmod), 0);
Acce]l,crypEt)Lmﬂ (Accel_IteropcodeResaddr(N_dwordlen - 1, KCASPER_Opsub64, CA_MK_OFF(Rp)));
Accel_done();

carry = GET_DWORD (&w64 [N_dwordlen])

Accel_SetABCD_Addr(CA_MK_OFF (&b64[1]), CA_MK_OFF(a64));
Accel_crypto_mul(Accel_IterOpcodeResaddr(N_dwordlen - 1, kCASPER_OpMul6464Fullsum, CA_MK_OFF(w64)));
Accel_done();

K 13. CASPER M

14 PR, IXEEEAEXS I TR IR BB AR
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typedef enum _casper_operation

KCASPER_OpMul6464NoSum = @x81, /*/ Walking 1 or more of J Loop, doing r=a*h using 64x64=1287/
kCASPER_OpMul64645um =

ox82, /*! Walking 1 or more of J Loop, doing c,r=r+a*h using 64x64=128, but assume inner j Loop*/
kCASPER_OpMul6464FullSum =

ox83, /*! Walking 1 or more of J Loop, doing c,r=r+a’h using 64x64=128, but sum all of w. */
kCASPER_OpMulé464Reduce =

oxe4, /*! Walking 1 or more of J Loop, doing c,r[-1]=r+a*h using 64x64=128, but skip 1st write®/
kCASPER_OpAdd64 = @xe8, /*! Walking add with off_AB, and in/out off_RES doing c,r=r+a+c using 64+64=65%/
kCASPER_OpSub64 = @xe9, /*! Walking subtract with off_AB, and in/fout off_RES doing r=r-a uding 64-64=64, with Last

borrow implicit if any*/

KCASPER_OpDouble64 = 8x8A, /*! Walking add to self with off RES doing c,r=r+r+c using 64+64=65%/
KCASPER_OpXor64 = @xeE, /*! Walking XOR with off_AB, and in/out off_RES doing r=r’a using 64°64=64%/
KCASPER_OpShiftLeft32 =

ex1e, /*! Walking shift Left doing ri,r=(b*D)|rl, where D is 2%amt and is loaded by app (off CD not used)*/
kCASPER_OpShiftRight32 = ex1l, /*! Walking shift right doing r,ri=(b*D)|[rl, where D is 2*(32-amt) and is Loaded by

app (off_CD not used) and off _RES starts at MSW*/

KCASPER_OpCopy = @x14, /*! Copy from ABoff to resoff, 64b at a time*/
kCASPER_OpRemask = @x15, /*! Copy and mask from ABoff to resoff, 64b at a time*/
kCASPER_OpCompare = @x16, /*! Compare two arrays, running all the way to the end*/

KkCASPER_OpCompareFast = @x17, /*! Compare two arrays, stopping on 1st [=%*/
} casper_operation_t;

& 14. CASPER #1E

6.2. 1[5 il 28 3R

X 86 bR B P AT ECC secp384rl i Hibn & Jeik[resX; resY] = Fr&_[X; Y]F ECC secp384rl i
brEafiklresX; resY] = bR 1 * [X1; Y1] + fni 2 * [X2; Y2]. ‘EATRMHIR #2215 R (ECC)fr 3
fite XF ECC FHMEATANTT, VR LAFEM ER3EATHF 5%

DIREACHS A ] 15 Fios.

CASPER_ECC_SECP384R1_MulAdd(CASPER, c3, c4, &test_ecddoublemul_base[0][0],
&test_ecddoublemul_base[0] [NUM_LIMBS], &test_ecddoublemul_scalars[i][0],
&test_ecddoublemul_base[1][0], &test_ecddoublemul_base[1] [NUM_LIMBS],
Rtest_ecddoublemul_scalars[i] [NUM_LIMBS]);

CASPER_ECC_SECP384R1_Mul(CASPER, X1, Y1, &test_ecmulans[0][0], &test_ecmulans[0][12], test_ecmulscalar[i]);

P 15. I ith 2 fe ik

5 ModExp —#f, ECC kAL T CASPER API, WK 16 .

/* we are reducing, so the 1st [@th] 64 bit value product is tossed, but we */

/* need its carry. We Let the accel do this separately - really need a mode to */

/* do this "reduce” since it is natural */

carry = GET_DWORD(&w64[N_dwordlen]);

Accel SetABCD Addr(CA_MK_OFF(mé4), CA_MK_OFF(&N64[2]));

Accel crypto_mul{Accel IterOpcodeResaddr(N_dwordlen - 1, KCASPER_OpMul6464FullSum, CA_MK_OFF (&w64[€])));
Accel_done();

carry = (GET_DWORD(8w64[N_dwordlen]) < carry);

Accel_SetABCD_Addr(CA_MK_OFF(&w64[1]), @);
Accel_crypto_mul(Accel_IterOpcodeResaddr(N_dwordlen - 1, kCASPER_OpCopy, CA_MK_OFF(&w64[2])));

Accel_done();
SET_DWORD(&w64[N_dwordlen], (GET_DWORD(&w64[N_dwordlen + 1]) + carry));

16. CASPER API
G, BT S, EIAI7E CommAssistant I 3REUFT Bl 458, Wi 17,
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ModExp Test pass.
Casper ECC Demo P256

Round:
Round:
Round:
Round:
Round:
Round:
Round:
Round:
A1l EC scalar multiplication tests were succesfull.
Round:
Round: 1
Round: 2
Round: 3
Round: 4
Round: 5
Round: 6
Round: 7
A1l EC double scalar multiplication tests were succesfull.

17. CASPER 745 5%

ounNONBWNEFO

7.CASPERZEMbed TLSH [

mbedTLS #4177 LAYE SDK B k3], HA B F:
SDK_2.6.3_LPCXpresso55S69\boards\Ipcxpresso55s69\mbedtls _examples\mbedtls_benchm

ark\cm33_core0

TR B AR 7 AT BLFE R PR A X BROIN B AE N BN 57 . CASPER HW 7E RSA-1024 %
ECDSA-secp256r1 254 A% . ECDHE-secp256rl %435 #:. ECDH-secp256r1 %42 #e

TN .

TEFETAREE, im0k 18 Ars.

K| 18. CASPER HW &g 5

WHAE LPC55S69_cm33_core0_features.h Hl FSL_FEATURE_SOC_CASPER_COUNT i
BHNO, ER SOV, &5 R K 19 Fros.
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B 19. BRAF L,

WHAE LPC55S69 _cm33_core0_features.h Hl FSL_FEATURE_SOC_CASPER_COUNT i
BA LB, TR B R -

1. RSA-1024 [1J523:  196.33 public/s.

CASPER_ModExp() & CASPER {£ZKkzl API, T RSA-1024 %, 40l 20 ## Call Stack
Frw.

benchmarlee X | fsl_casperh fsl_casperc ksdk_mbedtlsc bignume bignumh 57
~ RSA_SignatureloPlaintextrast Z‘ main(int, char sx) fu
CASPER_ModExp 851 :J
mbedtls_mpi_exp_mod_shim 2 852 /* Skip 2048 ond 4896 bit
mhedt1s_rsa_public 853 for (keysize = 1024; key
= 854 {
[_call_main + @xd] ::Z mbedtls_snprintf(title, sizeof(title), "RSA-%d", keysize);
857 mbedtls_rsa_init(&rsa, MBEDTLS_RSA_PKCS_V15, 8);
858 mbedtls_rsa_gen_key(&rsa, myrand, NULL, keysize, 65537);
859
© 860 TIME_PUBLIC(title, " public”, buf[@] = @; ret = mbedtls_rsa_public(&rsa, buf, buf));
861
862 | | TIME_PUBLIC(title, "private’, buf[8] = ; ret = mbedtls_rsa_private(&rsa, myrand, NULL, buf, buf));
. 863
I W slerup
|F,3 =i 864 mbedtls_rsa_free(&rsa);
L i utpat 865
866
867 | wendif -
868
868 1 #if defined(MBEDTLS_DHM C) &8 defined(MBEDTLS_BIGNUM C)
LPC55569_mbedtls 870 if (todo.dhm)
| [l | v | =

20. RSA-1024 2 s

2. ECDSA-secp256r1 f)s28i: 3.33 sign/s.

CASPER_ECC_SECP256R1_Mul();& CASPER 1X/Z25Xzl API, - T ECDSA-secp256rl %44,
& 21 1Y Call Stack i~
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|b~n¢hmurk.: X | fsl casperh sl casperc ksdk mbedtlsc bignum.c bignumh mac eodsac -
debug «| main(int. char ) fu
® CA_MK_OFF === aze for (curve_info = mbedtls_ecp_curve_list(); curve_info->grp_id != MBEDTLS_ECP_DP_WONE; curve_infa++) :l
tobontgomery 921
CASPER_ECC_SECP256R1_Mul 922 ubedtls_ecdsa_init(&ecdsa);
ecp_mul_comb e . . .
EoitisTaceYl 924 if (wbedtls_ecdsa_genkey(Secdsa, curve_info->grp_id, myrand, NULL) 1= ©)
mbedtls_ecp_gen_keypair_base s mbedtls_exit(1);
o 5 qe 926 ecp_clear_precomputed(&ecdsa.grp);
nbedt1s_ecp_gen_keypair e
wbedtls_ecdsa_sign 928 mbedtls_snprintf(title, sizeof(title), "ECDSA-%s", curve_info->name);
mbedtls_ecdsa_sign_det © 929 TIME_PUBLIC(title, “sign”,
mbedtls_ecdsa_write_signature 930 ret = mbedtls_ecdsa_write_signature(Recdsa, MBEDTLS MD_SHA2S6, buf, curve info-3bit size, tmp,
= main 931 &sig_len, myrand, NULL));
[_call_main + 6xd] 932
933 mbedtls_ecdsa_free(Recdsa);
934 }
935
936 for (curve_info = mbedtls_ecp_curve_list(); curve_info->grp_id != MBEDTLS_ECP_DP_NONE; curve_infos+)
937 t =
938 mbedtls_ecdsa_init(Recdsa);
LPC55569_mbedte | 939 »
ana 48 (mhndble nrdes cnmbnulBads cumin Snfaosman A munand NI - G
KT 3|1 (03| KT I JOE|

21. ECDSA-secp256r1 %44 S8
3. ECDSA-secp256rl [Jsz8l: 3.33 verify/s.

CASPER_ECC_SECP256R1_MulAdd()/2 CASPER 12155 API, - T ECDSA-secp256rl 5
iE, tnE 22 Call Stack s .

| benchmark.c X |dhm.c bignume bn_mulh ksdk mbedts configh ecdsac ecp_alte ecdhc fslcasperh fsl casperc ksdk mbedtsc rsac pkc pkwrapc s
main(int, char xx) fa
® Accel_crypto_mul *== 924 if (wbedtls_ecdsa_genkey(&ecdsa, curve_info->grp_id, myrand, NULL) != @) Al
totontgomery 925 mbedtls_exit(1);
CASPER_ECC_SECP256R1_MulAdd 926 ecp_clear_precomputed(Becdsa.grp);
nbedtls_ecp_muladd :i; bedt] intf(title, sizesf(title), "ECDSA-¥s" info->name)
rif mbedtls_snprintf(title, sizesf(title), -%s", curve_infa->name);
s iie, i
oDt B 938 ret = mbedtls_ecdsa_write_signature(8ecdsa, MBEDTLS_MD_SHA256, buf, curve_info->bit_size, tmp,
- 931 &sig_len, myrand, NULL));
[_call_main + @xd] 932
933 mbedtls_ecdsa_free(Becdsa);
934 }
935
936 for (curve_info = mbedtls_ecp_curve_list(); curve_info->grp_id |= MBEDTLS_ECP_DP_NOME; curve_info++)
937 {
938 mbedtls_ecdsa_init(8ecdsa);
939
9481 if (wbedtls_ecdsa_genkey(&ecdsa, curve_infa->grp_id, myrand, NULL) 1= @ ||
941 mbedtls_ecdsa_write_signature(Secdsa, MBEDTLS_MD_SHA256, buf, curve_info->bit_size, tmp, 8sig_len,
942 myrand, HULL) 1= @)
943 {
saa mbedtls_exit(1);
945 }
946 ecp_clear_precomputed(&ecdsa.grp);
947 | |
948 hedtls_soprintf(+itle sizanf(titla) "ECNSA-¥s™ _infa. )
© 949 TIME_PUBLIC(title, "werify",
950 ret = mbedtls_ecdsa_read_signature(fecdsa, buf, curve_info->bit_size, tmp, sig_len));
951
952 mbedtls_scdsa_free(Recdsa); -
— | 953 )
LPC55569_mbedts 954 }
el | 3| £ (03| KT | ol

] 22. ECDSA-secp256r1 L& iFs2

4. ECDHE-secp256r1 [{JsLHi: 2.00 handshake/s

CASPER_ECC_SECP256R1_Mul()/& CASPER fX)22K5 AP, - T ECDHE-secp256r1 %4
e, Wil 23 1) Call Stack s
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v 2 X |AUSHSESEEN Ibenchmark.c X | dhme bignume bn_mulh ksdk_mbedtls configh ecdsac ecp_altc ecdhc fslcasperh fsl casperc ksdk_mbedtisc rsac pke pkwrapc i
debug v ma!ngnt char »x) fii
@ Accel_crypto_mul *** 953 #endif A
toMontgomery const mbedtls_ecp_curve_info *curve_info;
CASPER_ECC_SECP256R1_Mul 955 size_t olen;
ecp_mul_comb 266 . . . - s
shedtls oy wil ;:;‘" :or (curve_info = mbedtls_ecp_curve_list(); curve_info->grp_id != MBEDTLS_ECP_DP_NONE; curve_infos+)
mbedtls_ecp_gen_keypair_base 969 mbedt1s_ecdh_init(&ecdh);
mbedtls_ecp_gen_keypair o70 —ee-
mhedtls_ecdh_zen_wblif 97101 if (mbedtls_ecp_group_load(8ecdh.grp, curve_info->grp_id) != @ ||
mbedtls_ecdh_make_public 972 mbedtls_ecdh_make_public(8ecdh, &olen, buf, sizeof(buf), myrand, NULL) = @ ||
973 mbedtls_ecp_copy(&ecdh.Qp, &ecdh.Q) != @)
[_call_main + 0xd] 9741 {
975 mbedtls_exit(1);
976 -
977 ecp_clear_precomputed(&ecdh.grp);
978
979 mbedtls. snprxntf(txtle, sizeof(title), “ECDHE-%s", curve_info->name);
© 98 TIME_PUBLIC(title, "handshake”,
981 ret I= mbedtls. xdu-ke i 1, buf, myrand, NULL);
982 - ret |= mbedtls_ecdh_calc_secret(8ecdh, hhn. buf, aw(bnf). myrand, NULL));
983 mbedt1s_ecdh_free(8ecdh);
984 - )
985
986 /* Curve25519 needs to be handled separately */
987 [| #if defined(MBEDTLS_ECP_DP_CURVE25519_ENABLED)
mbedtls_ecdh_init(&ecdh);
mhedtls_mpi_init(&z2);
if (mbedtls_ecp_group_load(&ecdh.grp, MBEDTLS_ECP_DP_CURVE25519) != @ || -
e mbedt1s_ecdh_gen_public(8ecdh.grp, &ecdh.d, &ecdh.Qp, myrand, NULL) != ©)
LPC55569_mbedtls |
‘ ol | ol | A3

& 23. ECDHE-secp256r1 254173 #i 23,
5. ECDH-secp256r1 [#)523i: 3.67 handshake/s.

CASPER_ECC_SECP256R1_Mul() & CASPER {XIKENFEF API, T ECDH-secp256rl %
T, i 24 Y Call Stack AT

|| ecpatt ksdkc  ecp_sitc benchmarke fsl_casperh |fsl_casperc X | ksdkmbedtisc bignumc bignumh rsac ecdsac ecthe dhme filusaric ecdnh eph ¥

T CASPER_MEMCPY ~v| CASPER_ECC_SECP256R1_Mu(CASPER_Type ¥, uint32_t v, uint32_{ », uintd2_t w, uint32_t x, uint2_t ) fin
© CASPER_ECC_SECP256R1_Mul 1108 res = c; -
ecp_mul_comb . 1101 -}
1102

mbedt1s_ecp_mul

mbedt1s_ecdh_compute_shared 1103 51 4if CASPER_ECC_P256

1104 void CASPER_ECC_SECP256RL_Mul(

mbedt1s_ecdh_calc_secret L . . . )
main - - E::T( CASPER_Type *base, uint32_t resX[8B], uint32_t resY[8], uint32_t X[8], wint32_t Y[E], uint32_t scalar[8])
[_call_main + @xd] e wint32_t X1[8) = {0};

1108 uint32_t Yi[8] = {8};

1189 toMontgomery (X1, X);

1110 toMantgomery (Y1, ¥); =

1111

© 1112 |cASPER_MEMCPY (ACASPER_MEM[INOUT_SCRATCH_START + © * CASPER_NUM_LIMBS], X1, NUM_LIMBS * sizeof(uint32_t});

1113 CASPER_MEMCPY (RCASPER_MEM[TNOUT_SCRATCH_START + 1 * CASPER_NUM_LIMBS], Y1, NUM_LIMBS * sizeof(uint32_t});

1114

1115 7 Jac_scalar_multiplication(RCASPER_MEM[INOUT_SCRATCH_START + & * CASPER_NUM_LIMBS],

1116 BCASPER_MEM[INOUT_SCRATCH_START + 7 * CASPER_NUM_LIMBS],

1117 ACASPER_MEM[ INOUT_SCRATCH_START + 8 * CASPER_NUM_LIMBS],

1118 &CASPER_MEM[INOUT_SCRATCH_START + @ * CASPER_NUM_LIMBS],

1119 RCASPER_MEM[INOUT_SCRATCH_START + 1 * CASPER_NUM_LIMBS], scalar, NISTp256, NISTp256_q);

1120

1121 Jac_toAffine(&CASPER_MEM[INOUT_SCRATCH_START + 3 * CASPER_WUM_LIMBS],

LPC55569_mbedts | 1122

KIS 3| £ | K

K| 24. ECDH-secp256r1 %547 #r 523l

&EﬂSPER MEM[INWT SCRM(H STAM + 4 * CASPER_| NI.M LIMBS],

B b~

8. &I

R1. BT

A H ]

20194 4 H 20 H

BB AT

20197 A 15 H
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20194 10 H 23 H

SR

202041 H 7 H
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