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Chapter 1
Frame Distributor Wizard

This document describes how to configure the packet processing functionality of a QorlQ device using a tool, called Frame
Distributor Wizard (FDW).

This tool is part of the QorlQ Configuration and Validation Suite (QCVS) product.

NOTE
The Frame Distributor Wizard component of QCVS is only available for projects created with B, P,
or T family of processors.
This chapter is divided into the following sections:
e Introduction on page 3
* PCD configuration using FDW on page 9

* Frame View page on page 19

1.1 Introduction

FDW helps you quickly configure the parse-classify-distribute (PCD) functionality of the Data Path Acceleration
Architecture (DPAA) hardware block of your QorlQ device.

The key idea is to reduce the time spent in doing configuration work so that more time can be spent in writing the application
that uses the configuration.

FDW provides you with a series of pages to configure the packet processing functionality of your QorlQ device. The focus is
more on how to process the packets rather than how the DPAA block internally works. FDW pages not only guide you to
make the configuration but also prevent you from making incorrect settings.

The output of FDW is XML code, which is further used as frame manager driver (FMD) API for configuring the PCD
functionality of the DPAA block. Therefore, FDW represents the highest abstraction level in the software toolchain responsible
for PCD configuration.

FDW is available for all QorlQ devices that feature DPAA IP block. See QCVS Release Notes for details on which QorlQ
SoCs are supported by FDW.

This section contains the following subsections:
e Acronyms on page 4

* DPAA hardware block on page 4

» Creating a new FDW project on page 5

* Frame Distributor Wizard concept on page 8

* PCD design considerations on page 8
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1.1.1 Acronyms

This section provides a list of all acronyms used in the current document.

Table 1. Acronyms

Acronym Meaning

DPAA Data path acceleration architecture. It is a Freescale proprietary packet acceleration
block.

FDW Frame Distributor Wizard

FMan Frame manager. It is a component of the DPAA IP block that incorporates the
network interfaces and is responsible for PCD operations.

FMC Frame manager configuration. It is a tool that configures the PCD DPAA starting from
an XML abstraction of the block functionalities.

FMD Frame manager driver. It is a driver provided in the QorlQ Linux SDK. It configures
the PCD of the DPAA hardware block.

FQ Frame queue. It is a zone of memory where a frame is sent after PCD operation, and
from where it can be dequeued to a destination.

GPP General purpose processor. It is a core responsible for running a general purpose
application, such as an OS or bare-metal application.

Net PDL Net protocol description language. An open standard language that formalized the
definitions of networking concepts (for example, a protocol header definition).

OSI model Open systems interconnection model. A communication standard between
computing systems irrespective of their underlying structure or technology.

PCD Parse-classify-distribute. It is a feature of the DPAA hardware block that is
responsible fot packet processing activities.

QCVS QorlQ Configuration and Validation Suite

QMan Queue manager

Rx Receive/receiver

SDK Software development kit

SoC System-on-chip. A collection of cores, buses, memories, and peripherals located on
the same silicon die.

Tx Transmit/transmitter

uUbP User datagram protocol

1.1.2 DPAA hardware block

The DPAA hardware block (also known as DPAA block) is a Freescale proprietary IP block responsible for packet

acceleration in QorlQ-based SoCs.

To a great extent, it offloads the packet processing responsibility from the GPP core.

One of the key functions of DPAA is PCD, which defines how the incoming traffic will be analyzed, and if it will then be
dispatched to next processing block (for example, GPP core) or other accelerator (for example, security block), or will be

dropped.

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
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As the traffic type can vary a lot, and considering the high throughput required now-a-days, the challenge is to program the
PCD quickly and effectively, while taking advantage of all its features. A robust PCD programming is required before
addressing the higher-level software that consumes the traffic (for example, uses control packets to determine if the network
is operational) at the application level.

For more details on the DPAA architecture, see the DPAA reference manual for your QorlQ SoC.

1.1.3 Creating a new FDW project

The first step in configuring PCD is to create a QCVS project with an FDW component.
To create a QCVS project, follow these steps:
1. Start CodeWarrior Development Studio.

2. Select File > New > QorlQ Configuration Project. The New QorlQ Configuration Project wizard starts, displaying
the Create a QorlQ Configuration Project page.

3. Specify the project name in the Project name text box, and click Next.

4. On the Devices page, choose a device to work with. See QCVS Release Notes for details on which QorlQ devices are
supported by FDW.

5. Now, choose a device revision. If only one revision is available, it is automatically chosen. Click Next to continue.

6. On the Toolset selection page, select Frame Distributor Wizard (see Figure 1. Choose FDW from Toolset selection
page on page 5), and click Next to continue.

B, Miew Qord Configuration Project oy =
Toolset selection

Choose what do you want to configure

Components to be selected

" Components
DOR Memory Controller Configueation
-
Choose FDW on the Drewice Tree Editor
H e || Frane Destrsbator Wizard
Toolset selection PBL - Preboct Loader ROW configueation
page SERDES Cenfiguration Tool

BI[EE dEStI’IPIIGI"ﬁ ——— Tt to0] albws you 1o design the frame's drstribution required 1o configure & dats path using the
of FDW DAL scoeleraton. The output of this tool i C souce code ar XML files that can be used 1o
condugiing the DPAS directly Trom youd Sppheatsn. I you telect Frrunih', & progect wath 50 éfmply (Aa
PLD elements) DPAA conliguraton will be uied Bo start.

T + Back Blest = I Ewuih. | Cancel

Figure 1. Choose FDW from Toolset selection page

7. Create an FDW component. Use one of the following options to start creating an FDW component:

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
NXP Semiconductors 5



http://freescale.com/files/soft_dev_tools/doc/support_info/QCVS-RN.pdf

Frame Distributor Wizard
Introduction

* Empty configuration: Creates a configuration without any PCD processing elements. PCD configuration can be done
later using the wizard.

* Load an example PCD configuration: Allows you to choose a PCD configuration from a rich set of example PCD
configurations provided by FDW (see Figure 2. Load an example configuration on page 6), and then refine the
configuration to meet your requirements.

(I8, New QoriQ Configuration Project [ESEe==)
1
|

DPAA PCD Configuration Options
Choose how to start creating a DPAA PCD configuration

Start with an empty configuration

Choose to load —_— @ Load » predefined PCDY
an example PCD Import a PCD configuration
Choose the
example —————— Bl
to load Ingress PCD Configuration
¢loa Sample Configuration
Buief description

of exa mple PCD =————tr—~Choose from the predefined PCD list. Select the element which it closest to the PCD configuration =
"I}I"I‘i'gulalll:lﬁ you intend to creste.

] e | [ ] [

Figure 2. Load an example configuration

¢ Import an existing PCD configuration: Allows you to import into the tool any existing XML configuration of PCD (see
Figure 3. Import from an existing PCD configuration on page 7), and then refine the configuration further. This is
particularly useful when exchanging the PCD configurations between different users, or adopting the FDW tool while
preserving any previously created PCD configurations.

NOTE
The import option requires two XML files: one defining PCD and the other defining how various
flows are connected to the frame manager ports.

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
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'l, New Qo Conbguration Preject e ) i |

DPAA PCD Configuration Options
3 File or folder nat specified

Start with an empty configuration
Load a predefned PCD

Choose to import @ lmport s PCD configuration

an existing PCD

Fhan perts configuratson file®

i

PCD configuration fibe”

Specify the files
to import from

Figure 3. Import from an existing PCD configuration
8. Click Finish to create the project.

When you create a new QCVS project, a DPAA component is added to the project. The DPAA component contains a PCD
configuration, which you can use in your project and customize as per your requirements. To open the DPAA component,
right-click the component in the Components view and choose Inspector from the shortcut menu. The DPAA component
opens in the Component Inspector view, displaying the Frame Distributor Wizard page (see Figure 4. Open DPAA
component on page 7).

1 Project Explorer 11 = B =D @y “Componert Intpactor - DPAAL 17
, o - . )
Jroject folder G ke e, et Frame Distributor Wizsrd . —————— =rame Distributor Wizard
Rx Ports
Select Bx Ports you would ke 1o use
Wizard | Trafficl - Frame View
! Select Rx Ports to be used
Filan 1
. dTSECT | Posrt not used
Click to open FOW Intpector .
Inspector - Pinned TSEC2 .ﬂm net wied
Code Generation b OETSECE | Port not used
Select Distint/Shared Mode SEC4 | Port not used
Open File b BTSECS | Port not used
Rl enaEatind TSECE | Peurt not used
Copy CirtsC .
Paste Cirley 19GERs1 | Port not used
e C ety - fidw_d
ompa : - Rernove Component(s) from Project Delete 0Gbps 2 _Fn-rl not used
C
Nty ;w?mmﬂww:::h s Templat
ﬂ' T4240 v2 0. . P T an Fx port is not configueed
& 05 Estras ]
4 [ Proceison
@ soctian,| e Component R L it ports to configure for PC
4 (& Components Configuration Reginters Onidy ports selected at this st
DPAA componant ) DPAKLDPAL

Figure 4. Open DPAA component
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1.1.4 Frame Distributor Wizard concept

This section describes the concept behind FDW.

PCD is responsible for analyzing and dispatching traffic that is organized in frames. There can be various traffic types; most
of them are organized in standard frames, such as Ethernet, whereas others can be custom types.

FDW allows you to define different types of traffic and then define PCD processing rules to be applied to that traffic, based
on what the acceleration hardware (for example, DPAA) is capable of. In short, FDW enables you to define PCD rules for
different types of traffic.

Any traffic received from the frame manager ports is sent through PCD and then dispatched to a destination, such as another
frame manager port, a GPP core, another PCD, or an accelerator IP block (for example, SEC). FDW follows the potential
paths of the traffic using a wizard that guides you through the configuration of each path element. The figure below shows
the Traffic Type page of FDW. The navigation buttons (Back and Next) shown at bottom right corner of the figure allows
you to navigate between the different pages of the wizard.

Traffic Type Current step lithe
Dietwre ol e 1pMle: types
Wirard | Traificl - Frames Vs
Current step
- spacific LI Traffic Type delinkion
Tawblic typa Axadiabide baachert
= 3 4 et
Traltel o
4 Type to add, oo select rom mestng et and edit o pp
gl
E ]
-]
P
“dg
e
Przprartany basden. definton Brovad i
128 Fage rumeary FEE
Ths paget i uted 1o defne 3l The SMpent 1t Types that el lbe presest on sy and 8l pEris i The pystem, Fos gach diTerent ralTic type debadion these must be an enary i the

vias Sl b define FOH)
e, Wikan selerting & Ty o0 the beh sandow [k to ‘gney], The sght Fage halp

conbexk

ieft windhows. B i necommended
Ut That Bl remiget Do T

gt the bype & desonptive same (e.g. “an’ if you are plasning te
AT T GENELTE & Domprahensact it of The et Teps o TR

e abet well SpET BLSEITEd Witk i thvete 5o dietaved yoa can Sebct That Ll o L 8 pectuse of the Ty that will be panad
hat P urnctnces
witany, @ st b predalinad 55 sn 0L, fle o jeoun worketston, Use the beges Bution to sebct this fde. The cuthoms falds sl fhan sppaur in the
PLD cerfmuration completion: & Meps ot of 11

I py Mt >

Progress bar :n..._“ -

MNawigation buttons

Figure 5. Traffic Type page of FDW

1.1.5 PCD design considerations

The concept behind PCD is that the traffic received through a frame manager port is first analyzed, and then either
dispatched to a destination or simply ignored.

The possible destinations are:

* A frame manager port

* An acceleration block (for example, SEC)
* A GPP core

* Another PCD

The QorlQ SoC DPAA block features several frame manager ports operating at 1 Gbit/s and 10 Gbit/s speeds, allowing you
to design a complex PCD architecture to handle various traffic types. PCD design starts with designing a system that answers
the following questions:

* What kind of traffic do you expect to receive?

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
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* What traffic type are you interested in?
* How can you optimally use the acceleration resources to process the traffic you need?

PCD design requires you to define a flow, which represents a series of chained processing elements (parsing, classification,
and distribution) that connect to an FMan port. Each flow is usually responsible for a specific type of traffic (for example, the
control frames received over UDP or the Ethernet traffic that needs further processing by the SEC engine). You can define
a number of flows depending on:

* The nature of the traffic expected to be received by the FMan port
* The type of processing that is expected to be applied to a traffic type
e The number of available FMan ports on the SoC

An FMan port can have multiple flows associated with it. This is usually done when several types of traffic requiring different
processing is expected to be received through the FMan port.

FDW allows you to design a PCD configuration from the following starting points:
 Start with a blank configuration.

Step-by-step instructions allow you to create a PCD configuration based on traffic type and how that traffic is being analyzed.
The options and constraints that FDW provides for PCD configuration facilitate the creation of truly optimized PCDs.

* Load example configuration.

The provided examples represent standard PCD use cases, suitable for most PCD design paradigms. You can refine a
configuration according to your system design. This saves your time that you would otherwise spend in creating the PCD
configuration from scratch.

* Import an existing PCD.

If you are an existing DPAA user and you previously created a PCD configuration using a standard text editor, then you
can easily transition to FDW, by importing your existing PCD XML file to FDW. After importing the PCD file, you can continue
to modify your configuration using the features provided by FDW.

1.2 PCD configuration using FDW

This section explains how to configure PCD using FDW, in a step-by-step manner.

Traffic is packaged into frames that contain elements from various OSI model layers (for example, data link, network, or
transport). In FDW, each PCD operation applied to the traffic frames is captured in frame view. Frame view represents the
network protocol fields that are impacted by a PCD operation in the context of their corresponding OSI model layer. For more
details, see Frame View page on page 19.

The following major steps are followed to configure PCD using FDW:
1. Choose FMan ports on page 10

Define traffic types on page 11

Map traffic types to FMan ports on page 12

Define FMan port traffic processing elements on page 13

Define flows on page 14

Configure flow elements on page 15

Generate PCD configuration files on page 18

® N @ oA ® P

Use PCD configuration files on page 19

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
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1.2.1 Choose FMan ports

The first page of FDW is the Rx Ports page, which allows you to choose the FMan ports to be configured for PCD.

Each SoC containing the DPAA IP block has a different number of FMan IP blocks, each supporting a different number of
FMan ports and/or port speed. For each FMan port supported by the SoC, you can choose the following options:

* Port not used: Indicates that no PCD will take place over the traffic received at this port (default option)
* Use FMan port: Indicates that the traffic received at this port is a candidate for PCD operations

* Use FMan port with default Linux PCD information: Indicates that the port will be preconfigured with the PCD rules
in sync with the QorlQ Linux SDK default setup

Figure 6. Rx Ports page on page 10 shows the Rx Ports page.

Rx Ports 15 port
Sebect R Ports you would like to use

wizard | Traffecl - Frarne Wiew | Traffic 1G_0 - Frame View
Select Fx Ports to be used for Parse-Classify - Distribute (PCD)
Filan 1 FMan 2
dTSEC L i_'.}se Fran pest with defau Lirus PCD mm-_g_wt-qa dTSECT T | Prort mot used

dTSEC 2 |Wbse Fhlan port dTSECZ  Paort not used

dTSEC 3  |Post not used dTSECE | Port nok used
Chooss an oplion lor Pork not umed

dTSEC 4 5EC4  Portnok used
sach of the FMan pars i

ATSEC 5 IIJse FMan port with default Linw: PCD configuration

wilth incoming traflic SECS  Port not used

dTSEC 6 IPM not uged dTSECE | Port not used
10Gkps 1 {Pmt nil ugedd 10Gbps1 | Port not used
106G port 10Gbps 2 EPM not used 10Ghps 2 Part not used

¥ an Rx port is not configured for PCD, then all trasfic received on the portjwill be enguesed to the port’s default frame quess.

Wariable numbsr of Fian blscks amd porls per SoC
Figure 6. Rx Ports page

NOTE
The "default Linux PCD configuration" option for a port implies that the port will be configured with
the PCD settings provided in the Linux QorlQ SDK package. If this option is not available, it means
that no such default PCD configuration is provided in the QorlQ SDK.

The next page of FDW is the Offline Ports page, where you can choose the FMan offline ports you want to use. An FMan
offline port is a mechanism by which you can send traffic from one PCD to another PCD, creating a chain of PCDs. The figure
below shows the Offline Ports page. Select No if you do not plan to use any offline port.

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
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Offline Ports
Select if you would like to use Offline Ports

Wizard | Trafficl - Frame View | Traffic_1G_0 - Frame View
Do you plan to use any offline ports ?
@ Yes
Mo

Offline ports support PCD function on frames extracted from QMan.

FMan1 FMan 2

Choose any offline ports
to use as possible
destinations for traffic

| Use Offline Port 2
| Use Offline Port 3

Use Offline Port 2
Use Offline Port 3

B

Use Cffline Port 4
Use Offline Port 5
Use Offline Port 6
Use Offline Port 7

Use Offline Port 4
Use Offline Port 5
Use Offline Port 6
Use Offline Port 7

Figure 7. Offline Ports page

The next page provides a summary of the FMan ports (Rx and offline) that were chosen to be configured for PCD.

1.2.2 Define traffic types
The Traffic Type page of FDW allows you to define the traffic expected to be received through the assigned FMan ports.

Traffic type definition indicates the type of headers the packets will have. The header identifies the packet type, whereas the
payload contains the effective data.

Define traffic types by specifying a name and the expected packet headers for each traffic type. At least one expected header
must be chosen for a particular traffic type.

The figure below shows the Traffic Type page.

One Frame View page 1orcach defined traffic yps

Traffic Type
DOefine all nesded traffic bpe:

wizerd i brathe - Frame Vi | Comples trather - Frame i | Custom traffic - Fame v

Remove, removeall, nafﬂfme fefintion .
or copy a raffic lyps M" Susilable hesders
® o] ethemet £
Traftic lype having no Ith weFic | wian
associakd header yps Comple lrsffic Il lic_smap
. . ___'__,..r-""‘"r'_ Custern frafic ] mals E
Detined traflic 1ypss =" _ 4 1y0er0 e, cr seectrorn eiating fstand et 7 g Sakol packe! headers you wanl
| ipé Io associals ko a raffic typs
A or choose B ip
atratlic kpa ] tep
| u
| gre
Ul preoe

. —.‘_.—____'____.— Load acuslom paclel definilion

Propristarg hesders definition: F— Clese

Cweorkrepesitonieshgif deviech, govs P B Edipse_SRCvwomifresscalegovs

532 Page summary 355
This page is used to define all the different treffic types that will be present on any and all ports in the system. For each different traffic type definition there must be en entry in the

left wirdow. 1t is recoenmenales to give the type a descrgtive name [e.g.'vian’ i you 2ee planning bo use ular fields to defre FO's). =|
Usis Ehe ade wicnpryrenams buticrs to generste a comprebensive e Erallic types in Ehe systemy When seleching 3 type an the 1t window [click o "goey’), the right
il will =t the possible beaders that will be parsed bo define thet traffic bype.

Astrafic bypes ere added, Frame View' tabs will appesr ezocisted with esch befid type s these are defined o con select the tsb to see & picture of the fields thee will be pared

and will be availsble o uza for the PLD function.

f you hawe 2 custom parse definition, it must be predefined 25 an £bAL file on your workstation. Use the browse Button to select this fike. The custom Fidds will then sppear in the

Figure 8. Traffic Type page
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As shown in the figure above, a Frame View page appears for each defined traffic type that describes, in the OSlI layer style,
the fields of the protocol headers that the traffic type is expected to contain. For more details, see Frame View page on page
19.

This section contains the following subsection:

* Use proprietary header definitions on page 12

1.2.2.1 Use proprietary header definitions

This section explains how to use a custom protocol header definition.

You can choose header types from a known list of standard headers (for example, Ethernet, UDP). However, in some cases,
the expected traffic does not comply with any standard protocol definition. In such cases, the DPAA block allows you to load
a custom protocol header definition (see figure below) written in NetPDL, a mark-up language designed to describe protocols
used in OSI layers 2-7.

After a custom protocol header definition file is loaded, the protocol header defined in the file gets added to the list of available
headers that can be selected when defining traffic types. You can load up to two proprietary header definitions. If the NetPDL
definition of the proprietary header is not correct, then an error message is displayed and also a notification icon is added in
the left side of the text box showing path to the header definition file.

Traffic Type
Define 2ll needed traffic types

Wizard | Ebh braffic - Frarme View : Comples braffic - Frame View | Custorn traffic - Frarme View |
Traffic Type delmition
Traffic type Fivsilable hesders

= ¥ 7 athemet Loackd propristary headsrs

available 1o bs azsociated 1o
atraffic typs

Eth traffic | viam

Complex traffic
Custorm traffic mipls
¥ Type to add, or select from existing list and edit il
ipv
in
tep
udp
gre
PPpos Load a pmpristary

,,,,,,,,, hsaderdefinition

lkc_snap

Broprietary hesders delinbien: 1 i o :
P - Browee | | ilcox |'_‘—-——— Remove the propristary

heade e definitizn

Chworkhrepositones\gitidedech.goes\PE_Echpse SRO.comfreescale.govs

B Select file Pmpristany headzr
: definitizn file

#22 Page sumnmary 222 T |
T ¢ bl testdata . fdw ~| 4
This page is used to define all the different traffic types that will e present on any and 31l poits i S e
left windaw, It is recammended to give the type a descriptive name (&g, vian' if you are planain y
Use thie add/ remave/copy/ rename buttons to generate a comprehensive list of the traffic types i Organize = Mew folder
windaw will list the possible headers that will be parsed ta define that traffic type. m 2
A traffic types are added, 'Frame View' tabs will appear assacisted with each traffic type. As thes T Favorites A
and will be available to use far the PCD function.
Tesktop : walid fi ~
I yau have 2 custarn parse definition, it must be predefined 25 an XML file an your warkstation. B Desktop || muktiple Envalid first prof se— Choose an XML header
& Downlaads L muttiple invalid_second pret = finitinn

Figure 9. Use proprietary header definitions

1.2.3 Map traffic types to FMan ports

The Traffic Mapping page of FDW allows you to bind the traffic types to the selected FMan ports.

By making this binding, you specify that on a specific port, a particular traffic type is expected to be received and processed
in the PCD stages.

You can map multiple traffic types to one FMan port. The figure below shows the Traffic Mapping page.
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Traffc Mapping

Map ol traffic to svailable ports

Wizard | Eth trabfic - Frame View | Complex traffic - Frame View
Traffic Mapping to ports

FMan ports chosen Ports for PLOD Traffic type
to receive traffic. |FMLOTSEC] | Eth traffic Defined traffic types. Choosa to
Click on each, ang  ——— FML dTSEC 2 41 Complex traffic attach to the selected FMan port
then select the FiL CéflinePort 2

FML OfflinePort 3

expected traffic type

Figure 10. Traffic Mapping page

1.2.4 Define FMan port traffic processing elements

The Examining packet headers page of FDW allows you to define the type of processing that the traffic assigned to each
FMan port will undergo.

For defining the type of processing, the following three methods are available:
* Hash Flow definition strategy (H)

A hash flow definition will use a key (selected as one or more header fields later) as an input to a hash algorithm that will
enable a consistent but psuedo random spreading of traffic among queues.
* Protocol presence verification (PPV)

A protocol presence verification allows traffic to be routed to a queue based on the fact that a particular header was identified
by the parser. In addition, a protocol presence verification can be used in conjunction with a table lookup. In this case, the
protocol presence that is verified is typically the protocol(s) corresponding to the field(s) used in the table lookup.

¢ Table lookup (TL)
A table lookup definition allows you to perform a precise match of header fields to define the traffic associated with a queue.
There are "ifthen" mechanisms available with table definition that will be configured later.

You can choose any combination of these operations; however, choosing at least one operation is necessary. The figure
below shows the Examining packet headers page.

Examining packet headers
Select method(s) to use to distribute packet flows to queues

Wizard | Trafficl - Frame View
Hash flow definition, Protocol presence and [ or Table lookup

FMan1 FiMan 2

| Hath Flow definttion strategy | Hash Flow defination strategy
mEMAC 1 | Protocol presence venfication rmEMAC 1 ¥ Protocel presence venfication
| Table lockup | Table lookup
FMan port chosen lo receive raffic Select methods to use for dassifying traffic received on the assodiated port.

Figure 11. Examining packet headers page
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1.2.5 Define flows

The Flows definition page of FDW lists the flow names that will be attached to each FMan port.

On the subsequent FDW pages, you will define the hash flow definition, protocol presence verification, and table lookup
operations to be associated with each flow name.

Multiple flows can be attached to an FMan port. By default, the flows are displayed in the order they are created but this order
can be changed via up and down buttons (see Figure 12. Flows definition page on page 14). The order of flows specified
on the Flows definition page is used by FMan to associate an Rx frame with a flow.

Impartconfiguration from ancthar Fian port

Flows definition for: FM1 mEMAC 1
Define packet flows

Wizard | Eth traffic - Frame View | Complex traffic# Frame View | Custom traffic - Frame View

Flows definition for: FM1 mEMAC 1

Reuse configuration from port: |[None =

Remove, mmove Flows [MOTE: order of flows matters]
all areopy a flow %
x ——/ Change flow ordar

List of flow names ———————— Ped¥l
— pcd¥2

Add or chooss ———————— < Type to add, or select from existing list and edit
aflaw

Figure 12. Flows definition page

This section contains the following subsection:

* Decide whether to use single or multiple flows on page 14

1.2.5.1 Decide whether to use single or multiple flows
This section presents some design considerations for deciding the number of flows to be used.

When deciding how many flows will be used in the system, you need to take into consideration the traffic and overall system
design. The following use case presents some of these design considerations.

Suppose that you want to process Ethernet and UDP traffic coming into the same FMan port 1. Then, you have two ways to
design the flows.

The first approach is to:

1. Define one traffic type with both Ethernet and UDP headers in it and assign it to FMan port 1.

2. Define one flow in which table lookup and hashing will be performed on the combined Ethernet and UDP bit fields.
The second approach is to:

1. Define two traffic types, one for Ethernet and the other for UDP.

2. Define two flows, one performing PCD operations for Ethernet traffic, and the other for UDP traffic. The UDP flow
should be listed first, followed by the Ethernet flow. Then, when Ethernet or UDP traffic arrives on FMan port 1, each
traffic type will be handled by a separate flow.

Therefore, the advantage of using separate flows for separate types of traffic is that it results in a much cleaner design.
However, if many types of traffic are expected to be processed, then using one flow for each individual traffic type may not
be optimal from an acceleration resources utilization point of view.

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
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1.2.6 Configure flow elements

This section explains how to configure the traffic processing elements for the chosen flows.

Depending on the options chosen in Define FMan port traffic processing elements on page 13 (that is, Hash Flow definition
strategy, Protocol presence verification, or Table lookup), a series of pages dedicated to the configuration of each PCD option
will appear. For each chosen FMan port, the H, TL, or PPV dedicated pages are dynamically added to the wizard. You can
specify additional settings on the H, TL, and PPV pages.

Consider the following points while configuring flow elements:

* Some of the configuration options are mandatory, such as the FMan ports used, the traffic type to be processed, and the
flows to be used for processing that traffic. Other configuration options are optional, and if not configured, they will be
handled as default, which usually means that the traffic will not be processed for these options and it will be sent as is to
the next processing phase.

* All PCD elements (H, TL, and PPV) are configured per flow for each FMan port selected in Choose FMan ports on page
10. The number of wizard pages is dynamically adjusted to drive you through the PCD configuration for all FMan ports.

* If the flows for one FMan port have been configured, then that configuration can be reused for another port. A menu is
available at the top of the H, TL, or PPV page that allows you to reuse the configuration from another port (see Figure
13. Hashing definition page on page 16).

The following subsections explain how PCD elements are configured using FDW:

¢ Hashing on page 15

* Protocol presence verification on page 16

* Table lookup on page 17

1.2.6.1 Hashing

The Hashing definition page of FDW allows you to specify hash settings for each flow assigned to an FMan port.

A hash key is formed by selecting the header fields from the expected traffic types. The Hashing definition page only appears
if this method was selected in Define FMan port traffic processing elements on page 13.

For example, suppose that for FMan port 1, a traffic type with Ethernet header was defined. Then, you will select a hash key
from the Ethernet header fields (ethernet dst, ethernet src, and ethernet type). One or more fields can be chosen to form the
hash key.

The destination of the traffic matching the hashing key is set by specifying the frame queue range (see Figure 13. Hashing
definition page on page 16). When the traffic reaches a frame queue from that range, it will be dequeued to one of the
possible destinations (a GPP core, an accelerator, or an FMan offline port). Queue manager (QMan) is responsible for
managing the enqueueing and dequeueing of data between FMan, GPP cores, and accelerators. The figure below explains
the different actions that can be performed on the hashing page.
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FMan port for which hashing is being configuead Choose the frame queus rangs to hash to

Hashing definition for: FM1 mERAC 1

Sy Buplcdy for paciont flows

Witied | Tighl - Framet Vopw

Hashing definition for: M1 mEMAC 1

Ruind corfuguintion from post Mané - Savitch 10 e hax
Dreding hinshirg boe = Hash detads for flow: prdvl display of the frame
o]
gach low assigned ————— P Frelds ta bk Choten frebds: athemet dit, ethermat src quéne num ber
[T — -
1o on Flban port 2 [ homet Numitar of FOI [ ooy -
4 &t FOID Banger s they DG o Him
o W
type
Chaose fields 1o hash Choose stiting quéise

Figure 13. Hashing definition page

1.2.6.2 Protocol presence verification
The Protocol presence verification page of FDW allows you to verify whether or not a specific protocol header exists in
a frame.

Protocol presence verification can be configured to check for the protocol headers defined in the traffic types of the FMan
port that the flow belongs to. The Protocol presence verification page only appears if this method was selected in Define
FMan port traffic processing elements on page 13.

If the TL operation was also selected, then the option to do PPV over the protocols used in building the table lookup keys will
become available. Therefore, you can quickly sync PPV with TL by just selecting a checkbox.

If the hashing operation was not selected, then you need to provide the frame queue ID for the frame queue where the frames,
which passed the protocol presence verification test, will be dispatched.

The figure below explains the different actions that can be performed on the Protocol presence verification page.
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Fian part for which protocd This cption can be sdected if the
presence verification is configured TL operation has also been selected

Protocol presence verification for: FM1 mEMAC 1

Select headers for packet protocol verfication

Wizard | Trafficl - Frame View

Protocol presence verification for: FM1 mEMAC 1

Rewte configuration from port: Hone -
Choose a flow for which
o C(.'H'lrlgl..l'f" FJ”D{DC-"J‘: pod=l | Symchronize with Table Lookup
57
presence verficalion =
FQID: 1 Hex
Choose the protocols for which Frame queue ID is visible only
lodo protocal presence verification it hashing operation was not selectec

Figure 14. Protocol presence verification page

1.2.6.3 Table lookup

The Table lookup page of FDW allows you to define a set of actions to be performed for each frame when a condition is
met.

In short, if a frame content meets a condition, then dispatch it to the next processing element or drop it.

The defined conditions are resolved in the order of their definitions. The Table lookup page only appears if this method was
selected in Define FMan port traffic processing elements on page 13.

The table lookup processing elements can be nested. As per one flow, multiple lookup nodes can be defined. You can nest
the lookup nodes using the Goto action explained later in this section.

A condition can be of one of the following two types:

* on-hit: The table lookup operation determines if this condition is met by tracking the packets and checking packet
content against a user-specified value (for example, ipv4 . src matches a specific IP address range).

e on-miss: There can only be one condition of this type. This condition is true when all other conditions were not met. If
you do not define the on-miss condition, it is automatically set by FDW.

The action defined for a condition takes place only if the condition is met. The action can be of one of the following types:

* Enqueue frame: Sends the frame to a specified Frame Queue ID, from where the frame is dequeued to one of the
possible destinations.

* Drop frame: Ignores the frame and does not relay it further to any PCD processing element.

* Goto: Sends the frame to the next table lookup processing element, or to a completely different flow. This allows nesting
of the table lookup elements, and also allows passing traffic between flows.

When the Goto action is selected, <New table> can be chosen as the destination, which allows you to write in the name of
a new lookup table that you want packets to go to. By writing in a name for the table, a new table is created in the lookup
tree, which can then be configured.

The figure below explains the different actions that can be performed on the Table lookup page.
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Figure 15. Table lookup page

1.2.7 Generate PCD configuration files

olp 1l
Condion
o bat
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& A

Define kokup rules
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Diestanatson Mtk
Legioup Lable 82 a0
FQI: 1

Deop

After the PCD configuration is completed, the last FDW page displays, in the text format, a summary of the selected PCD

configurations.

To revisit or change the PCD configuration, use the Back and Next buttons.

Using these buttons, you can navigate through the previous wizard pages, which will adjust based on the changes done. For
example, if you go back and add a new FMan port to use, and then start going forward, additional pages related to the new

FMan port configuration will appear.

When the PCD is ready to be deployed on the target, you can proceed to generate the XML files containing the PCD definition.

Besides the PCD configuration file, a C file is also generated that contains the PCD defined as a C structure. This code can
be embedded into an SDK application using FMD. Therefore, you can control at a lower level the PCD initialization that is

done using FMD. The figure below shows how to generate the PCD code.
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Figure 16. Generate PCD code

1.2.8 Use PCD configuration files

This section tells what you can do with the generated PCD configuration files.
The PCD configuration files can be used as follows:
* Import them back into FDW and adjust the PCD configuration

* Apply PCD to a QorlQ target using the FMC tool. See Frame Manager Configuration Tool User Guide for instructions on
how to use the FMC tool to configure the PCD of a QorlQ target.

1.3 Frame View page

This section explains the Frame View page in detail.

The DPAA IP block is intended to be used for packet acceleration. A network packet is organized in the form of a header and
payload. The header describes the nature of the packet and also the OSI model processing layer that it went through. The
DPAA block processes packets at the data link, transport, and network layers.

The Frame View page is intended to show an OSI model layer organization of the packet, highlighting the header fields
involved in the PCD operations. This page provides read-only information, and it is updated each time the PCD configuration
is changed. A Frame View page appears for each defined traffic type while navigating the FDW pages (see Figure 17. Frame
View pages on page 20).

QCVS Frame Distributor Wizard User Guide, Rev. 4.x, 02/2017
NXP Semiconductors 19



https://freescalereach01.sdlproducts.com/LiveContent/content/en-US/QorIQ_SDK/GUID-B58EBCD5-3559-4D6D-AF31-A6D82FFB94D8

Frame Distributor Wizard
Frame View page

Traffic Type
Define all needed traffic types

| Wizard ..Eth traffic - Frame View | Complex traffic - Frame View | Custom traffic - Frame View
Traffic Type definition
Traffic type
x % 7
Eth traffic
Complex traffic

Custom traffic
v Type to add, or select from existing list and edit

Cne Frame View page
for each defined traffic typa

Figure 17. Frame View pages

Each time you make a modification to the PCD configuration that changes how packets from a traffic type are being processed,
the Frame View page is updated with the impacted protocol header fields. For example, if hashing is done on some of the
header fields of an Ethernet header, then those fields located at the data link layer (where Ethernet header is added) are
highlighted in blue. The figure below explains the Frame View page content.

Protocol haader b lekds used by PCD operabons

Table kookup

Seebect Fueledy fior table loskup

Wizard | Complentraffic - Frame View | Eth traffic - Frame View
Frame view (reasd-onky)

Layer 3: Netwodk natp | dicp payload
ip packet 4B
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S model layers

Laryer 2: Dt ke det | | paylosd
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Figure 18. Frame View page content
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