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Most processor based communication designs have acentral
processor core as well as other master devices, possibly
within the same chip. The master devicestypically providea
“low touch” method for the actual datatransfer into or out of
the communication system (DMA controller, MAC, etc.).
However, if a system has multiple master devices, the
designer must consider how cache coherency is maintained.

This application note provides an overview and specific
strategies for cache coherency and potential performance
impacts in the Freescale PowerQUICC 1l Pro and
PowerQUICC 111 families. It focuses on data coherency and
potential system issues, aswell as some concerns associ ated
with having multiple DMA devices. It aso discusses the
specific steps and interdependencies required to implement
hardware enforced cache coherency.
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Cache Modes

1 Cache Modes

Every cache implementation varies, but there are common modes and structures used by all designs.

A cacheisavery fast memory located directly on the core processor’s busthat is designed to provide data
or instructionsto the processor in significantly less time than main memory. When the core requests data,
the cachefirst checksto seeif it has such data. If it does, the cache provides the data back to the core with
minimal clock cycles, which is called a cache hit. If the data is not in the cache, it fetches the data from
main memory, providesit to the core, and savesit in the cache, which is called a cache miss.

Entries in the cache are marked as either “invalid” or “valid,” indicating whether or not they hold usable
data. At reset, boot software must ensure the entire cache is marked asinvalid. Asthe core requests data,
the cache fills. When all entries are full, the cache uses a replacement algorithm to decide what data to
remove when new requests are made. The type of replacement algorithm can have a small performance
impact, but is beyond the scope of this document.

When fetching datato fill acache miss, the cache logic fetches more than the requested data. The block of
data fetched isreferred to as a cache line, which may be 32 to 128 bytes, depending on the system. The
primary reason for fetching more than the requested data is due to the high probability that subsequent
accesses are to nearby address locations. This behavior, know as “locality of reference,” isthe underlying
principle that drives the performance enhancements provided by caches, but is beyond the scope of this
document.

Another reason is to optimize the memory bus. DRAM, which ismost often used for main memory, allows
subsequent access to the same row to occur with much less latency than the first access. By reading an
entirerow from DRAM, the cacheis ablereduce the average latency used to accessthe DRAM, improving
system performance. M ost modern DRAMstake four or eight accesses, or beats, to read or write an entire
row. Thisiscalled aburst read or write. When a burst accessis performed, the amount of data transferred
isafunction of the bus width and number of beats. For example, a 64-bit wide data bus with a four beat
burst transfers 32 bytes.

To reduce the complexity of address comparisons, cache memories are organized into small blocks called
lines. Cache datais managed one line at atime. When selecting the line size, cache designers take the
memory burst size into account. The cache line is a multiple of the basic burst size used by the memory
system. Some caches have a line size equal to the burst size, while others may issue two, four, or eight
bursts per line. When debugging cacheissues, it isimportant to know the line size because any problems
related to memory offsetsthat equal the line size are a strong indicator of a cache coherency problem.

When the processor writes data, caches respond in one of two ways. The first and simpler approach is
called “write-through.” When a cache operates in write-through mode, any data written by the processor
isimmediately written to main memory using the size of the operand. If the dataalso hitsin alinein the
cache, the cache may respond by either invalidating the entire cache line or updating the cache memory.
Data written by the core (but not necessarily by other devices) matches in cache and main memory.

The other approach is called “copy-back” (sometimes called write-back). When awrite hitsin the cache,
the cachelineisupdated with the new data. However, main memory isnot updated, which meansthe cache
and main memory will mismatch by design. The cachelineismarked as*“dirty” to indicate this condition.
Datais written only from the cache when aread or write miss occurs. The cache selects aline to replace
with the newly read data, and if the selected line is marked as dirty, it is written to memory. Because the
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entire line is written, a burst write is used. Both burst reads and burst writesimprove DRAM bus
utilization. Note thisis called a“cast-out.”

Copy-back mode should be used for the highest performance because it minimizes the external bus traffic
(to the core). By design, copy-back creates mismatches between main memory and cache, and the system
must take this into account.

2 Cache Coherency
Figure 1 shows ablock diagram of atypical system with a PowerQUICC device with PCI connections.
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Figure 1. Typical System with Multiple Masters

To implement a system capable of efficient data transfer, networking designs typically comprise a system
with multiple devicesthat can access main memory (referred to as direct memory access, or DMA capable
devices). This ensures that the processor does not need to be involved in every data transfer within the

system. Additionally, most modern processors al so leverage caching schemesto reduce the access latency
for information (data and instructions) required for execution. Depending on how the caches are managed,
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the information physically stored in the cache may or may not match the information physically residing
at the same addressin main memory.

If theinformation in the cache matchestheinformation in main memory whenit isaccessed by any master,
itis said to be coherent. Typically instructions are only accessed by the core processor; the other DMA
devices usually do not access instruction space other than to initially transfer the code into main memory.

An example of apotential cache coherency issueis the reception and subsequent processing of ablock of
datatraffic. Typically thisishandled by a DM A-capable media access controller device (MAC) that acts
somewhat independently within the system. The MAC device may be within the communications
processor (for example, Ethernet controller) or externally attached through amaster capable businterface,
such as PCI or PCI-Express. The MAC device transfers the incoming data directly into main memory
starting at a preprogrammed address location. After reception is complete, the core istasked to accessthe
data for processing. However, it is possible the core has previously accessed the memory location where
the incoming data resides, and the information at that address resides (as far as the core is concerned) in
cache. The core incorrectly fetches the datafrom cache (referred to as stale data), not the intended “fresh”
data that resides in memory. Other scenarios exist where the more current or valid dataresidesin the data
cacheinstead of main memory. Whenever the condition existswhere the core and any of the DMA devices
can access the same physical address, there is apotentia for the memory to become incoherent. When a
device processes invalid data, any number of issues can occur, often in arandom and unpredictable way.
Therefore, it is very important that data coherency be considered and arobust strategy isimplemented to
maintain coherency.

3 Avoiding Data Coherency Issues

This section describes how to best avoid various data coherency issues.

3.1 Non-Cached Data

The simplest way to avoid coherency issuesisto not use data caching at all. However, this can cause a
significant reduction in performance; some networking applications have been measured to run ten times
faster with the data cache enabled versus disabled.

One strategy to avoid a coherency issue isto configure the system so that memory areas that can be
accessed by multiple masters are not cacheable.

Another approach is defining specific memory areas as cache enabled just for the processor core with other
shared memory areas with caching disabled. This requires appropriate configuration of the memory
management unit (MMU) and arigid definition of wherethe “coreonly” and “ shared” memory spacesare
located. Typically, datastructures, such asthe stack and OS heap, resideinthe“core only” cacheable areas
and data structures, just as the buffer descriptors and data buffers reside in non-cacheable memory.
Coherency is maintained because the areathat is accessible by multiple masters (core and DMA engines)
isnot cached and that memory area never residesin cache. Because the “core only” areais accessed only
by a single master, there is no coherency concern for that area. This approach provides the cache
performance boost for non-shared data, but does nothing for shared data. In systems that do significant
processing on the shared data, not using the cache has a very negative impact on system performance.
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3.2 Software Enforced Coherency

Using non-cached data structures is a very easy approach to guarantee coherency, but it significantly
minimizes the performance advantages of a data cache. Managing coherency issues in software requires
the software architect to have a clear understanding of how potential coherency issues can occur and how
to implement additional cache management software to avoid them.

Some of the most common conditions that create potential coherency problems are as follows:

» A databuffer iscreated for transmission by the core and copy-back modeisused. Inthiscase, dirty
data in the cache may cause the DMA MAC device to see stale datain main memory.

* A databuffer isreceived (written by aDMA MAC) into a portion of main memory that is also
cached. In this case the cache has stale data.

» Adjacent data buffers happen to share acacheline. Inthiscaseit is possible for software updating
the “end” of one buffer to introduce a coherency issue with the next buffer.

With software enforced coherency, the device driver for the peripheral hasto include specific instructions
to manage the cache. Whenever the devicedriver preparesabuffer for transmission, it must flush the cache
linesassigned to the buffer, whichis done with specific cache management assembly instructions and must
be donefor each cachelinethe buffer occupies. Thismeansan iterativeloop that stepsthrough the memory
space used by the transmit buffer must be included in the device driver.

When the transmit buffer is flushed by the cache in response to cache management instructions, the core
must be programmed to wait for the flush event to finish before continuing. This means the core wastes
cycles while waiting for the flush. Because the flush is software initiated, the cache and buslogic are not
free to use idle bus cycles to service the flush, further reducing bus utilization.

For receive, the system must guarantee the core does not read from the receive buffer space before the
DMA MAC finishes reception. Otherwise, the memory isloaded into cache before the data received by
the DMA MAC iswritten to memory.

To avoid the shared cache line problem, the software architect must carefully separate shared data
structures to ensure cache lines are not inadvertently shared. Not only must cache line sharing be avoided
(or carefully controlled) between transmit and receive data structures, it must also be prevented between
genera purpose memory and the peripheral memory. This means additional memory pools must be set up
and managed, which can reduce overall memory system uitilization.

Properly implemented software managed coherency requires both careful use of cache management
instructions and memory space management by the programmer. In most cases, assembly language must
be used to access the processor’s cache management instructions. The result is performance degradation,
because while software managed coherency allows systems to maintain the performance advantages of
caches, it introduces another level of complexity to the software. Over time, this complexity adds to
development, debugging, and maintenance costs. If the system is upgraded to a processor with a different
set of cache management instructions or a different cache line size, coherency software needs to be
re-examined. If anew peripheral is added to the system, its coherency code and memory usage must be
carefully integrated into the existing software architecture.

In summary, software managed coherency is a reasonable approach to obtain the performance benefits of
caches at the expense of additional software development and maintenance costs. For systems without

PowerQUICC™ Data Cache Coherency, Rev. 0

Freescale Semiconductor 5



Avoiding Data Coherency Issues

hardware cache coherency, it is the preferred choice. However, if a system supports hardware coherency,
it is best to avoid software managed coherency.

3.3 Hardware Enforced Coherency

An alternate method is to let the processor hardware enforce the system coherency. The processor core
logic keepstrack of the contents of its data cache and examines each transaction on the system bus. This
isdoneto determine if thereis arequest to read from alocation that resides in its cache or write to a
location that it hasin cache, and take the appropriate actions to ensure the coherency. Snooping is the
mechanism the cache logic uses to examine transactions requiring coherency actions. There are two bus
signal's associated with snooping: the global signal (driven by the requester to indicate shared memory)
and the retry signal (driven by the cache to indicate data to flush).

For Power Architecture™ processors, the data cache hardware implements a four state protocol (MESI)
or three state protocol (MEI) to label each 32-byte cachelinein any of the following states, eachindicating
the following:

* Modified (M)—The lineis modified compared to system memory; the datais (currently) valid in
the processor’s cache but not in main memory, which is dirty.

* Exclusive (E)—The datain the cache line in the processor matches the system memory but does
not exist within another processor’s cache.

» Shared (S—The datain the cache lineis valid within the processor’s cache, system memory, and
at least one other processor’s cache. This state only has meaning in systems with more than one
processor core.

» Invalid (I)—The associated cache line does not have valid data within the cache.

Note that some processors do not implement the shared state, usually because there is no externally
available coherent bus to enable connection of an additional processor.

When properly configured, the cache hardware snoops all the processor bus transactions and determines
what actions are required to ensure coherency. The types of transactions that generally occur are as
follows:

* Processor store—\When the processor stores (or writes) data to main memory, the cache logic
checksthe addressto determineif it residesin a cache enabled area and matches an address within
the cache. If the address is cacheable and is aready in cache, the cache line is updated. If the
address is cacheable and not currently in the cache, the cache line is added using the cache
replacement algorithm specified for the processor. If the cache is configured as write-through, the
main memory is updated with the new data as well as the cache, and the line is marked
exclusive (E). If the cacheis configured as write-back, the datais not written to the main memory;,
and the lineis marked modified (M).

* Processor load—When the processor |oads (or reads) data, it checks for the datain cache. If the
address resides in cache, the dataloads directly from cache. If the datais not in cache, it isloaded
from main memory to the cache and marked exclusive (E).

» DMA engine read—Assuming the proper snooping is configured when a DMA engine reads an
address (described in Section 3.3.1, “Hardware Enforced Coherency for PowerQUICC Il Pro and
PowerQUICC 111"), the cache logic checks to determine if the address resides in the data cache. If
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the associated cache lineis marked invalid (l), the transaction completes with no additional
interaction because the data does not reside in cache. If the lineis marked exclusive (E), implying
the location is coherent, no additional businteraction is required and the cache lineis marked
invalid (1) for burst cases (cache enabled transaction). If the line is marked modified (M) (most
likely updated by the core with the cache configured as write-back), thisindicates that the memory
iscurrently not coherent with the cache. The cache snoop | ogic suspendsthe DMA read by forcing
aretry back to the DMA device. The snoop logic pushes the cache datato main memory and marks
itinvalid (1), indicating the cache and memory are coherent. After this update, the transaction is
allowed to complete and the DMA controller compl etes the read.

* DMA engine write—Assuming the proper snooping is configured, the cache logic snoops the
transaction and checks to determine if the address resides within the cache. If the address is not
within cache or within aline marked invalid (1), no action is taken. If the address is within the
cache and the associated cache line is marked modified (M), the accessisretried (similar to the
DMA read case) and the cacheline is cast out to main memory, guaranteeing coherency. The line
ismarked invalid (1) in the cache as the DMA write updates memory. If the address within the
cache ismarked exclusive (E), thelineismarked asinvalid (I) because the memory is no longer
coherent with the cache.

By alowing the hardware to enforce the coherency, the software does not need to perform additional
instructions to enforce the coherency. Most transactions complete without penalty. In the worst case, the
cachelogic forces aretry cycle on the buswhen aDMA controller attemptsto read or write alocation that
residesin cacheand ismarked modified (M). The overall transaction isextended, but if the systemisusing
software coherency, a previous flush transaction is required before the DMA read; therefore, typically
there is no appreciable system latency penalty with hardware coherency.

3.3.1 Hardware Enforced Coherency for PowerQUICC Il Pro and
PowerQUICC Il

To enable hardware coherency in aPowerQUICC |1 Pro or PowerQUICC 111 system, the MMU and DMA
controller(s) must be configured to enable the proper operation. The cache logic performs most of the
action to enforce coherency; the DMA controller must be programmed to notify the logic when it is
accessing memory locations that may be cached. The MMU isused to control the memory and definesthe
memory areas that are cached. The MM U mechanisms are either block address trandlation (BAT) or page
table entries (PTE) through a translation lookaside buffer (TLB). In either case, there are 3 cache control
bits:

» Caching inhibited (I)—If thisbit is set, the areais not cached. There is no coherency issue, but

performance is impacted significantly, so clear this bit.

»  Write-through (W)—If thisbit is set, the cache is configured aswrite-through; if cleared, the cache
is configured as write-back. For most applications, write-back provides the best performance
because the coherency hardware can selectively force the external bustraffic when necessary (MEI
protocol).

* Memory coherence (M)—This bit is used to alow the core to broadcast when it is accessing
memory located within another cache. Note that in single processor systems, this bit has no effect
andisa“don’'t care’ because there is no other cache coherency logic to respond to the access.

PowerQUICC™ Data Cache Coherency, Rev. 0

Freescale Semiconductor 7



Conclusion

For the PowerQUICC Il Pro (MPC83xx) products, these bits are located in either bits 25-27 in the lower
BAT register or bits 25-27 in the second word of the page table entry inthe TLB. For the PowerQUICC |11
products, these are configured in bits 5961 in the M AS2 register when the page table entry isdefined into
the TLB.

The DMA controllers must be configured to advertise accessesto potentially cached memory. Thisisdone
by enabling snooping by ensuring the global signal isdriven on the processor bus (which isinternal to the
part for PowerQUICC Il Pro and PowerQUICC I11). Refer to the section describing the DMA controller(s)
in the applicable reference manual for information.

Examples of these control bits are as follows:
» For “generic’ DMA controller—DMA snoop enable (DM SEN) bit in the DMAMRKX register

» For PCI controller—Read transaction type (RTT) and writetransaction type (WTT) in the PIWARX
register

» For the Security Engine (SEC)—Global inhibit (GI) in the MCR register. Note that there isalso a
concept of snooping associated with the SEC that has to do with how the datais processed, thisis
not related to system cache coherency; the GI bit in the MCR isthe only bit that controls the cache
coherency.

» For the Triple Speed Ethernet Controller (TSEC)—Transmit data snoop enable (TDSEN) and
transmit buffer descriptor snoop enable (TBDSEN) in the DMACTRL register, and receive data
snoop enable (RDSEN) and receive buffer descriptor snoop enable (RBDSEN) inthe ATTR
register

+ For the USB controller—SNOOP1 and SNOOP?2 registers

» For QE peripherals—Theglobal (GBL) bitsinthe Rx and Tx BusModeregistersfor the associated
peripheral. The bus mode register is part of the TSTATE and RSTATE registers located in the
peripheral’s parameter RAM.

4 Conclusion

When designing a processor based communication system, an effective cache coherency strategy must be
implemented. Coherency issues can be avoided by defining areas accessed by multiple masters as
non-cacheable, but this choice yields the lowest performance. Software may be written to enforce the
coherency, but may have performance impacts due to unnecessary cast-out transactions. Writing software
to enforce coherency tends to be cumbersome to implement and maintain, which can potentially introduce
errors that are difficult to debug from a system level. In most cases, leveraging hardware enforced
coherency is preferred, because the configuration is straightforward, the best performance benefit is
realized, and special programming techniques are not required in the main stream software to maintain the
coherency.
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Table 1 provides arevision history for this application note.
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